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This paper analyzes vulnerability of each service protocol used in ICT convergence industry,
smart factory, smart grid, smart home, smart traffic, smart health care, and suggests technologies that can
overcome security vulnerabilities. In addition, we design a service—oriented protocol security framework
that allows us to quickly and easily develop security functions in an open environment by defining a
security element common to protocols and designing a security module for each protocol layer including
the corresponding elements. Service protocol independent security module and specialized security module,
it will be possible to develop flexible and fast security system in ICT convergence industry where various
protocols are used. The overall security level of the ICT service network can be improved by installing
the necessary security modules in the operating system, and the productivity can be improved in the

industrial security field by reusing each security module.

e Key Words : ICT Convergence Industry, Service-Oriented Protocol, Security Vulnerability, Security

Measures, Security Framework

*Corresponding Author @ ©]&7% (darkelan@naonworks.com)
Received September 18, 2017 Revised November 17, 2017
Accepted December 20, 2017 Published December 28, 2017



16 3=g5rers=EA A8y Al125

1. A&

A EeHICT 71 7Inke =

”LWUW 71 Aksiel A
= 7HE3E A v [Fig. 119

ol &8, A -:ii, oﬂLW 4, olw/a7, mde 5

& amope] Atglsol ICTeR] 632 &

3L gek Tefut 71 ICT 2okell i A SRS AR

H HE A7 B A5 3k o] ICT % Akl

AdE = Q= 7hsdel ok T

S= B Hol 7ol Ads] 8H A Sl et

[1,2].

o
2
>4
=
{m
oo
E?i'
oﬁ‘.

Lo
o
o2

Transportation

F5 HohS EE RN HHEHESE 7] §F ke B
ok 70l B IT 73 & 535 &5 Het A%
2 Mu|AE oudit) ICT §8 2Hd 7404 = ICT
S Aol Gt met H3tsl o Afdste wHet 9
FE S5 F U A7), 7k, W 5o w7 T8 A
ARE TV, AlE7], ¥4 5 7H8-8 AF7HA o2
2 3= §F Bt V)] "ot ®etk o)d §F
Bl 7]eS 7IWho 2 vk Aby Lolrth Au] 2 9
4 9 Hels ZAN/EA/AGE F s Z2EZ A5
B3 7)s AR B pdste] Alzag) akabEe] A2 H]
om gl was Hel Vs 78 F RS s
HeF el = o] Mg ot 2 =ie] 24
A= ICTS 71 Ak Foke] §3o= A 7hse
HeF S Ak 3doA= Bl S S5 &
e HeE 7]&S Aeksla 480 A= Aokl Bet 7%
S 7)wro g MulA X3 2 ES §3F Hot 29y
A W8-S At v 9o R SHEoA 2 =i

o] TR A}%Elﬂ w. TLSS} 2 A% A
Y elel| TR EZ HEek Y HHLOH 53}
24 2 Aol o)-8-ahHs Bk 1
ol #A| F2 AMEH I Y= B
o= dicte]l i AElolth M ) wspyo s
ICT €8 4 Z2EZ 3 F Rl &3] o<
S A Au| 27t 293 9 A9 g 2 st
et 91ge] dabeh

& Al Aol A
= 7H° Zél‘i e
= g

Aold $18

o9} 7ro] Z7}EE j¢le] o2
ubgsiE A Saut OME}

HN
rg
s
rO

g oo
4
=
o,

o Aol B7FsE ARSARTE 7 A

o AMHlA XES HMEE XE A0

c dE AES A% FAE g 24

o A= JRE GHsE B

« A% delHE Wxste doly fux

o tiFe B2 MAAE sk Auls A 24
o AHE A7 AE TFRAE AR skl A

© 9FE A2 HFHK TA



ICT &% 4k

Ao Mu| A X3F T2ES Hel =Yg 17

of theFet ICT &3 AF wokellA] AREH= ZF AJH| 2~
B3t T2 ESE 2 Aqujs EA
of Y= Ko 8 AF =ET F Sl A& AF ZIRE

sttt o 5o 2ntE a2|= 3
o A1 openADR, SEP2.0, DLMS/COSEM 5¢] X2 &
Z Hel 7l HasitH456]. 2vtE Al A=
CoAP, MQTT 59 ZREZ Hol 7]|&o] Hasit
[78]. <Table 1> ICT &% A1 $Hd oA ARE-E AL
= A EAS E9 Aulz 7k Hel Y]] 8%

ZREZES A THI,10].

<Table 1> Protocols for ICT Convergence Industry

Industry Area Protocol
Smart Grid openADR, SEP 2.0, DLMS/COSEM
Smart Modbus, Mitsubishi  Melsec, LSIS XGI/XGT,
Facio PROFINET, DNP3, OPC Classic, EtherCAT,
v Ethemet/IP, BACNet/IP, OPC-UA
Smart Home openADR,, SEP 2.0, IEC61859,
Modbus, CAN, DNP3, DLMS/COSEM
Smart City HTTP, CoAP, MQTT
Smart Work SIP, RTP/RTCP
Smart |EEE 11073-20601,
Healthcare ANS| HL7 (Health Level 7)
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[Fig. 2] Service—oriented protocol security framework
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<Table 2> Security function by framework level

Level Security Function

Traffic Attack Detection

Access Attack Detection
DPI Detection

Network

Session Detection

Message Syntax Error Detection

Message Parameter Threshold Detection

Message ACL Detection

Message -
Message Forgery Detection

Messgae Signature Detection

Message Threshold Detection

Service Threshold Detection

Service Flow Attack Detection

Service Service Entry Attack Detection

Service Session Attack Detection

Service Behavior-Based Attack Detection

User Access Manager

Integrity Supervisor

Common —
System Resource Monitoring

Data Storage Monitoring
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