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Recently, the Internet of Things are developing in accordance with the technology of
implementation in low-cost, small-size, low power consumption and smart sensor that can communicate
using the internet. Especially, key management researches for secure information transmission based on
the Internet of Things (IoT) are actively performing. But, Internet of Things(IoT) are uses sensor.
Therefore low-power consumption and small-memory are restrictive condition. As a result, managing the
key is difficult as a general security measure. However, The problem of secure key management is an
essential challenge For the continuous development of the Internet of things. In this paper, we propose a
key distribution and management technique in secure Internet of things. In the key generation and
management stage, it satisfies the conditions and without physically constrained for IoT based communication.
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[Fig. 1] Framework for wireless sensor networks
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<Table 1> Symmetric Key Management Protocol
Division Advantages Disadvantages No. of Memow
keys Size
Single key e Only one single key is stored 1 k * Broken whole key when a single key is broken 1 k
e Providing safety without BS (1)
pair-wise key e Provide mutual authentication ¢ Need a lot of resources to store keys n-1 K
between nodes
Rangom kgy *  Ability fo create links with neighboring | | i the shared key between nodes is Can have m (m+path)
pre—distribution nodes x Kk
g-Composite * Inoreased safely C.Ompar?d 0 * |f the shared key between nodes is Can have
random key pre—distribution protocol ) ) (m+path+d )
number random key ) e |f an adjacent node does not satisfy g m
- * Impact on the entire network when ) ) x K
pre—distribution ) * Failed to create link
capturing a node
keMugé%a;rne e Random key pre e Overhead for finding the path m (m+path+d )
y e distribution troubleshooting ¢ Intermediate node trust is a prerequisite x k+ran
Random « Providing safety without BS . A pair-wise key with an aqjacent nodg
Pair-wise ) - e Link can not be created without key ring
¢ Provide mutual authentication ) ) S m=np m x k
key scheme *  Without neighboring nodes and pair-wise keys Can
between nodes
not add new node
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