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[Abstract]

Cyber attacks on aircraft and aeronautical networks are not much different from cyber attacks commonly found in the ground industry.
Air traffic management infrastructure is being transformed into a digital infrastructure to secure air traffic. A wide variety of
communication environments, information and communications, navigation, surveillance and inflight entertainment systems are
increasingly threatening the threat posed by cyber terrorism threats. The emergence of unmanned aircraft systems also poses an
uncontrollable risk with cyber terrorism. We have analyzed cyber security standards and response strategies in developed countries by
recognizing the vulnerability of cyber threats to aircraft systems and aviation infrastructure in next generation data network systems. We
discussed comprehensive measures for cybersecurity policies to consider in the domestic aviation environment, and discussed the concept

of security environment and quick response strategies.
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Table 1. Security Incident and Threats.

No | Year Subject System

Attacking the Flight
Management System (FMS)of
Aircraft

1] 2013 FMS

Attacking Mission—Critical
Systems via In—Flight
Entertainment Systems
Vulnerabilities in
Commercial-Off-the—Shelf-B
ased Electronic Flight
Bags(EFB)

2| 2012 EFB

Spoofing Aircraft with Faked
Automatic Dependent
Surveillance-Broadcast
Messages Tracking of Hidden
Blocked Aircraft Registration
Request Aircrafts

3| 2012 ADS-B

Spoofing Global Positioning
System Navigation of Civilian
Drones

41 2012 GPS

Attacking Aircraft via
Compromised Information
Technology Infrastructures

5| 2011 AIRCRAFT

Spoofing Global Positioning
System Navigation of United
States RQ—170 Sentinel Drone

6| 2011 GPS

Intercepting Video Feeds of

7| 2009 Drones
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Table 2. Wireless Connectivity for aircraft Application.

ltem Application

CPDLC(controller—pilot
communications)

data link

Air Traffic Control

ACARS(aircraft communications,
addressing and reporting system),
EFB, 3G/LTE

Airline Operation
Control

Airport Connectivity Terminal Area Network(Gatelink)




Aircraft External
Communication Network

VHF/HF
In-flight Entertainment & ‘

GATELINK
3G/4G LTE

Airline Information
System

Aircraft Control
System

H

SATCOM
Communication System
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Fig. 1. Aircraft Data Network & Interface.
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Table 3. Document of Security.

Item Subject

ICAO Annex 17 |Security

Software Considerations in Airborne Systems

RTCA DO-178 and Equipment Certification

Design Assurance Guidance for Airborne

RTCA DO-254 ¢\ tronic Hardware

Security Assurance and Assessment Processes

RTCA DO-236 for Safety—related Aircraft Systems
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Table 4. Security Guide.
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(radio technical ED
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Document
[Development]
DO-326A « Risk assessment process
with a generic set of
Airworthiness activities ED-
Security « Security development 202A
Process activities
Specification « Interfaces with the safety
assessment process
[Operation/Maintenance]
« Airborne Software
DO-355 « Aircraft Components
« Aircraft Network Access
Information Points ED-
Security » Ground Support Equipment 504
Guidance for « Ground Support Information
Continuing Systems
Airworthiness « Digital Certificates
« Aircraft Information Security
Incident Management
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