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A Study on the Security Framework for 10T Services
based on Cloud and Fog Computing

Minjeong Shin*, Sungun Kim'"

ABSTRACT

Fog computing is another paradigm of the cloud computing, which extends the ubiquitous services
to applications on many connected devices in the IoT (Internet of Things). In general, if we access a
lot of IoT devices with existing cloud, we waste a huge amount of bandwidth and work efficiency becomes
low. So we apply the paradigm called fog between IoT devices and cloud. The network architecture
based on cloud and fog computing discloses the security and privacy issues according to mixed paradigm.
There are so many security issues in many aspects. Moreover many IoT devices are connected at fog
and they generate much data, therefore light and efficient security mechanism is needed. For example,
with inappropriate encryption or authentication algorithm, it causes a huge bandwidth loss. In this paper,
we consider issues related with data encryption and authentication mechanism in the network architecture
for cloud and fog-based M2M (Machine to Machine) IoT services. This includes trusted encryption and
authentication algorithm, and key generation method. The contribution of this paper is to provide efficient
security mechanisms for the proposed service architecture. We implemented the envisaged conceptual
security check mechanisms and verified their performance.

Key words: Internet of Things (IoT), Everything to Everyone (E2E), Operational Technology (OT),
Cloud Computing, Fog Computing, Message Integrity Code (MIC), Secret Tag (ST),
Encryption, Security Check Mechanism (SCM).
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Fig. 4. Integrated network configuration for Cloud and Fog—based M2M IoT services,
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Table 1, Threats related to Cloud and Fog computing

Categories Treats Characteristics
. . Attackers steal information using shared memory through virtual
Server Virtualization .
environment[9]
related B . :
Management Information leakage due to separation of ownership and management[9,10]
Malicious Concerns of malicious user or service intrusion such as DDos, Malware,
Intrusion Spamming, or etc.[9]
. Routing hindrances such as Routing Information modulation and
Network Routing .. . . . ..
. counterfeiting, sending error message, interrupting network transmission,
related Hindrance
or etc[9].
Network .. . .
. Service interruption due to Network hindrance
Failure
Encryption Threats for data integrity or restriction on use of database utilization
Algorithm services due to incorrect algorithm implementation[9-11]
Cryptograph - . ; - .
b g Py Key Threats for confidentiality and integrity of key due to third party
algorithm . . . .
related Generation involvement during generating the key[9-11]
. Requires authentication mechanism against message modulation by
Integrity
attackers[9-11]
Resource Cloud does not have information about where the resources are running
Human Management and cannot control it[10]
and
. Personal Security threats by immoral managers
disaster Y Y &
Disaster Service failure by earthquake, typhoon, or etc.
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