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Reliability Paradigm-Changes in Industry 4.0

Hai Sung Jeongar

Department of Multimedia Engineering, Seowon University

Purpose: This paper will focus on the reliability technological innovation following the emergence
of industry 4.0 featured by convergence, connection and complexity. In the course of the process,
the concept and application of 3R (Robustness, Redundancy, Resilience) are considered along

with reliability in industry 4.0.

Methods: Reliability paradigm-changes are presented to meet the purpose of keeping the desired
function in Industry 4.0. And the introduction of resilience, a concept compromising reliability is

to be suggested.

Results: The necessity of the 3R (Robustness, Redundancy, Resilience) introduction is emphasized

according to reliability paradigm-changes.

Conclusion: Reliability, robustness, redundancy and resilience are not mutually exclusive.
Ultimately, acquiring the resilience requires robustness, redundancy and fittable maintenance

procedures.
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Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0
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Reliability is the property that

a product or service

will operate properly without failure
for a specified period of time

under the design operating conditions

— scope of the object

— desired function

— specification of the time

— specification of the operating

conditions

Fig. 3 Definition of the reliability
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Fig. 4 A resilient versus less resilient system(modified from[17])

System status

Pre-disaster

Disaster| Restoration

—@— Resilient system
----- ©------  Less resilient system
------------ we EXisting system

Long term recovery

Disruptive event

Time

Fig. 5 A flexible continuum between functional and failed

o} <Fig. 5>9} o] =8 & 4=tk

428

O] A 7}A] A3 - Al 2] A reliability), %371 4(robustness),
2 Al (redundancy), 3]E-8H A (resilience)S A2
i B} Q(exclusive) 7H o] obth A 41843
(reliability) 2 E3Hst= 7fdolH, A= 224
9324 o Wete] A 4 ok 3l H ek A 7 A F
Ao gEA o] e doltk A AL 1AL Yo7

il

ox rlo ox X 5o
lo o ru]o
ox
i, o
=2
P F
T
mlo
o
1=}
__M
1 -
bor
ol
)
o[r
mlo
:10
A
ofs
ol
rr

1% o rr A o % g XN o
=
i)
o

1k 7ol Ureks o o] & 48t & ofof o W] 3
Bafa 474 1R 7l KRR o= el S RS ROl S
ojof gtk Zlolth AA|Z S B E 237 A
842 AR gudA] a8 Ast 1A Az
(maintenance procedures) & & - Atk A HA A
2} o] A|7EA] 2 TBM(Time Based Maintenance), UBM
(Usage Based Maintenance) ] 4] H1¢]1} CBM(Condition
Based Maintenance), PHM(Prognostics and Health Ma-
nagement), B &'d(Deep Learning) 5 & A|-8-3 L3},

B AT ME4A A Aol o =3 755 1
RgfeE B4 g 2Aa) g 24 eitelel W
steh A 43 vl Eo] #4) 7HA ok & 3R(Robustness,
Redundancy, Resilience)2] 7] & Al| ¢t &} 1l =3}

ATt

References

[1] Wang,R Y. and Strong, D. M. (1996). “Beyond Accuracy: What



Hai Sung Jeong 295

Data Quality Means to Data Consumers”. Journal of
Management Information Systems, Vol. 12, No. 4, pp.
5-33.

[2] Vinayagasundaram, B. and Srivasta, S. K. (2007).
“Software Quality in Aritificial Intelligence System”.
Information Technology Journal, Vol. 6, No. 6, pp. 835-
842.

[3] Morgan, S. L. and Waring, C. G. (2004). “Guidance on
Testing Data Reliability”. Office of the City Auditor
Austin, Texas.

[4] Jeong, H. S.,Kwon, Y.L, and Park, D. H. (2005). “Test,
analysis and evaluation of reliability”. Youngji pu-
blishers.

[5] Marshall, G. and Chapman, D. (2002). “Power Quality
Application Guide”. Copper Development Association.

[6] Lempert, R.J., Popper, S., and Bankes, S. (2002). “Con-

fronting Surprise”. Social Science Computing Review,

Vol. 20, No. 4, pp. 420-440.

Lempert, R. J., Groves, D. G., Popper, S. W., and

Bankes, S. C. (2006). “General, Analytic Method for

Generating Robust Strategies and Narrative Scenarios”.

Management Science, Vol. 52, , No. 4, pp. 514-528.

Lempert, R. J. and Groves, D. G. (2010). “Identifying

and Evaluating Robust Adaptive Policy Responses to

[7

—_—

—
o0
[lhutir}

Climate Change for Water Management Agencies in the
American West”. Technological Forecasting and Social
Change.

[9] Chin, H. S. and Park. T. H. (2016). “Software safety is-

sue and challenges in automobile industry”. SPRi
(Software Policy & Research Institute) Issue Report,
Vol. 16, pp. 1-38.

[10] Michael, B. (2013). “Bookout V. Toyata 2005 Camry
L4 Software Analysis”. BARR group.

[11] Ryu, D.S. (2012). “Improving Reliability and Quality
for Product Success”. CRC Press.

[12] Dwight, W. R. (2005). “Some Observations on Resili-
ence and Robustness in Human Systems”. Cybernetics
and Systems, Vol. 36, No. 8, pp. 773-802.

[13] BAE Systems (2010). “Robustness, Adaptivity, and
Resiliency Analysis”. Complex Adaptive Systems
-Resilience, Robustness, and Evolvability: Papers from
the AAAI Fall Symposium (FS-10-03).

[14] Aaron, C. G. (2016). “What’s the Difference between
Reliability and Resilience?”. ICSIWG Quarterly
Newsletter, March 2016.

[15] Alexander, D. (2013). “Resilience and disaster risk re-
duction: an etymological journey”. Natural Hazards and
Earth System Sciences Discussion, Vol. 1, pp. 1257-
1284.

[16] National Infrastructure Advisory Council (2009).
“Critical Infrastructure Resilience Final Report and
Recommendations”.

[17] Mayunga, J. S. (2007). “Understanding and Applying
the concept of community disaster resilience: a capi-
tal-based approach”. Summer academy for social vul-
nerability and resilience building, pp. 1-16.



