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Abstract 
 

As a main component of Internet of Things (IoTs), the wireless sensor networks (WSNs) have 
been widely applied to various areas, including environment monitoring, health monitoring of 
human body, farming, commercial manufacture, reconnaissance mission in military, and 
calamity alert etc. Meanwhile, the privacy concerns also arise when the users are required to 
get the real-time data from the sensor nodes directly. To solve this problem, several user 
authentication and key agreement schemes with a smart card and a password have been 
proposed in the past years. However, these schemes are vulnerable to some attacks such as 
offline password guessing attack, user impersonation attack by using attacker’s own smart 
card, sensor node impersonation attack and gateway node bypassing attack. In this paper, we 
propose an improved scheme which can resist a wide variety of attacks in WSNs. 
Cryptanalysis and performance analysis show that our scheme can solve the weaknesses of 
previously proposed schemes and enhance security requirements while maintaining low 
computational cost. 
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1. Introduction 

Internet of Things (IoTs) is a novel paradigm and rapidly gains ground in the scenario of 
modern wireless telecommunications. A variety of pervasive things around us such as radio 
frequency identification tags, wireless sensor nodes, actuators, and mobile phones, etc., 
interact with each other and cooperate with their neighbors to reach common goals. US 
National Intelligence Council foresees that by 2025 internet nodes may reside in everyday 
things-food packages, furniture, paper documents, and more [1]. Though widespread diffusion 
of IoTs could contribute invaluably like the present internet to economic development, 
possible security threats should not be neglected. Towards the IoTs security, current 
researches mainly focus on three aspects: system security, network security and application 
security [2]. Wireless sensor networks (WSNs), which are the main component of IoTs, are 
used to collect data by deploying tens to thousands sensors in the target area [3, 4]. WSNs have 
been recently applied in all sorts of fields such as environmental monitoring, health 
monitoring of human body, farming, commercial manufacture, reconnaissance mission in 
military, and calamity alert [3, 4, 7, 9, 10]. Different from traditional wireless networks, sensor 
nodes in WSNs work in a limited power, limited storage capacity, limited computing ability, 
and limited communication ability environment [3, 4, 6, 7, 15, 16]. In general, we send user 
queries to and receive user queries from gateway node (GW). However, in some specific 
applications, users are required to get real-time data from sensor nodes directly instead of from 
the GW [3, 6, 7, 12]. Hence, how to permit only legitimate users to access the WSNs becomes 
very important. 

To ensure the security of WSNs, several user authentication schemes have been proposed in 
the past decades. In 2006, a dynamic user authentication scheme was proposed by Wong et al. 
[5] by using only hash functions to improve sensor node’s computing efficiency. In 2007, 
Tseng H. R. et al. [6] pointed out that Wong et al.’s scheme has the vulnerability to replay and 
forgery attacks, and proposed a dynamic user authentication scheme with low computation 
cost for WSNs. In 2009, Das [7], however, demonstrated possible attacks such as many 
logged-in users with the same login-id threats as well as stolen-verifier attacks in Wong et al.’s 
scheme. To eliminate these weaknesses, an improved user authentication scheme in WSNs 
was proposed by Das with the help of a smart card and a password. In the subsequent years, 
several researchers, however, demonstrated that Das’s scheme is still susceptive to some 
attacks. In 2010, Chen and Shih [11] pointed out that Das’s scheme cannot provide mutual 
authentication between users and GW, and then put forward a mutual authentication scheme 
between two of the communicating parties which are composed of the user, the GW, and the 
sensor node. In 2010, He et al. [12] insisted that Das’s scheme is susceptive to insider attacks 
as well as impersonation attacks. In the same year, Khan, M. K. and Alghathbar, K. [10] 
pointed out that Das’s scheme has security weaknesses against GW bypassing attacks as well 
as privileged-insider attacks. In 2012, Vaidya et al. [13] pointed out that some attacks such as 
stolen smart card attacks, sensor node impersonation with node capture attacks are possible in 
Das’s scheme, Khan and Alghathbar’s scheme, and Chen and Shih’s scheme. In addition, he 
insisted that there is no key agreement in Das’s scheme. To overcome the pitfalls in the above 
mentioned schemes, Vaidya et al. put forward a novel two-factor user authentication scheme 
with key agreement for WSNs. In 2014, Kim et al. [17], however, pointed out that Vaidya et 
at.’s scheme [13] is vulnerable to GW bypassing attacks and user impersonation attacks either 
using secret data stored in sensor nodes or using an attacker’s own smart card. To remedy the 
security flaws in Vaidya et al.’s scheme [13], Kim et al. proposed an improved two-factor 
mutual authentication with key agreement in WSNs by storing secret data in unique cipher text 
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form in each node. However, I-Pin Chang et al. [18] in 2015 analyzed the weaknesses of Kim 
et al.’s scheme, which are vulnerable to impersonation attacks, lost smart card attacks, 
man-in-the-middle attacks, violation of session key security, and invasion of user’s privacy. 
To eliminate these weaknesses, I-Pin Chang et al. proposed an efficient and secure 
authentication and key agreement scheme for WSNs based on Kim et at.’s scheme. However, 
in the current research, we found that Kim et al.’s scheme is still vulnerable to some attacks 
such as offline password guessing attacks, user impersonation attacks, sensor node 
impersonation attacks as well as gateway node bypassing attacks, besides the weaknesses 
pointed out by I-Pin Chang et al. 

In this study, we first review Kim et al.’s scheme, and then analyze the weaknesses of Kim 
et al.’s scheme in terms of offline password guessing attack, user impersonation attack, sensor 
node impersonation attack, and gateway node by passing attack. To eliminate the weaknesses 
in Kim et al.’s scheme, we propose an improved user authentication and key agreement 
scheme for WSNs based on Kim et al.’s scheme. Finally, cryptanalysis and performance 
analysis are presented to show that our scheme not only solves the weaknesses of previously 
proposed scheme, but also enhances security requirements while maintaining low 
computational cost. 

The remainder of the paper is organized as follows. Section 2 presents a review of Kim et 
al.’s scheme. Section 3 is devoted to analyzing the security of Kim et al.’s scheme. An 
improved scheme is put forward in section 4. Security analysis of the proposed scheme is 
given in section 5, and performance analysis is followed in section 6. Finally, section 7 gives 
conclusions of this paper. 

2. Review of Kim et al.’s Scheme 
In this section, we first list notations adopted in this paper, and then briefly review Kim et al.’s 
two-factor authentication and the key agreement scheme for WSNs. Kim et al.’s scheme [17] 
comprises registration, login, authentication and key agreement, and password change phases, 
which are described from subsection 2.1 to 2.4. The notations adopted in the remainder of this 
paper are shown in Table 1. 

Table 1. Notations used in this paper 
Symbol Description 

iU   useri th−  
jS   sensor nodej th−  

GW Gateway node  
,iID ipw  

 Identity and password of iU  

jSID  Identity of jS  
sID
 

Identify of smart card  
K  Secret key known to only GW  

sx  Secret value generated by GW and shared between only GW and jS  
( )h   One-way hash function  
,j iRN RN  Random nonce of and respectivelyj iS S  
,⊕   XOR and  concatenation operation  
sK  Session key  
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( , )f x k  Pseudo-random function of variable x with key k  
',i iT T  Current timestamp of iU  
',G GT T  Current timestamp of GW  

jT  Current timestamp of jS  
T∆

 
The maximum of transmission delay time permitted  

2.1 Registration Phase 

In the registration phase, iU selects iID  and ipw , and generates a random nonce rRN , then 
computes _ ( || )i i rH PW RNh pw=  and sends the registration request { , ( )}i iID h pw to GW. Once 
receiving the registration request from iU , the GW computes _ ( || )i iH ID h ID K= , 

( _ || ) ( _ || )i i ii H PW Xs H ID KA h h⊕= , ( _ )i i iB H PW Xsh ⊕= and ( || _ )i i s iC Xs h ID H PW= ⊕ , and 
then personalizes a smart card with sID , _ iH ID , ( )h ⋅ , iA , iB and iC . After personalizing the 
smart card, then the GW sends the smart card to iU through a secure channel. When receiving 
the smart card from the GW, iU computes _ ( )i i rX PW h pw RN= ⊕ and writes _ iX PW to 

the smart card. The detailed registration phase of Kim et al.’s scheme is illustrated in Fig. 1. 
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Fig. 1. Registration phase of Kim et al.’s scheme  

2.2 Login Phase 

In the login phase, iU  inserts his/her smart card into a terminal and inputs *
iID  and *

ipw . The 

smart card computes * ** ( _ )i ii h H PW XsB = ⊕ and then verifies *
i iB B= ? If it does not hold, the 

smart card aborts this request; Otherwise, iU computes * * *( _ || ) ( || || )i i i i i iDID h H PW Xs h Xs RN T= ⊕ , 
*( || || || )

iU G i i i ih A Xs RN TM − = and *
i i iRN Xsv ⊕= , where iRN  is a nonce and iT the current 

timestamp. Then iU sends the login request { , , , , _ }i U G i i ii
DID M T H IDv− to the GW. The 

detailed login phases of Kim et al.’s scheme are illustrated in Fig. 2. 
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Fig. 2. Login phase of Kim et al.’s scheme  

2.3 Authentication and Key Agreement Phase 
In this phase, the iU , GW and jS send and receive authentication requests from one another to 
enable iU and jS to authenticate each other, and to negotiate a secret key. The detailed phases 
are illustrated in Fig. 3. 

When receiving the authentication request from iU , the GW checks the validity of iT  by 
verifying if ( )G iT T T− ≤∆ , where GT is the current timestamp of the GW system. If it does not 
hold, the authentication phase is aborted; Otherwise, the GW first computes 

* * *(( ( _ || ))|| || || )U G i i ii iM h X h H ID K Xs RN T− = ⊕ and then verifies * ?U G U Gi i
M M− −= , where U Gi

M −  

comes from iU s′  login request { , , , , _ }U Gii i i iDID M T H IDv− . If *
U G U Gi i

M M− −= does not hold, the 
authentication phase is aborted; otherwise, the GW computes ( || || || )G S Gj j jM DID SID Xs Tih− = , 

and then sends authentication request { , , }G S GjiDID M T− to jS , where jS is the nearest sensor 

node for iU . 
When receiving the authentication request { , , }GG S jiDID M T− from the GW, jS checks the 

validity of GT by verifying if ( )j GT T T− ≤∆ , where jT is the current timestamp of jS . If it does not 
hold, the authentication phase is aborted; otherwise, jS computes * *( || || || )

jG S i j j GM DID SID Xs Th− =  

and verifies * ?G S G Sj j
M M− −=  , where G S j

M − comes from the GW’s authentication request 

{ , , }
ji G S GDID M T− . If *

G S G Sj j
M M− −= does not hold, the authentication phase is aborted; otherwise, 

jS computes *
j j jy RN Xs= ⊕ and *( || || )

j j jS G iM h Xs Tz− = , and then sends authentication request 

{ , , }j S G jj
y M T− to the GW. 

When receiving authentication request { , , }j S G jj
y M T− from jS , the GW checks the validity 

of jT  by verifying if '( )G jT T T− ≤∆ , where '
GT is the current timestamp of the GW. If it does not 
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hold, the authentication phase is aborted; otherwise, the GW computes * *( || || )
j i j jS GM h Xs Tz− =  

and verifies *
j jS G S GM M− −= ? If it does not hold, the authentication phase is aborted; otherwise, the 

GW computes '( || || || || )
jG U i G S U G i Gi i

M h DID M M Xs T− − −= , *
i i iXsw z= ⊕ , i j iRN Xsy = ⊕ and j j jq Xs RN= ⊕ , 

and then sends the authentication request '{ , , , , }i i G U j Gi
y w M q T− to iU . 

iU ( , )sGW K x *( , )j j jS SID Xs
( ) ?verifying Gi i TT by T Tcheck ≤∆−

( _ || )si iXs h H ID x=

i i iRN Xsv ⊕=
* ( || || )i i i iX DID h Xs RN T= ⊕
* * *(( ( _ || ))|| || || )i i i iU Gi

M h X h H ID K Xs RN T− = ⊕
* ?U G U Gi i

M M− −=

( || )sj js h SIDX x=
( || || || )

j j jG S GiM h DID SID Xs T− =
{ , , }GjG SiDID M T−

( ) ?verifying jG G TT by T Tcheck ≤∆−
* *( || || || )Gj i j jG SM h DID SID Xs T− =
*

j jG S G SM M− −= ？
*

j j jRN Xsy = ⊕
*

ji jG SM RNz −= ⊕
*( || || )j jS Gj iM h z Xs T− =

{ , , }
jj jS GM Ty −

'verifying ( ) ?j jGcheckT by T T T− ≤∆

j j jRN y Xs= ⊕
*

ji jG SM RNz −= ⊕ 　

* *( || || )
j i j jS GM h Xs Tz− =

*
S GjjS G MM −− = ？

'( || || || || )Gji iG U G S U Gi i
M h DID M M Xs T− − −=

*
i i i j i j j jiXs RN Xs Xs RNz y qw= ⊕ = ⊕ = ⊕， ，

'{ , , , , }G Ui i j Gi
M Ty w q−

' ''( )G Giby verifyingcheck T T T T− ≤∆ ？
*

j i i i i iRN Xs Xsy z w= ⊕ = ⊕ 　，
* *

j i jG SM RNz− = ⊕
* * '( || || || || )

ji iG U G S U G Gi i
M h DID M M Xs T− − −=

*
G U G Ui i

M M− −= ？

j j jXs RNq= ⊕

(( || ), )i j jSK f DID RN Xs= (( || ), )i j jSK f DID RN Xs=

'Response to queryiU s　

 
Fig. 3. Authentication-key agreement phase of Kim et al.’s scheme 
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When receiving authentication request '{ }, , , ,i i jG U Gi
y w M q T− from the GW, iU checks the 

validity of '
GT by verifying if ' '( )i GT T T− ≤∆ , where '

iT is the current timestamp of iU .When it 
does not hold, the authentication phase is aborted; otherwise, iU computes 

* * '( || || || || )
ji G S i GiG U U Gi

M h DID M M Xs T−− −=  and verifies *
G U G Ui i

M M− −= ?, where G Ui
M − comes from the 

GW’s authentication request '{ , , , , }i i G U j Gi
y w M q T− . If it does not hold, the authentication 

phase is aborted; otherwise, iU computes j j jXs q RN= ⊕ and (( || ), )S i j jK f DID RN Xs= .With the 

computed session key (( || ), )S i j jK f DID RN Xs= , jS responses to '
iU s query in a secure way. 

2.4 Password Change Phase 
In the password change phase, iU can change the existing password to a new one without 
communicating with the GW.  

When changing password, iU inserts his/her smart card into a terminal and inputs *
iID , *

ipw  
and nipw , where nipw is '

iU s  new password. Then the smart card computes 
* *( ) _r i iRN pw X PWh ⊕= , * * *_ ( || )i i rH PW h pw RN= , * *( || _ )i i s iXs C h ID H PW= ⊕ and * * *( _ )i i iB h H PW Xs= ⊕ , 

and verifies *
i iB B= ?, where iB is the value stored in the memory of the smart card in the 

registration phase. If *
i iB B=  does not hold, the password change phase is aborted; otherwise, 

the smart card computes *_ ( || )ni ni rH PW pw RNh= , * * *( _ || ) ( _ || )ni i i i ni iA A h H PW Xs h H PW Xs= ⊕ ⊕ , 
*( _ )ni ni iB h H PW Xs= ⊕ and * ( || _ )ni i s niC Xs h ID H PW= ⊕ , and then replaces the existing values 

iA , iB and iC with the new values niA , niB and niC . 

3. Security Analysis of Kim et al.’s Scheme 
In this section, we give detailed analysis towards the weaknesses of Kim et al.’s authentication 
and key agreement scheme. From subsection 3.1 to 3.4, four possible attacks are analyzed on 
the assumption that all messages sent or received between communication parties can be 
eavesdropped on or intercepted by an attacker. It is also assumed that the data stored in a smart 
card can be read by an attacker by using side channel attacks [3, 7, 8, 14, 19, 20].  

3.1  Offline Password Guessing Attack 

Since iB and iC are stored in '
iU s smart card, an attacker can obtain '

iU s password by using offline 
password guessing attack. Besides password iPW and identity iID , some important secrets such 
as sx and K can also be derived. The detailed analysis is shown as follows. 

Step1 Attacker aU read sID , ( )h  , _ iH ID , _ iX PW , iA , iB and iC  from '
iU s smart card in the 

manner as those used in the works [3, 7, 8, 14, 19, 20]. 
Step2 aU arbitrarily chooses a random nonce as _ iH PW (instead of deriving _ iH PW ), and 

verifies if ( _ ( || _ ))i i i s iB h H PW C h ID H PW= ⊕ ⊕ holds or not. If unsuccessful, repeats step 
2; otherwise, the next step proceeds. 

Step3 In the similar way used in step 2, aU arbitrarily guesses a password ipw (instead of 
deriving ipw ), and then verifies if _ ( ||( ( )))i i i iH PW h X_PW hpw pw= ⊕  holds or not. If 
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unsuccessful,  repeats Step 3; otherwise, the next step proceeds. 
Step4  Deriving secret iXs . iXs can be derived according to the equation ( _ )i i s iXs C h ID H PW= ⊕   

since _ iH PW  is guessed in Step 2. 
Step5 Guessing secret sx . aU arbitrarily chooses a random nonce as sx , and then verifies if 

( _ || )i i sXs h H ID x= holds or not. If unsuccessful, repeats step 5; otherwise, the next step 
proceeds. 

Step6 Guessing secret K . aU  arbitrarily chooses a random nonce as K , and then verifies if 
( _ || ) ( _ )i i i iA h H PW Xs h H ID K= ⊕  holds or not. If unsuccessful, repeats step 6; 

otherwise, the next step proceeds. 
Step7 Guessing '

iU s identity. aU arbitrarily chooses a random nonce as iID , then verify if 
_ ( || )i iH ID h ID K= holds or not. The guessing and verifying operation repeats until the 

equation _ ( || )i iH ID h ID K= holds. 

3.2 User Impersonation Attack 
A legitimate user can act as an attacker and launch a user impersonation attack with his/her 

own personalized identity aID and password apw .The detailed registration and login processes 
are shown as follows. 
Step1 aU  arbitrarily selects aID and apw . 
Step2 aU generates a random nonce as aRN and computes _ ( || )a a aH PW h RNpw= , and then 

sends the registration request }_,{ aa PWHID to the GW in a secure channel. 
Step3 When receiving the registration request }_,{ aa PWHID from aU , the GW successively 

computes )||(_ KIDhIDH aa = , )||( saa xIDhXs = , )||_()||_( KIDHhXsPWHhA aaaa ⊕= , 
)_( aaa XsPWHhB ⊕= , and )_||( asaa PWHIDhXsC ⊕= , and personalizes the smart 

card with sID , _ aH ID , ( )h  , aA , aB and aC , and then sends the smart card to aU in a secure 
channel. 

Step 4 aU computes _ ( )a a aX PW h RNpw= ⊕ , and adds _ aX PW to the smart card. 
Step 5 aU inputs *

aID and *
apw . 

Step6 The smart card successively computes * *( ) _a a aRN h pw X PW= ⊕ , * * *_ ( || )a a aH PW h pw RN= , 
* *( || _ )a a s aXs C h ID H PW= ⊕ , and * * *( _ )a a aB h H PW Xs= ⊕ , and then verifies if * ?a aB B=  

Obviously *
a aB B= holds, so the next step proceeds. 

Step7 The smart card generates a random nonce as aRN , and then successively computes 
* * *( _ || ) ( || || )a a a a a aDID h H PW Xs h Xs RN T= ⊕ , *( || || || )U G a a a aaM h A Xs RN T− = , and *

a a av RN Xs= ⊕ , 
where aT is the current timestamp of aU . Then the smart card sends authentication 
request }{ , , , , _

aa U G a a aDID M v T H ID− to the GW. 
Step8 When receiving the authentication request , , , ,{ _ }

aa U G a a aDID M v T H ID− from aU , the GW 
checks the validity of aT by verifying if ( )G aT T T− ≤∆ ? ,where GT is the current timestamp 
of GW system. If it does not hold, the authentication phase is aborted; otherwise, the 
next step proceeds. 

Step9 The GW successively computes ( _ || )a a sXs h H ID x= , a a aRN v Xs= ⊕ , * ( || || )a a a aX DID h Xs RN T= ⊕    
and * *(( ( _ || ))|| || || )U G a a a aaM H X h H ID K Xs RN T− = ⊕ , and then verifies if *

U G U Ga aM M− −=  
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holds or not. Obviously, *
U G U Ga aM M− −= holds, so aU is authenticated by the GW. 

Once aU is authenticated by the GW, a mutual authentication between aU and jS is 
completed successfully with the help of the GW. In addition, the smart card and jS both 
compute a session key (( || ), )a j jsK f DID RN Xs= and share it when communicating. 

3.3 Sensor Node Impersonation Attack 
In Kim et al.’s scheme, if an attacker aU captures jS  deployed in unattended environments, 

he/she can extracts ( || )j j sSIDXs h x= from it. Once eavesdropping on or intercepting '
iU s  login  

request { , , , , _ }U Gii i i iDID M T H IDv− , aU forges a valid sensor node jS and completes mutual 
authentication between iU and aU .With the help of session key (( || ), )a j jsK f DID RN Xs= , 

aU can send fake message to iU . The detailed steps are shown as follows. 
Step1 aU strives to capture jS , and then extracts jSID and jXs stored in jS . 

Step2 aU eavesdrops on or intercepts '
iU s login request { , , , , _ }U Gii i i iDID M H IDv T− sent to 

the GW, and then extracts '
iU s dynamic identity iDID .  

Step3 When intercepting the authentication request { , , }GjG SiDID M T− from the GW to jS , 

aU checks the validity of GT by verifying if ( )GaT T T− ≤ ∆ ?, where aT is the current 
timestamp of aU system. If it does not hold, the authentication request is aborted; 
otherwise, the next step proceeds. 

Step4 aU computes * || )( || || GG U j ja i TM h DID SID Xs− = , and then checks if * ?G U G Sa j
MM − −= Since it 

holds, the next step proceeds. 
Step5 aU generates a random nonce aRN and uses the extracted jXs , which is previously stored 

in jS , to successively compute a a jy RN Xs= ⊕ , G U aai M RNz −= ⊕ and ( || || )U Ga i j aM h z Xs T− = , 
and then sends the authentication request{ , , }aU Gaa M Ty − to the GW. 

Step6 When receiving the authentication request { , , }aU Gaa M Ty − from aU , the GW checks if 
'( ) ?G aT TT − ≤∆ , where '

GT is the current timestamp of the GW. If it does not hold, the 
authentication request is aborted; otherwise, the next step proceeds. 

Step7 The GW computes a a jRN y Xs= ⊕ , *
G S aji M RNz −= ⊕ , * *( || || )U G ja i aM h Xs Tz− =  , and then checks 

if * ?U G U Ga aMM − −=  Since *
U G U Ga aMM − −= holds, the next step proceeds. 

Step8 The GW successively computes '( || || || || )G U G U U G Ga ai i iM h DID M M Xs T− − −= , *
i i iXszw = ⊕ , 

a ii RN Xsy = ⊕ , and aaa RNXsq ⊕= , and then sends the authentication request 
'{ , , , , }GG Ui ai i M Ty w q−  to iU . 

Step9 When receiving the authentication request '{ , , , , }GG Ui ai i M Ty w q− , iU checks if 
' ' ) ?( Gi TT T ≤∆−  If it does not hold, the authentication request is aborted; otherwise, the 

next step proceeds. 
step10 The smart card successively computes a i iRN y Xs= ⊕ , *

i i iw Xsz = ⊕ , *
G S j aiM RNz− = ⊕ , 

* * ' )( || || || ||G U G S U G Gj ii iiM h DID M M Xs T− − −= , and then checks if * ?G U G Ui i
MM − −=  Since 
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*
G U G Ui i

MM − −= holds, the mutual authentication between iU and aU is completed 

successfully. 

3.4 Gateway Node Bypassing Attack 
In Kim et al.’s scheme, aU  can derive iXs from the smart card by offline password guessing 
attack stated in section 3.1, and extract jSID from a captured sensor node jS .Once 
eavesdropping on the authentication request }{ , , , , _U Gii i i iTDID M H IDv− from iU to the GW, 

aU can launch gateway node bypassing attack with the obtained iXs and jSID . The detailed 
phases of gateway node bypassing attack are shown as follows. 

Step1 aU extracts jSID from a compromised sensor node jS and derives iXs from iU s′ smart card 
in the method stated in section 3.1. 

Step2 aU eavesdrops on the authentication request }{ , , , , _U Gii i i iTDID M H IDv− from iU to the GW.  

Step3 With the extracted jSID , iXs , and the intercepted message }{ , , , , _U Gii i i iTDID M H IDv− , 

aU successively computes a iRN Xsiy = ⊕ , ( || || || )G S j i j i aM h DID SID Xs T− = , *
G Si aj

M RNz −= ⊕ ,   

*
i i iXsw z= ⊕ , and ' )( || || || ||G U U Gji i aG Si i

sM h DID M M X T− −−= , where aT and '
aT are the 

current timestamp of aU system, aRN is a random nonce generated by aU , and then 
aU forges the authentication message transmitted from the GW to iU in 

authentication-key agreement phase using ', , ,{ }G Ui i ai
y w M T− . 

Step4  When receiving ', , ,{ }G Ui i ai
y w M T− from aU , iU checks if ' )( U a TT T ≤∆− , where UT is the 

current timestamp of iU system, and checks if ' ) ?( U a TT T ≤∆− If it does not hold, this 
phase is aborted; otherwise, the next step proceeds.  

Step5 The smart card successively computes a i iRN y Xs= ⊕ , *
i i iXsz w= ⊕ , *

G S i aj
M RNz− ⊕= , 

and * ' )( || || || ||G U G S Ui i aGi j i
M h DID M M Xs T− − −= , and then checks if * ?G U G Ui i

M M− −=  Since 

*
G U G Ui i

M M− −= , iU regards ', , , }{ G Ui i ai
w M Ty − as being transmitted from the GW. 

Therefore, aU can communicate with iU using session key (( || ), )s i a iK f DID RN Xs= . 

4. The Proposed Scheme 

To overcome the weaknesses in Kim et al.’s scheme presented in section 3, we propose an 
improved scheme in this section. The detailed phases of the proposed authentication and key 
agreement scheme are presented from subsection 4.1 to 4.4. 

4.1 Registration Phase 
In Kim et al.’s scheme, any legitimate user can register with the GW using his/her 

identity iID and masked password _ iH PW . This will bring about serious security risks because 
any attacker may launch user impersonation attack by using his/her smart card. In addition, 
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'
i sU  password and some important secrets can be derived through offline password guessing 

attack. In order to overcome these security weaknesses, the registering process can be 
improved as follows in detail. 
R-1  iU sends its identity iID  to GW in a secure channel. 

R-2  GW computes *_ ( || )i iH ID h ID K= and stores *_ iH ID in its memory. 
R-3 iU selects ipw , generates a random nonce rRN , and then computes _ ( || )i i rH PW h pw RN= ,  

and sends registration message ,{ _ }i iID H PW to the GW in a secure channel. 

R-4 The GW computes _ ( || )i iH ID h ID K=  and verifies if *_ _i iH ID H ID= . If it does not hold, the 
registration process is aborted; otherwise, the next step proceeds. 

R-5 The GW successively computes ( _ || )||i i sXs h H ID x K= ， ( _ || ) ( _ || )i i i iA h H PW Xs h H ID K= ⊕ ，

( _ ( ))i i iB h H PW Xs h K= ⊕ ⊕ ， ( || _ )i i s iC Xs h ID H PW= ⊕ ，and personalizes the smart 
card with sID , _ iH ID , ( )h ⋅ , iA , iB  and iC , and then delivers the smart card to iU in 
secure methods. 

R-6 iU computes _ ( )i i rX PW h pw RN= ⊕ and adds _ iX PW to the smart card. 

4.2 Login Phase 

In login phase, iU inserts his/her smart card into a terminal and inputs *
iID and *

ipw . If the 
identity of the user is verified, iU transmits the authentication message to the GW. The 
following shows the detailed login phase. 
L-1 iU inserts his/her smart card into a terminal and inputs *

iID and *
ipw . 

L-2 The smart card successively computes * *( ) _r i iRN h pw X PW= ⊕ ， * * *_ ( || )i i rH PW h pw RN= ，
* *( || _ )i i s iXs C h ID H PW= ⊕ , * *( ) ( || )H_PWi i iKh A h Xs= ⊕ , ** ( ( ))*

i i iH_PW KB h Xs h= ⊕ ⊕ , and 
then compares *

iB with iB . If *
i iB B= , the next step proceeds; otherwise, the login phase is 

aborted. 
L-3 The smart card generates iRN , and then computes * * *( _ || ) ( || || )i i i i i iDID h H PW Xs h Xs RN T= ⊕ , 

*( || || || )U G i i i ii
M h A Xs RN T− = , *

i i iRN Xsv = ⊕ , where iT represents '
i sU the current timestamp. 

Finally, the smart card transmits the authentication message , , , , }{ _U Gii i i iDID M T H IDv− to 
the GW. 

4.3 Authentication and key Agreement Phase 
The authentication and key agreement phase begins when the GW receiving an 

authentication message from iU . In this phase, sending and receiving authentication request is 
performed among iU , the GW and jS . The detailed phases are shown as follows. 

A-1 The GW checks if ( ) ?G iT T T− ≤∆ , where GT represents the GW system’s current timestamp. 
If ( )G iT T T− ≤∆ holds, the next step proceeds; otherwise, this phase is aborted. 

A-2 The GW computes ( _ || )||i i sXs h H ID x K= , i i iRN Xsv ⊕= , * ( || || )i i i iX DID h Xs RN T= ⊕ , 
* ** (( ( _ || ))|| || || )U Gi i i i iM h X h H ID K Xs RN T− = ⊕ , and then compares *

U Gi
M − with U Gi

M − . If 
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*
U G U Gi i

M M− −= , the next step proceeds; otherwise, this phase is aborted. 

A-3 GW computes ( || )j j sXs SIDh x= , || || || || )(G S Gj i j j sM DID SID Xs Th x− = , where jS represents the 

nearest sensor node replying to '
i sU request, and then sends the authentication 

request , , }{ GG S jiDID M T− to jS . 

A-4 jS checks if ( ) ?GjT T T− ≤∆ , where jT is the current timestamp of jS . If it holds, the next 
step proceeds; otherwise, this phase is aborted. 

A-5 jS computes * *( || || || || )G S Gj i j j sM DID SID Xs Th x− = , where * ( || )j j sXs SID xh= is stored in jS before it 

is deployed in a designated field, and then compares *
G S j

M − with G S j
M − . If *

G S G Sj j
M M− −=

 
holds, the next step proceeds; otherwise, this phase is aborted. 

A-6 jS generates a random nonce jRN and  computes *
j j jy RN Xs= ⊕ , *

G S ji jM RNz −= ⊕ , 
*( || || )S G i j jj

M h Xs Tz− = , and then sends the authentication request { , , }S Gjj jy M T− to the GW. 

A-7 The GW checks if '( ) ?jGT T T− ≤∆ , where '
GT is the current timestamp of the GW. If 

'( )jGT T T− ≤∆ holds, the next step proceeds; otherwise, this phase is aborted. 

A-8 The GW successively computes j j jRN Xsy ⊕= , *
G S ji jM RNz −= ⊕ , ** ( || || )

j j jS G ih Xs TM z− = , 

and then compares *
S Gj

M − with S Gj
M − . If *

S G S Gj j
M M− −= holds, the next step proceeds; 

otherwise, this phase is aborted. 
A-9 The GW computes '( || || || || )G S U G Gji iG U ii

M h DID M M Xs T− −− = , *
i i iw z Xs= ⊕ , i j iy RN Xs= ⊕ , 

and j j jq Xs RN= ⊕ , and then sends authentication request '{ , , , , }jG U Gii i M q Ty w − to iU . 

A-10 iU checks if ''( ) ?GiT T T− ≤∆ , where '
iT is the current timestamp of iU . If ''( )GiT T T− ≤∆  

holds,  the next step proceeds; otherwise, this phase is aborted.  
A-11 The smart card successively computes j i iRN Xsy ⊕= , *

i i iw Xsz = ⊕ , * *
G S j i jM z RN− = ⊕ , 

and * * '( || || || || )G S U G Gii iG U ji
M h DID M M Xs T− −− = ,and then compares *

G Ui
M − with G Ui

M − . If 
*
G U G Ui i

M M− −= holds, the next step proceeds; otherwise, this phase is aborted. 
A-12 The smart card computes (( || ), )S i j jK f DID RN Xs= to obtain a session key, with which 

iU can communicate with jS . Meanwhile, jS also computes (( || ), )S i j jK f DID RN Xs= to 
share a session key with iU , where j j jRNXs q ⊕= . 

4.4 Password Change Phase 
In this phase, iU  can freely change the existing password to a new one without 

communicating with the GW. The detailed password change phases are shown as follows. 
P-1 iU inserts his/her smart card into a terminal and inputs *

iID , *
ipw and new password nipw . 

P-2 The smart card successively computes * *( ) _r i iRN h pw X PW= ⊕ , * * *_ ( || )i i rH PW h pw RN= ,  
* *( || _ )i i s iXs C h ID H PW= ⊕ , * * *( _ )i i iB h H PW Xs= ⊕ , and then compares *

iB with iB .If 
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*
i iB B= holds, the next step proceeds, otherwise, this phase is aborted. 

P-3 The smart card computes *_ ( || )ni ni rH PW h RNpw= , * * *( _ || ) ( _ || )ni i i i ni iA A h H PW Xs h H PW Xs= ⊕ ⊕ , 
*( _ )ni ni iB h H PW Xs= ⊕ , * ( || _ )ni i s niC Xs h ID H PW= ⊕ , and then replaces the existing 

values iA , iB  and iC with the new values niA , niB and niC . 

5. Security Analysis of the Proposed Scheme 
In this section, we first analyze the security of the proposed scheme on the assumptions 
declared in section 3, and discuss the security of our scheme according to the security 
requirements stipulated in section 4 of Kim et al.’s scheme [17]. Table 2 shows a security 
comparison of the proposed scheme with related schemes. 

Table 2.  Security comparison with other related schemes. 

Security 
features 

Das’s 
Scheme[7] 

Khan and 
Alghathbar’
s scheme[10] 

Vaidya 
 et al.’s 

Scheme[13] 

Kim  et al.’s 
scheme[17] 

I. P. Chang 
et al.’ 

scheme[18] 

The 
proposed 
Scheme 

Resists offline 
password 
guessing 
attacks 

No No No No No Yes 

Resists replay 
attacks Yes Yes Yes Yes Yes Yes 

Resists user 
impersonation 

attacks 
No No No No Yes Yes 

Resists 
gateway node 

bypassing 
attacks 

No No No No Yes Yes 

Resists 
parallel 

session attacks 
No No Yes Yes Yes Yes 

Resists sensor 
node capture 

attacks 
No No No No No Yes 

Resists lost 
smart card 

attacks 
No No Yes No No Yes 

Resists 
stolen-verifier 

attacks 
Yes Yes Yes Yes Yes Yes 

Realizes 
mutual 

authentication 
No No Yes Yes Yes Yes 

Provides key 
agreement No No Yes Yes Yes Yes 

Provides 
password 

change phase 
No Yes Yes Yes Yes Yes 
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 Offline password guessing attacks: The proposed scheme can resist offline password 
guessing attacks because another secret ( )Kh is needed in the guessing equation 

( _ ( || _ ) ( ))i i i s iB h H PW C h ID H PW h K= ⊕ ⊕ ⊕ . In the guessing equation, iB , iC , and sID  can 
be extracted from '

i sU smart card, however, it’s difficult to guess the hashed password 
_ iH PW because ( )Kh cannot be obtained. 

 Replay attacks: In the proposed scheme, all authentication messages transmitted between 
communication parties have current timestamps, such as iT  of , , , , }{ _U Gii i i iDID M T H IDv− , 
so our scheme can resist replay attacks. 

 User impersonation attacks: In the proposed scheme, an attacker cannot create valid 
authentication message { , , , , _ }U Gii i i iDID M H IDTv− because he/she cannot compute the 
secret data sx . Therefore, user impersonation attacks can be resisted. 

 Gateway node bypassing attacks: In the proposed scheme, an attacker cannot create valid 
authentication message '{ , , , , }i i jG U Gi

y w M q T− because he/she cannot compute the secret 

data sx . Therefore, gateway node bypassing attacks can be resisted. 
 Parallel session attacks: In the proposed scheme, random nonces such as iDID , U GiM −  

and iv  in , , , , }{ _U Gii i i iDID M T H IDv−  are contained in all the authentication messages, so 
our scheme is secure against parallel session attacks. 

 Sensor node capture attacks: Though secret data such as jSID  and *jXs  can be obtained 
from a sensor node jS  after being captured by an attacker, iXs for iU and sx for the GW 
cannot be computed. In addition, secret data of other sensor nodes except jS cannot be 
computed yet by the attacker. 

 Stolen smart card attacks and lost smart card attacks: Though sID , _ iH ID , ( )h ⋅ , iA , iB , 

iC and _ iX PW  can be extracted from '
iU s smart card by an attacker aU , any secret data 

( )Kh or sx cannot be computed for the attacker. Therefore, stolen smart card attacks and 
lost smart card attacks can be prevented in the proposed scheme. 

 Attacks by using adversary’s own smart card: In the proposed scheme, valid user’s masked 
identity *_ ( || )i iH ID h ID K= is stored in the memory of the GW in advance. In the registration 
phase, if an attacker aU hopes to register using his/her own identity aID , the registration 
procedure is aborted because the computed _ ( || )a aH ID ID Kh= by the GW is not equal 
to *_ ( || )i iH ID ID Kh= . Therefore, attacks by using adversary’s own smart card can be 
resisted in the proposed scheme.  

 Privileged-insider attacks: Since ipw is transmitted as a digest of some other secret 
components, privileged-insider attacks can be prevented in the proposed scheme.  

 Stolen-verifier attacks: Though all valid users’ masked identities are kept in the memory of 
the GW in the proposed scheme, a valid user’s identity iID cannot be derived, so the 
stolen-verifier attacks can be prevented in our scheme.  

  ,   ,     :Mutual authentication key agreement and password change phase  In the design  
of the proposed scheme, mutual authentication between two communicating parties, key 
agreement between iU  and jS , and password change phase are also taken into account. 
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6. Performance Analysis of the Proposed Scheme 
Due to the limited resource of sensor nodes, it’s very important to conceive an authentication 
scheme with low computation and low communication cost in WSNs. In this section, we 
evaluate the computation and communication cost of the proposed scheme in terms of the 
number of hash and XOR operations. To give a clear illustration, comparison is performed 
among related schemes: Das’scheme [7], Khan and Alghathbar’s scheme [10], Vaidya et al.’s 
scheme [13], Kim et al.’s scheme [17] and I-Pin Chang et al.’s scheme [18]. Comparing with 
Kim et al.’s scheme, our scheme can overcome offline password guessing attack, user 
impersonation attack by using his/her own smart card, sensor node impersonation attack, and 
gateway node bypassing attack with the increase of 2H operation plus 1X in the registration 
phase, and 2H plus 2X operations in the login phase, however, and with the decrease of 1X 
operation in the Authentication and key agreement phase, where H and X represent the 
number of hash operations and the number of XOR operations, respectively. The detailed 
comparison results are shown in Table 3 according to the computation and communication 
cost.  

Table 3. Performance comparison with other related schemes. 

Phase 
Das’s 

scheme 
[7] 

Khan and 
Alghathbar’s 

scheme 
[10] 

Vaidya et 
al.’s 

Scheme 
[13] 

Kim et 
al.’s 

scheme 
[17] 

I. P. Chang 
et al.’ 

scheme 
 [18] 

Our 
scheme 

Registration 
phase 

iU  0 1H 1H 2H+1X 2H+1X 2H+1X 

GW  3H+1X 2H+1X 4H+3X 6H+3X 5H+3X 8H+4X 

jS  0 0 0 0 0 0 

Login phase 
iU  3H+1X 3H+1X 6H+4X 7H+5X 7H+4X 9H+7X 

GW  0 0 0 0 0 0 

jS  0 0 0 0 0 0 

Authentication 
and key 

agreement 
phase 

iU  0 0 1H+3X 1H+4X 2H+1X 1H+3X 

GW  4H+2X 5H+2X 6H+6X 8H+8X 9H+4X 8H+8X 

jS  1H 2H 2H+2X 2H+2X 3H+1X 2H+2X 

Password 
change phase 

iU  - 3H+2X 8H+6X 9H+7X 9H+7X 9H+7X 

GW  - 0 0 0 0 0 

jS  - 0 0 0 0 0 

Total  11H+4X 16H+6X 28H+24X 35H+30X 37H+21X 39H+32X 
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7. Conclusions 
In this study, we have crypto-analyzed a two-factor mutual authentication with key agreement 
in WSNs proposed by Kim et al., and demonstrated its vulnerability to offline password 
guessing attack, user impersonation attack by using his/her own smart card, sensor node 
impersonation attack and gateway node bypassing attack. To address the security weaknesses 
in Kim et al.’s scheme, we propose an improved two-factor mutual authentication with key 
agreement in WSNs. Security analysis and performance comparison show that our scheme can 
eliminate various weaknesses in the existing user authentication with key agreement schemes 
in WSNs with negligible increase in computation or communication cost. 
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