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Abstract

Witeless sensor networks (WSNs) are vulnerable to extemal intrusions due to the wireless communication characteristics and limited
hardware resources, Thus, the attacker can cause sinkhole attack while intruding the network, INSENS is proposed for preventing
the sinkhole attack, INSENS uses the three symmetric keys in order to prevent such sinkhole attacks, However, the sinkhole attack
occurs again, even in the presence of INSENS, through the compromised node because INSENS does not consider the node
being compromised. In this paper, we propose a method to counter the sinkhole attack by considering the compromised node,
based on the neighboring nodes  information, The goals of the proposed method are i) network reliability improvement and ii)
energy conservation through effective prevention of the sinkhole attack by detecting compromised nodes, The experimental results
demonstrate that the proposed method can save up to, on average, 19.90% of energy while increasing up to, on average, 71.50%,
the report reliability against internal sinkhole attacks in comparison to INSENS,
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