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The design and implementation of pin plugin tool to bypass
anti-debugging techniques
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ABSTRACT

Pin is a framework that creates dynamic program analysis tools and can be used to perform program analysis on user space in
Linux and Windows. It is hard to analyze the program such as Anti-reversing program or malware using anti-debugging by Pin. In this
paper, we wil suggest the implementation of scheme bypassing anti-debugging with Pin. Each pin code is written fo bypass
anti-debugging detecting Pin. And Pin creates a pin tool combined with Pin codes that bypass anti-debugging methods. The pin tool
are fested with files created by anti-debugging protector. The technique in the paper is expected to be a reference of code
bypassing anti-debugging and be applied to bypass newly discovered anfi-debugging through code modification in the future.

== keyword : Anti-debugging, Pin, Dynamic analysis, Protector, Reverse engineering
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(£ 1) Ping EXlst= QtEIC|H AlF Zo}
(Table 1) Anti-debugging test result for detecting
Pin

FEIHEA 719 oA
IsDebuggerPresent
CheckRemoteDebuggerPresent
OutputDebugString
FindWindow

NtQueryInformationProcess
(ProcessDebugPort)
NitSetInformationThread
Debugger Detaching
OllyDbg OutputDebugString()
Format String
SeDebugPrivilege OpenProcess X
NtQueryInformationProcess
(ProcessDebugFlags)
NtQueryInformationProcess
(DebugObjectHandle)

XXX XX
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SFEIUHA 719 A
Hardware Breakpoints
VMware LDT Register Detection
VMware STR Register Detection
RDTSC
NTQueryPerformanceCounter
GetTickCount
timeGetTime
INT 3 Exception (0XCQ)
INT 2D (Kernel Debugger Interrupt)
ICE Breakpoint
Single Step Detection
Unhandled Exception Filter
CloseHandle
Control-C Vectored Exception
Prefix Handling
CMPXCHGSB and LOCK
Memory Breakpoint
VMware Magic Port

XIO|X|O[X|X[X|O|X|X|X[|X|X|O|O|xX|x|X
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3.1.1 Memory BreakPoint

lea ecx, [[dwpOldProtect]
push ecx

push 120

push 10

mov edx, [[dwMemResion]
push edx

call [VirtualProtect]

jmp [,dwMemResion]

(22! 1) Memory Breakpoint G|
(Figure 1) Memory Breakpoint example
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3.1.2 Prefix Handling

Prefix rep:
intl

(ag! 2) Prefix Handling Ol
(Figure 2) Prefix Handling example

Prefix Handling 41717} rep9t - prefix T2l
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3.1.3 QuerylnformationProcess(0x1f)

lea eax, [.dwReturnLen]

push eax

push 0x4

lea ebx, [.dwDebugProt]

push ebx

push 0x1f

push OxfEEEFEEE

call [QueryInformationProcess]
cnp dword [.dwDebugProt], 0
jne .debugger_found

(2! 3) QuerylnformationProcess(0x1f) o
(Figure 3) QuerylnformationProcess(0x1f)
example

el

b= QIE{Hl HESE| (17253)
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QueryInformationProcess= ntdll.dll®] APIZ <FEJTIH 7]
o @o] o]&Hrtt ] APIE 5 79 FEHEHE 7HA L
A=, 294 BB el 22T 43 AL v
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3.1.4 QueryPerformanceCounter

lea eax, [.dwReturnl]

push eax

call [QueryPerformanceCounter]
lea ebx, [.dwReturn2]

push ebx

call [QueryPerformanceCounter]
mov eax, [.dwReturn2]

sub eax, [.dwReturnl]

cmp  eax, Oxff

jnb .debugger_found

(22! 4) QueryPerformanceCounter Ciix|
(Figure 4) QueryPerformanceCounter example
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QueryPerformanceCounter= kernel32.dl19] A17+ & API
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3.1.5 RDTSC

RDTSCE viAo} 248 22 Alol2e] 358 7]
Seht xR AlA B e ghe edeks ool

RDTSC

mov  ebx, eax
RDTSC

sub eax, ebx

cmp  eax, Oxff

jnb  .debugger_found

(a2l 5) RDTSC oA
(Figure 5) RDTSC example
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3.1.6 Single Step Detection

pushfd
or byte ptr [esp+0x1], Ox1
popfd

(12! 6) Single Step Detection oA
(Figure 8) Single Step Detection example
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3.2.1 Memory BreakPoint

Memory breakpoint& ©]-§-g+ SHE]
] PAGE_GUARD7} AA ¥ w2z Zatd Ao E
AN EE gt 41, HAHA A EH=A]
gst7] S8 el F4AE FQlsit) el Fa7F A
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3o Z2 o] AN AT} Y FER Msith

o7 712 pinol
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VOID bypass(CONTEXT *ctxt,
ADDRINT *instaddr, ADDRINT *targetaddr,
THREADID tid){
if(instaddr < 0x10000000 && targetaddr != 0){
if('PIN_CheckRead Access(targetaddr)){
EXCEPTION_INFO exceptInfo;
PIN_InitExceptionInfo(&exceptInfo,
EXCEPTCODE_ACCESS_INVALID_PAGE,
(ADDRINT)instaddr);
PIN_RaiseException(ctxt, tid, &exceptInfo);
}
}
}

(32! 7) Memory Breakpoint £2| Pin 2=
(Figure 7) Pin code bypassing Memory Breakpoint

3.2.2 Prefix Handling

VOID bypass(CONTEXT * ctxt,
ADDRINT *instaddr, USIZE* size,
char *inststr){
if(strncmp(inststr, "int", 3) == 0 &&
(UINT32)size == 3){
PIN_SetContextReg(ctxt, REG_INST_PTR,
(UINT32)instaddr+2);
PIN_ExecuteAt(ctxt);
}
}

(22! 8) Prefix Handling &l Pin Z=
(Figure 8) Pin code bypassing Prefix Handling
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3.2.3 QuerylnformationProcess

VOID bypass(VOID *instaddr, char *api,
ADDRINT *eax, ADDRINT *esp){

nowaddr = (ADDRINT)instaddr;

if(nowaddr > 0x10000000 &&

preaddr < 0x10000000)

if(stremp(api, qif) == 0)
if(*(((UINT32*)esp)+2) == Ox1f){
argl = ((ADDRINT*)*((UINT32*)(esp+3)));

temp = 1;
}
if(temp == 1 && nowaddr < 0x10000000)
if(eax == 0){
(UINT32)*argl = 1;
temp = 0;
}
preaddr = (ADDRINT)instaddr;

}

(T2 9) QuerylnformationProcess 92| Pin Z&
(Figure 9) Pin code bypassing
QuerylnformationProcess

QueryInformationProcessE  ©]-&-3F FEITIH Y] 71"H&
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2EFo] AAH qife} ¥ 3t QueryInformationProcess
7 329 AE gRlgth vA e 2 oA gEeE g
< #2138}7] 913l espr2ol A7E Fhol ProcessDebugFlags
(Ox1f)JNA] Hweteh, BE 2L THEA7|H AFE Y
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dl

el

b= QIE{Hl HESE| (17253)
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Fag Ageth $-3) A4 DAl A= Querylnformation
Process’} Eolut AMEAL 702 Z'shH A EH )
eax#t©] 0914 B]W3}e] QueryInformationProcess”} 74}
TP AL Glsty AgE W2 FAE o83 H
22 e 12 WAtk 4=, WAE o= <
QueryInformacionProcess 2+ Pins ©A|3HA] &gt 202
YERA THETh

3.2.4 QueryPerformanceCounter

VOID bypass(VOID *instaddr, char *api,
ADDRINT *esp){
nowaddr = (ADDRINT)instaddr;
if(nowaddr > 0x10000000 &é&
preaddr < 0x10000000)
if(stremp(api, qpc) == 0){
argl = ((ADDRINT*)*(esp+1));
temp = 2;
}
if(temp == 2 && nowaddr < 0x10000000){
LARGE_INTEGER *argl = timecount;
timecount++;
temp = 0;

}
preaddr = (ADDRINT)instaddr;
}

(32! 10) QueryPerformanceCounter 22| Pin Z&
(Figure 10) Pin code bypassing
QueryPerformanceCounter

QueryPerformanceCounter °] S QFEITH Y 7S
+33b7] falME 298 35 F vy e polrt 2
ofok gt} 1217] $1314 QueryPerformanceCounter®] 3}
g E R A v R A S HAs o sk
QueryPerformanceCounter = API & <1 @A 9 $-3
A7 DAZ Yok APL 35 3l Tl AFo =R
ol FaTt AMEAF F7F Fao)a EA Favt A 3
FA2AA I3} api ¥ qpeE B3} QueryPerformance
Counter’} $&% & EIgth BE 218 HEA7H
FEITIHZ 7T o2 sty setng R 43 v 2
FAE ATk 93 A4 dAIME QueryPerformance
Counter”} &olvt AHEA} F7+o 2 E]elshy As)eh
A4E e FAE o843 MR e timecountE
733} timecount & 157171t A WA QueryPerformance
Counter®] %> timecount” 5 WA QueryPerformance
Counter®] %> timecount+1°] %/¢] QueryPerformance

CounterZ+= Ping ©A|5}A] #3ith

3.2.56 RDTSC

VOID bypass(char * inststr, ADDRINT *eax,
ADDRINT *edx){
if(stremp(inststr, "rdtsc") == 0)
temp = 3;
else if(temp == 3){
*edx = 0;
*eax = timecount;
timecount++;
temp = 0;
}
}

(2% 11) RDTSC 2%| Pin 2=
(Figure 11) Pin code bypassing RDTSC

RDTSCE OI gk QUM 7S 43138171 Sl8iA

| %ol #fol7} Zolok gk, Lei)
S RDTSCE! Zleikel AL ook caxel %
738 oF gtk RDTSC %ol 8¢l % o}7} RDTSC
o1z dolalt}, A WEHo]7} RDTSCo|H W& o7} 4
HH F o Holrt FaAE7] Ao edxgh 002 F
8L eaxte timecount® 73T Z12] 3L timecount
£ 1 37h70h R A RDTSCE] 2|32 timecount
o] F wWa RDTSCY 2l¥1ghE timecount+lo] o]
RDTSCZ+= Ping ®©A|31A] St

3.2.6 Single Step Detection

VOID bypass(CONTEXT *ctxt,
ADDRINT *instaddr, char * inststr,
THREADID tid, ADDRINT *esp){
if(stremp(inststr, "popfd") == 0 &&
instaddr < 0x10000000){
flags = (UINT32)*esp & 0x00000100;
if(flags == 0x00000100){
EXCEPTION_INFO exceptInfo;
PIN_InitExceptionInfo(&exceptInfo,
EXCEPTCODE_DBG_SINGLE_STEP_TRAP,
(ADDRINT)instaddr+1);
PIN_SetContextReg(ctxt, REG_ESP,
(ADDRINT)(esp+1));
PIN_RaiseException(ctxt, tid, &exceptInfo);
}
}
}

(T2l 12) Single Step Detection 23| Pin &
(Figure 12) Pin code bypassing Single Step
Detection
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(Figure 13) Anti-debugging bypassing algorithm
with Pin

ZR 0 BAE walslr] s oAzl sHe et
7 7IHEe] A&drh wabA 324860 AAIS 77t
SFEITH A 71 93] IHES SIUE A4 AT
87F vk 19 132 EYHA S $-31517] $18 Pin &
T gugFoelty 93] #xe A oe] €, e
API g1, QIEITIH ] HEo] glolth A o8] ¥X]&
Pino] 144 Xdhe 4y /S ©]&3 <ETY
7 71 & $3)5= F7o|th. Memory breakpoint$} prefix
handling 7]'Ho] of7]el &3tr} FEITIH 7] APL gl

A SZF AP} QFEITIM Aol o] -5 APIC| L T}e}
HE & gelste] QFE UM A S 915 API 35914 7%"3
gtk QFEITIM ) 918 APL S22 Q1 W

< Ege FA9h EUMA AP EeldlE
QueryInformaionProcess ¢} QueryPerformaceCounter 7% ©]
&oith QHEYM A WFo] Fele WEo] HE HuE
53l ST 7P 2olE BEolQ1A] FRIgi ¢
Bt 7] W&o} gRle= RDTSCS single step detection
71%e] itk & "ol M AA g L 2FS Pinol WE ol
2 whE FYtHA FETWA 7IMS $Hsty
tejTiv Aol whE 7H7he] 43 Wi S AEotHA ZE
9 45 Jegick

4.2 CHEICIHZAO0| HZE helloworld I}

e
>
|t

el M ”“éff& Pm:ii: =22 o}~ 67}11 °Hﬂﬁlﬂi dhii=s
S BT 243 helloworld £ ot S tidoz A49S
A8 sk},

helloworld &2 Z}Uell= Memory breakpoint, QueryPerformace
Counter, Single Step, Prifix Handling, RDTSC, Queryinformation
Process =2 & QFEITH o] A&5 o] Sith 3] &alE]
Zo] x3H Pin TEE As)eld, T2 1Y A4S 73
3= moll A o] FAelA wiEeE] ¢7] Agke] gl
Z/\i°] X—LZ_Q_ tﬂ—z] O}J— oﬂg]é tﬂ—/%l/\]y;] Memory
33t} T2 2  QueryPoerformanceCounter
API7} i%OI =, AEITIH A APIYS 91, AP
7FEaH gHE F 2HE o]l A48 RS F
Aate] 315 gvh ZR 0] popfd HE O] AHE Al -
3 gueFe] ET "HEol A 2Ee] g
e 8A HIEZ}F 19S5 Slste Single Stepl = HTH
S o 15 WY A o 9] HAE Fal HHt
intZ AlZelal WEole] Apo]Zrt 391 39 Prefix
handling @F5 GRSt F4ste] At QHE|Ty
7 7 ol9l RDTSC 3% Al eaxt edx®] #h& ZH2t 0%
timecountZ 43t SHE|TIW A -39t whA o
2 QueryInformationProcess API &% A], OFE]T|® 7] API
ds Blatr] fla) 2wA Ak 0x1f°‘-°— elste
FEIEIN Y APIZ HThslil AP £0] W & 2Egto]
AgE WEHE 12 F435to] £3%th 1 4F, Ping
GAstE 67k MUY VWES BF 38 4
4H O helloworld”} EEE S 18IS

OIHYl st (17353)

ror
Hl

39



Pin2 028t 2tE|C|HA

23 WA 2 78

o |
N
L
o
L
}m
-
o -

I
0
(o
o
o
| =
o
i

[¢) O:]
%S B33}, Pind} OllydbgE ©]-43F £4]0] 7}
A g1t Pin 3] YaE]Fol 3 -9
atA e 73-¢ol thal 23 ek Obsidiume]
2ol AME-EE vboxguestE ©]E31A Ping ©A
wiell, $-3 daEFE olele] rPdwAl gAE A
FE Fio] F/HHoE Pttt ueA 2 AFx
ZREE7E 7P gAE EoH Pm-°— WI H 7
A Qg FEYM 7HE F
sty et Ag Aot

MU me e 2 N o moh ot hu

—lO—lo___EP,L_\,LI—HOWIH'

(£ 2) Z=2HE{9| Pinzt Ollydbg EHX| & 23| An}
(Table 2) Pin & Ollydbg detection and bypassing
results for each protector

Pin 3] Pin $-3]
Ollydbe | armziz x | 228z 0
ASProtect X O (6]
Enigma X 0 o)
Protector
Themida X O (e}
VMProtector X X (@]
Obsidium X X (@]
2 SEUN YIS A5k 719 Z2E 4y
g 22 IHES Ollydbg, TQ dyEFo] HEHA &

< Pin, 93] &aEFo] AL¥ PnCE A& Alxd
Azelt). 1 Ax, BE Z2HEE| ElTH Y 7Y

< 59 OllydbgE ©A 3 B4S ZTHAIZIL ¢35 &
FeEFo] AEHA %2 Pin® A9 ASProtect, Enigma
Protect, Themida 2 A E T2 I1HEL Eajo] 2ty %]
244 2 VMProtector, Obsidium®. 2 AAH Z2 I8 S

g

Agke EITM A 71 Ee] $-3] ¢ EFS T ¢
wo] 4ol 3 §EJ A g F Uk

Ollydbge] 7% BE& Z=2HEH 9| <IEtH A 7|™ol
HAso] #Ao] Ttk EE ZEEEE0| IsDebugger
Present, CheckRemoteDebuggerPresent 5 12| 71| <tE]
A 7MES Z2 Il 4838k Ollydbgs &8t
7] well, Ollydbgsh 22 71E £4715 o] &3 £4°]
ojHth

3] ¢¥HES HEA ¥ Pind A 37HA
ZZHE ASProtect, Enigma Protector, Themida”} #]-£-3}
SFEIYH A 71 F Ping ©A8He SHEITIH A 71
=0] A 97] Wil B R #4o] X HTh
Enigma Protector®ll 4] QueryPerformaceCounter APIS 14
A TE&eAT RS Pin §AE g GEIYHA
o] AH&-5HA] 2=tk Themida™= RDTSC B H 015 &3}
A5 o5 E 3 o7} pop edx, pop eax©] 4] RDTSC®] &
H3tol AR & (Al Fth whEkA RDTSCE Wd] &
E d=53tE 98 2&3 Zlolth U A VMProtector 7}
Obsidium<> Ping HAate FEITIH A o] &5 9l
o] £A¢] FoEth webA Pinell 3] dagEol

r\r

e

ko
_0|L'
.—L‘

= o = EEE}

‘:1‘14 71HE 38t Aol e A
. VMprotectors= RDTSCZ+= Ping ©A| 3]
223 3 = popfd HH |9 8HA BIET} |
g9 & 7 0] 83l single stepe HAIAIA Ping
Atk AR 3] G E S FEITIH Y W
o)A popfd HE Y 73 29| & 3] gHA M|
3918 E3) single step detectionS ©]E] ©A| 5L o
9|5 LA A A single step detections %3] 3}o] F-2j0] 7|
&Y== st} Obisidium single step detection}
QueryInformationProcess(0x1f) & 53l 2% PinS ©X] gt}
W], QuerylnforamtionProcess APIS & & 3}o] oFE|TIH)
A& AEsARE 3] daEEe] QTEITM A APIYA
QFEJT W Aol AME-E= APIO| XL 2914 AR} Ox1fY
g1ste] Pin B4 AEITIH A 71H LS gelgtet T3
A] QueryInformationProcess API7} 88 § 2|€3to] A
e AEEE 1R $A5] Pino] §AHA L AR

—’ rO —10
o o

e

}:1

o

NN

lo

10 e

ol
o
rﬂ 2

1 to (m nEO{NrE—O.Er_\_O
rﬂ w

o BA [z ] I ZH| 710

— _'O] '('S‘D]'l:"] r/]- TL]—E'.}\—] 27]'Z] E E1‘4 -I.«Oﬂ 6‘]—0:1 H/HO] X]sgl:n,] ‘]'T;]' 1 & o 1 d .

£ Ping BAsks ehElnu Y J1gEe] Aguel g T single siep Cefection

S o, Mo bl gl Ape g VWPckrs) 9L, 53 UG

73_?__\: SH‘/] EEE‘]E‘]E Ag/g‘g Eil%‘:o H/}:‘I‘o] \:rgagq %7(]01]}\‘1 pOpfdng‘?gﬂ%l 76“!‘ _/;FJIJ_Q] %713}\-9’] S]ﬂ
p o == 5lo).o - . . O Elz) =

FusA g7 AHE AL delslck A%, Png w0 1= S0 G single step dotection Ve Tt

T ele)g YA Balo] A% AYHES do,
40 2016. 10



)
)
o
o
i

ClE|CIHE 23| Ml R 78

=

ofo ofm
o o
1T o
o F;UE
o o
N nlN
i glo
= 4
o ot
[0 o
IS
> o ol
jaei} o
&
2
g oY
5, M
W=
b

1
I

NN
— -
2

oo

L

N

N

ofr

i

pad)

o

fit

2

ox

# 32 + 3 (Reference)

[11 W. Yan, Z. Zhang, N. Ansari, “Revealing Packed
Malware”, IEEE Security & Privacy, Vol.6, Issue 5, pp.
65-69, 2008.
http://dx.doi.org/10.1109/MSP.2008.126

[2] Dhruwajita Devi, Sukumar Nandi, “Detection of packed
malware”, SecurIT 12 Proceedings of the First
International Conference on Security of Internet of
Things, pp. 22-26, NY, USA, August, 2012.
http://dx.doi.org/10.1145/2490428.2490431

[3] Gabriel Negreira Barbosa, Rodrigo Rubira Branco,

“Prevalent Characteristics in Modern Malware”, black hat

USA 2014, Las Vegas, USA, August, 2014.

https://www.blackhat.com/docs/us-14/materials/us-14-Br

anco-Prevalent-Characteristics-In-Modern-Malware.pdf

Luk, C, Cohn, R., Muth, R., Patil, H., Klauser, A,

Lowney, G., Wallace, S., Vijay Janapa Reddi, and

Hazelwood, “K. Pin: building customized program

[4

—_

analysis tools with dynamic instrumentation”, In
Proceedings of the 2005 ACM SIGPLAN Conference on
Programming Language Design and Implementation,
Chicago, IL, USA, June, 2005.
http://dx.doi.org/10.1145/1065010.1065034

[5] Steven Wallace, Kim Hazelwood, “SuperPin: Parallelizing
Dynamic Instrumentation for Real-Time Performance”,
International Symposium on Code Generation and
Optimization, San Jose, CA, March 2007.
http://dx.doi.org/10.1109/CG0.2007.37

[6] Sean Peisert, Matt Bishop, Sidney Karin, and Keith
Marzullo, “Analysis of Computer Intrusions Using
Sequences of Function Calls”, IEEE Transactions on
Dependable and Secure Computing (TDSC), Vol 4, Issue
2, pp. 137-150, April, 2007.
http://dx.doi.org/10.1109/TDSC.2007.1003

[7] Alex Skaletsky, Tevi Devor, Nadav Chachmon, Robert
Cohn, Kim Hazelwood, Vladimir Vladimirov, Moshe
Bach. “Dynamic Program Analysis of Microsoft
Windows Applications”, International Symposium on
Performance Analysis of Software and Systems
(ISPASS). White Plains, NY. April 2010.
http://dx.doi.org/10.1109/ISPASS.2010.5452079

[8] Pin 2.14 User Guide -
https://software.intel.comysites/landingpage/pintool/docs/
71313/Pin/html/

[9] RR Branco, GN Barbosa, PD Neto, “Scientific but Not
Academical Overview of Malware Anti-Debugging,
Anti-Disassembly and Anti-VM Technologies”, black hat
USA 2012, Las Vegas, USA, July, 2012.
https://media.blackhat.com/bh-us-12/Briefings/Branco/B
H_US_12_Branco_Scientific_Academic_Slides.pdf

[10] A. J. Smith, R. F. Mills, A. R. Bryant, G. L. Peterson,
M. R. Grimaila, “REDIR: Automated Static Detection of
Obfuscated Anti-Debugging Techniques”, Collaboration
Technologies and Systems (CTS), 2014 International
Conference, Minneapolis, MN, USA, May, 2014.
http://dx.doi.org/10.1109/CTS.2014.6867561

[11] K. Yoshizaki, T. Yamauchi, “Malware Detection Method
Focusing on Anti-debugging Functions”, Computing and
Networking (CANDAR), 2014 Second International
Symposium, Shizuoka, Japan, Dec, 2014.
http://dx.doi.org/10.1109/CANDAR.2014.36

el

b= QIE{Hl HESE| (17253)

41



Ping O|Z¢et tEL|HE 23| & I

[12] Tyler Shields. Anti-Debugging - A Developers View.
Whitepaper, Veracode Inc, 2009.

[13] Peter Ferrie. The “Ultimate” Anti-Debugging Reference,
May, 2011 -
http://www.anti-reversing.com/the-ultimate-anti-debuggin
g-reference/

[14] An Anti-Reverse Engineering Guide -
http://www.codeproject.com/Articles/30815/An-Anti-Rev
erse-Engineering-Guide

[15] Introduction Into Windows Anti-Debugging -
http://www.codeproject.com/Articles/29469/Introduction-
Into-Windows-Anti-Debugging

OXM A =710

E =+ 3} (Soo-hwa Hong)
Gl

o

E-mail : ghdtnghk@naver.com

4 & == (Yong-su Park)
1996\d KAIST #4+8tat Z¢)(8Ah

Vot s ARE B SUEHAD
2015-87) @eprleta vkl AHFELZEN S 443
SR} o7 e B, otgmE B

1998 Al-gtistm sty AFEF3G SAEAD

2003 A-gtistn tishd A7 AFEESE EQEAD
20039 ~20049 A2tgtn AFA ) ESATFAE AFATd
20053~ A4 TSNSty AZEYAAFT Aus

ol AT BHel, el EeL

E-mail : yongsu@hanyang.ac.kr

42

2016. 10



