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Meeting Real Challenges in Eliciting Security 
Attributes for Mobile Application Development
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ABSTRACT

There has been a rapid growth in the development of mobile application resulting from its wide usage for online transaction, data 

storage and exchange of information. However, an important issue that has been overlooked is the lack of emphasis on the security 

issues at the early stage of the development. In fact, security issues have been kept until the later stage of the implementation of 

mobile apps. Requirements engineers frequently ignore and incorrectly elicit security‐related requirements at the early stage of mobile 

application development. This scenario has led to the failure of developing secure and safe mobile application based on the needs 

of the users. As such, this paper intends to provide further understanding of the real challenges in extracting security attributes for 

mobile application faced by novice requirements engineers. For this purpose, two experiments on eliciting security attributes 

requirements of textual requirements scenario were conducted. The performance related to the correctness and time taken to elicit 

the security attributes were measured and recorded. It was found that the process of eliciting correct security attributes for mobile 

application requires effort, knowledge and skills. The findings indicate that an automated tool for correct elicitation security attributes 

requirement could help to overcome the challenges in eliciting security attributes requirements, especially among novice requirements 

engineers.

☞ keyword : Security requirement, security attribute, mobile application development

1. Introduction

In the era of globalization, the use of mobile devices has 

grown at an exponential rate leading to the development of a 

plethora of mobile applications, especially for online 

transaction, data storage and exchange of information. In this 

case, developing a secure and safe mobile application has 

become a priority. However, when eliciting requirements from 

clients, requirements engineers tend to neglect or ignorethe 

security-related requirements, causing incorrect elicitation of 

requirements [1][2]. Further, failure to develop a secure mobile 

application may result in high risk of uncertainty in using the 

application, and this eventually leads to resistanceamong the 

end-users to use the applications.  
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Recognizing the importance of identifying security attributes 

of mobile application, this study aims to investigate the 

challenges faced by requirements engineers (REs) to elicit the 

security attribute of mobile application. For this purpose, an 

experiment to elicit security requirements and security 

attributes, involving students of Software Engineering has been 

conducted. 

This paper focuses on describing the challenges faced by 

requirements engineers to elicit security attributes of specific 

functional requirements of a mobile application. It is organized 

into five sections. Subsequent to this section, the Motivation 

and Background of the Study is presented in Section 2. This 

is followed by Section 3, which presents the description of our 

experiment. Next, Section 4 describes the result and discussion 

and this paper ends with a conclusion section and future work 

in Section 5.

2. MOTIVATION AND BACKGROUND 

OF STUDY

Security requirements are classified as non-Functional 

Requirements (NFRs) and they are related to system 
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confidentiality, integrity and availability.  Security requirements 

can also be defined as a system specification with required 

security that includes specifications with the types and levels 

of protection necessary for the data, information, and application 

of the system [3]. 

The most common security related requirements for software 

are shown in Figure 1. They are [4]:

Authentication: Application can verify the identity of their 

users and other applications with which they communicate. 

Authorization: Authenticated users and applications have 

defined access right to the resources of the system. Encryption: 

The message sent/to /from the application is encrypted. 

Integrity: This ensures the contents of the message are not 

altered in transit. Nonrepudiation: The sender of the message 

has a proof of delivery and the receiver is assured of the sender’s 

identity. This means that neither the sender nor the receiver can 

subsequently refute their participation in the message exchange.

Security 
Requirements

Authentication Authorization Encryption Non-repudiation

(Figure 1) TYPE OF SECURITY REQUIREMENTS

Security requirements attribute or security attribute can be 

defined as any piece of information that may be associated with 

a controlled implicit entity or user for the purpose of 

implementing a security policy that is not necessarily 

implemented directly in data structures [5]. It provides a 

behavioral attributes such as reliability, availability, safety, 

confidentiality and exclusivity or more accurately to security 

and dependability related attributes [6][7][8]. Figure 2 shows 

the attributes used for each security related requirements.

The main problem faced by the requirements engineers is 

that they have difficulties to elicit the correct security 

requirements for mobile application. They also fail to identify 

relevant security attribute for security requirements. 

Additionally, most of the elicited security attributes do not 

match specifically to the purpose of the mobile application. It 

is also found that very limited work has been conducted to 

overcome these problems.

Security 
Requirements

Authentication Authorization Encryption Non-repudiation

-Username
-Password

-Radius-Secure
ID [9]

-Public Key 
Certificate

-X.509 
Certificate [10]

-Symmetric 
encryption-Attribu

te Based 
Encryption[11][12]

-Digital 
Signatures-Digit

al Message 
Receipts[13]

(Figure 2) SECURITY REQUIREMENTS AND ITS 

RELATED SECURITY ATTRIBUTES

At present, most developers or engineers refer to the 

Common Criteria (CC) for security guidance and solution 

although CC is a bit complex and difficult to comprehend, 

especially by the novice [14]. Further, developers tend to make 

mistakes in detecting or choosing the right security requirements 

and attributes because they need to identify the requirements 

and attributes personally without any supports, such as 

automation or manual training. This is because CC presents 

the requirements in two distinct categories: the functional 

requirements and assurance requirements, in which the security 

behavior is described in both types [15]. 

Moreover, there is no predefined instruction provided to the 

user when using the GUI for dynamic analysis. This leads to 

challenges in completing the security identification process 

[16][17]. These instances justify the need for an automation 

that can help to elicit security requirements and attributes, 

especially for the novice. To overcome this issue, Haley et al. 

[3] has presented an approach to support security requirements 

elicitation and analysis. They used a method to construct a 

system context using a problem‐oriented notation. However, 

the complexity of the approach requires a certain level of 

expertise to construct the setting and analysis. 

Likewise, Berger et al. [18] supported the claim that software 

engineers lack security knowledge although this body of 

knowledge is easily accessible. The lack of security knowledge 

among the software engineers and developers makes it difficult 

for them to extract and make decision on selecting the relevant 

piece of security knowledge to be applied to their design or 



Meeting Real Challenges in Eliciting Security Attributes for Mobile Application Development

한국 인터넷 정보학회 (17권5호) 27

requirements. Yusop et al. [19] found that relevant attributes 

for security requirements of mobile apps are authentication, 

confidentiality, authorization, access control and integrity. They 

also found that the main challenge is to identify the most 

relevant security attributes for each of the requirements for the 

mobile apps. Further, it is also found that none of the existing 

work focusses on eliciting the security at the beginning of the 

development, but most prefer to consider security at the 

implementation stage of the mobile apps.

3. OUR STUDY: ELICITING SECURITY 

ATTRIBUTE FOR MOBILE 

APPLICATION

As mentioned in the previous section, requirements engineers 

or software engineers face difficulty to elicit security related 

requirements and security attributes from the business 

requirements [20]. Hence, an experiment aiming at gaining a 

better understanding of the difficulties to elicit security 

attributes from natural language requirements has been 

conducted. For this purpose, two experiments have been 

conducted and novice requirements engineers were considered 

as the most appropriate sample. 

In this study, 50 undergraduate students majoring in 

Software Engineering and mobile software development have 

been selected as the sample of the study. They were considered 

as novice requirements considering that they have very limited 

exposure in eliciting requirements. However, they have 

sufficient understanding of the process and methodology of 

eliciting security attributes from the functional requirements. 

Prior to this study, each participant was given a brief 

explanation and a tutorial on how to elicit security attributes 

from the functional requirements written in textual requirements 

scenario. After the explanation, they were asked to extract the 

security attributes related to the requirements scenario. During 

the completion of the task, we tracked the time they took to 

complete the task. The accuracy of the task attempted by the 

students was also determined. 

The participants were instructed to attempt two tasks: The 

first was a scenario based on a flight booking as shown in Figure 

3, and the second was i‐health patient apps shown in Figure 

4. Participants were required to write down the functional 

requirements based on the two scenarios given in Figure 3 and 

4. Then, they were required to extract the relevant security 

attributes for each of the functional requirements.  Students were 

given an hour to complete the two tasks. It was anticipated 

that they should be able to identify five functional requirements 

with a total of 19 relevant security attributes for the first scenario 

and six functional requirements with the total of 29 relevant 

security attributes for the second scenario.

Users can book a flight ticket using the Fly Air app via online 

by making online payment through their mobile app to the bank 

nominated by the flight company. To book the air ticket, users 

must first register as a member so that they can login to access 

the page. Once they have access to the page, they can then search 

for flight journey and its availability. Users can then book the 

chosen flight journey and then the system will ask them to make 

payment. Users can make online payment using their credit 

card. They need to specify the price of the flight booked and 

confirm to make payment.  Fly Air apps provides the TAC code 

and users need to verify the code. Upon verifying the code, user 

will be prompted that they have successfully booked the flight 

ticket with the airline.

(Figure 3) USER SCENARIO FOR MOBILE FLIGHT 

BOOKING APPS

This mobile application named i‐health apps could support 

mobile online application based on patient health monitoring. 

I‐health provides highly secure information for patient. For 

this scenario, patient must register their information as a 

member so that the system can allow patient to access the 

application. Patient will login to i‐health to view patient 

information and details such as the username, password, identity 

card no, phone no and email from their console.  Patient also 

can choose the menu selection option to view the patient medical 

record exercise. Patient is compulsory to do exercise 3 times 

a week based on the exercise classification and all of these need 

to be recorded in the patient exercise console provided.  Patient 

can modify certain information related to the mobile apps. This 

i‐health provides automatic notification to patient with 

incomplete exercise. It also provides patient monthly summary 

report for doctor record.

(Figure 4) USER SCENARIO FOR MOBILE HEALTH 

MONITORING APPS
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(Table 1) EXPERIMENT 1 AND EXPERIMENT 2 

STUDY RESULT

Experiment 1 Experiment 2

430 out of 950 were identified 

as correct security attributes

611 out of 1450 were identified 

as correct security attribute

1 out of 50 (2%) of participants 

extracted almost correct 

security attributes

1 out 50 (2%) of participants 

also extracted almost correct 

security attributes

0.48 accuracy of correctness of 

experiment 1

0.42 accuracy of correctness of 

experiment 2

4. RESULT AND DISCUSSION

Table 1 shows the result of the two experiments: Experiment 

1 and 2. Based on Table 2, there are five functional 

requirements, namely i) register, ii) log‐in, iii) search flight, 

iv) book flight and v) payment ticket that need to be elicited 

by the participants. While as presented in Table 3, there are 

six functional requirements, namely i) register, ii) log‐in, iii) 

menu‐option, iv) patient record v) notification and vi) monthly 

report. Additionally, there are a total of 29 security attributes 

associated with the functional requirements. The correct 

extraction of the security attribute is represented by the sign 

(/), while the inaccurate extraction is represented by the sign 

(x). A correct answer (/) means that the answer provided by 

the participant is exactly the same or very similar to the security 

attribute pattern provided by us. The following are the results 

of the study:

These results indicate that participants were more likely to 

generate incorrect security attributes than the correct ones, and 

it was very unlikely (4%) that they produced a completely 

correct security attributes. All except two of the participants 

failed to identify some of the essential interactions presented 

in the textual requirements scenario; many failed to assemble 

these into an appropriate interaction sequence of security 

attributes; and only one (participant no 47) in Table 2 and one 

(participant no 5) in Table 3 managed to obtain a solution that 

is almost the same as or very similar to the model answer of 

the flight booking and health monitoring scenario. The root 

cause for most of the problems was that the participants had 

the tendency to incorrectly determine the required security 

attribute for their related functional requirements. 

The study also demonstrates that the participants consumed 

quite some time to complete the task with the average of 22.38 

minutes as they need to figure out the appropriate security for 

the application. The results also show that there is a considerable 

variation in the time taken to identify the security attributes. 

Further, the longest time taken does not ensure the correct 

identification of the requirements. For example, the participant 

who took the longest (25 minutes) time to accomplish the task 

in experiment 1 and (30 minutes) experiment 2 was able to 

identify 1 correct functional requirement only. Only 45% 

accuracy was identified from the experiment and this result has 

proven that novice requirements engineers have problems to 

elicit correct security attribute of the mobile application. As 

shown in Table 2, we also found that the common errors made 

(in red color) are eliciting the security attributes for the 

functional requirements of the search flight, book flight ticket 

and payment of flight ticket. Table 3 also indicates that the 

same participant has problems to describe the security attributes 

between Menu Option, Patient Record, Notification and 

Monthly Report. In this study, we also found that participants 

did well in identifying the relevant security attributes for log‐in 

functional requirements. This is perhaps that they are familiar 

with the application or system development that usually needs 

the functions of identifying user or log in.

In summary, these results conforms the anecdotal findings 

discussed in the previous section.

5. CONCLUSIONS

This paper discussed the challenges and difficulties faced 

by requirements engineers and software engineers in eliciting 

security requirements and security attributes. Two experiments, 

focusing on the manual elicitation of security attributes from 

a set of requirements scenario have been conducted with novice 

requirements engineers (REs) and the findings of the 

experiments have been discussed. It shows that the elicitation 

of security attributes is very challenging for the novice REs 

and they require help, especially an automation support. This 

is because the process requires effort, knowledge and skills to 

ensure the accuracy of the elicited security attributes. Therefore, 

our key future work will be focusing on developing an 

automation support for easy elicitation of the security attributes 
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(Table 2) SECURITY ATTRIBUTES STUDY RESULT: EXPERIMENT 1

from the textual requirements scenario for mobile application 

development. We will also extend the work with an automated 

approach to validate the quality of the security requirements 

for mobile application development.
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(Table 3) SECURITY ATTRIBUTES STUDY RESULT: EXPERIMENT 2
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