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B Abstract &

In a dynamic IT environment, employees often utilize external IT resources to work more efficiently and flexibly.
However, the use of external IT resources beyond its control may cause difficulties in the company. This is known
as “Shadow IT.” In spite of efficiency gains or cost savings, Shadow IT presents problems for companies such as the
outflow of enterprise data. To address these problems, appropriate measures are required to maintain a balance
between flexibility and control.

Therefore, in this study, we developed a new information security management system called AlIMS (Advanced IT
service & Information security Management System) and the Shadow IT Evaluation Model. The proposed model reflects
a Shadow IT’s attributes such as innovativeness, effectiveness, and ripple effect. AIMS consists of five fields: current
analysis; Shadow IT management plans; management process; education and training; and internal audit. There are
additional management items and sub-items within these five fields. Using AlIMS, we expect to not only mitigate the
potential risks of Shadow IT but also create successful business outcomes. Now is the time to draw to the Light in
the Shadow IT.

Keyword : Shadow IT, BYOD(Bring Your Own Device), AIMS(Advanced IT Service & Information
Security Management System), ISMS(Information Security Management System),
ITSMS(IT Service Management System)
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{Figure 1> Concept of Shadow IT

{Table 1> Definition of Shadow IT

Reference

Definition

Sherman
(2004)

Data shadow systems are not built to an overall
design or architecture, e.g., Excel- or Access-based
systems, used to add information to reports, which
are not supplied from the official IT.

Bayan
(2004)

Shadow IT is as ominous as it sounds. Detached
from corporate IT, running its own systems, and
covertly implementing its own rules and policies,
a shadow unit can quickly become a sinister threat
to the company’s security infrastructure.

Raden
(2005)

Shadow IT, those people performing IT functions
but not part of the mainstream IT organization,
have been found to be as much as 78% of the size
of the total official IT staff. The existence of Shadow
IT implies a failure on the part of IT to provide
all of the services to meet their clients’ needs, and
the problem is universal.

Schaffner
(2007)

Shadow IT is the un-official IT group that people
have learned to depend on to get things done. Shadow
IT is the bane of formal IT's existence. Just go
ask your IT manager about shadow IT and watch
the veins in their forehead pop out. Shadow IT can
really be a problem for a company.

Shumarova
and
Swatman
(2008)

“Shadow CIT” solutions are employee autonomous:
they are not implemented as part of the organi—
sational IT infrastructure, and have not received
any targeted investment.Often, without being able
to articulate why, users appear to shun enterprise
CITs and “good” architecture in favour of the ability
to get their work done through autonomous
“shadow” solutions.

Dols
(2009)

“Shadow IT” or “Rogue IT” is usually defined as
the ‘unofficial’ usage of IT hardware and software
in the workplace and a term used in IT for any
application or transmission of data relied upon for
business processes but which is not under the
jurisdiction of a centralized IT department.

Rentrop
et al.
(2011)

Business departments have a multiplicity of other
hardware, software and IT employees. Generally
these exist without the awareness, acceptance and
support of the IT department. The resulting,
autonomous developed systems, processes and
organizational units are usually characterized as
“Shadow IT”

Crump
(2014)

Shadow IT is a term describing users or whole
lines of business who go outside of their
organization’s IT group to meet their IT needs. A
disconnect often exists between what IT users feel
they need and what the IT services group is prepared
to deliver. Shadow IT's destination is often the cloud,
where a company credit card can access all kinds
of IT as a service, including cloud-based file-
sync-and-share, laptop data protection, CRM,
project management, or back-office software.

Haag
(2015)

By applying the shadow IT concept to our cloud
service context, we define shadow sourcing of cloud
services as employee’s voluntary, intentional usage
of public cloud services in the workplace via any
personal or company device instead of the use of
organizational information systems or services that
are mandatory.
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(Table 2> Requirements of Shadow IT Management

Reference Requirements for management of

Shadow IT

ITR 1. Identify the use of shadow IT in the

(2012) company and its progress status
Computer | 2. Mandatory audit upon introduction of
Weekly new IT resources(compliance to rules

(2012) etc)
Computer 3. Change and release activities of IT
Weekly

(2012) resources

4. Collection of successful shadow IT
Rentrop and manag@ment cases a_nd Q¢Velopment of
Jimmermann consohdate_d and saent}ﬁc a_pproagh
(20122) encompassing the relationships with
other IT management elements and
business tasks

McAfee | 5. Minimization of corporate risks and
(2013) protection of data

Cui et al. |6. Utilization of existing IT management
(2014) processes

JIPDEC 7. Strengthening the capabilities and
(2014h) professional knowledge of employees
operating and managing shadow IT

J(IZ%IIDZILEC(): 8. Continuous provision of IT services
Haag 9. Strengthening of employees’ security

awareness on the organizational

(2015) security policy
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(Table 3) Requirements of Shadow IT Management(summary)

Requirements for management of Shadow IT(Summary)

<Table 2> Connectivity

Shadow IT Assessment

Service Continuity

Integrated Management

Change Management

Information Security

Utilization of Existing IT Management Processes

Utilizing Successful Management Case

Internal Audit

N[O W ]| |00|—

Strengthening the Capabilities and Professional Knowledge of Employees

=~
«©

(Table 4> Comparison of Shadow IT Management Requirements and the Existing Management System

Requirements for

management of ISMS ITSMS CSMS
Shadow IT
Shadow IT . Ident_lflcatlon of Analysis of IT service
@) information assets and O .
Assessment . management activities
risk assessment
Business continuity Service continuity and
Service Continuity © planning and O o y © | Business continuity plan
. availability management
maintenance management
Integrated Orgam_zaﬂon Inclqdmg 1ntemqu>§terr}al
i © cross—sectional and © | parties of organization in
Management .
comprehensive approach management system
Modification and
Change Management O Change management © |Change and release process| O | improvement according
to review
Protection of the . . .
. . . T . Information security Information and
Information Security | © organization’s major O ©)
N . management document management
information assets
Utilization of Existing IT Providing existing service
O and utilization of
Management Processes
management methods
Utilizing Successful o Application of successful
Management Case cases such as ITIL®
Internal Audit Internal audit @) Internal auditing CSMS monitoring
Strengthening the Information protection . -
Cabiie  Picsor| © | " G cmiion o || B ining an
Knowledge of Employees improvement of perception D ng Y

- Management report and
approval

- Review of compliance to legal
requirements

- Managing the operation status
of management system

- IT disaster recovery plan

- Establishing comprehensive
management plans such as
managerial, physical and
technological protection of
information system

- Involvement of management
- Minimize discrepancy between
internal policies and actual

operation

- Setting and measurement of
service management
objectives and the key
performance indicators(KPI) of
each process

- Business relationship and
supplier management

- Identification and assessment
of cyber-threats faced by
organization

- Planning and action on security
incidents

© : Identical elements existing inside the management system.
O : Similar elements existing inside the management system.
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<Table 5>¢} 7t}

{Table 5) Shadow IT Evaluation Criteria

Shadow IT assessment criteria

Criteria Tierl Tier2

Overall Strategical relevance

Business process

Relationship IT security

Detailed
a Regulations

IT service management

System quality
Service quality

alit
Quality Information quality

Effectiveness - - -
Business processing quality

Business efficiency

Effici
iciency Cost efficiency

Use of resources

Use of professional
capabilities

Required whether it is used
No. of users
Qualitative | Possibility of innovation

Quantitative

Influence

% Source : Rentrop and Zimmermann, 2012b A7-4.
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{Table 6> Component for Quality

Tier2 Contents Evaluation
method
Refers to the
measurement of the
information system’s |Maturity model,
performance in terms of|  capabilities
System o ;
vality t.echnology and design; | maturity model
q it can be assessed by (CMMI),
dividing into hardware, | quality criteria
software and
engineering processes
Comparative
evaluation
Service Refers to the quality of through
alit IT service connected to| successful IT
quallty shadow IT. service
management
cases
Information Re_fers to .the data | Data mt_egrlty
uality quality realized as a |and consistency
d result of shadow IT. assessment
Maturity
. . models such as
Business | Evaluates the quality of .
. business
processing |processes related to the
quality use of shadow IT. Drocess
maturity model
(BPMM)
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{Table 7) Component for Quantitative

Tier2 Contents

Item for evaluating how many
employees, technology resources and

Use of Lo .
application programs are required for
resources . ;i .
the implementation and maintenance of
shadow IT
An evaluation item on whether an
Use of .
. employee with some degree of
professional . e
capabilities professional capabilities performs tasks
by using shadow IT.
Refers to the degree of contribution to
Required tasks; an item for evaluating the

whether it is degree of implementing essential
used functionalities required when
performing certain tasks

Indicates how broad shadow IT is used
inside the company; can be also
No. of users | expressed as the share of shadow IT
from the IT resources used in a
company.
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T de FFH ol HEAl #e A A9
7ekg ou| O}E'Jl(Rentrop and Zimmermann, 2012b)
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tHHasegawa and Nakano, 2012).
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IT service & Information security Management
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« A9 % W7t Shadow ITe] H]&-9+ &
Shadow IT #g] Z2ZA| 2~ g&o] ARFES EHoE AYL IT FA 9 Flolt 24 ¢lo]
A#shH <Table 8>3 2t} L sk Aete] R A ¢ AT
IT Aol kst Ag wWiolu 93] gt
5.2.4 1Az AEAA §le Fid AR 7199 T8 AR
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(Table 8> Shadow IT Management Process

Process

. Sub-item Description
1tem
C(;rg:jﬁgﬂitand Verifying the IT continuity and availability that can be satisfied in any situation
y the employees are to use.
management
Support

process

Budget and accounting
management

Budget and accounting management on IT resource usage costs

Information security

Corporate data protection activities should be performed in an effective manner

management when using shadow IT
Report Management Generate reliable and accurate reports and establish a reporting system for
process execution report management’s decisionmaking and effective communication
Emplovee Based on the understanding of IT resource usage by employees, the employees
Doy should be managed in away that maintains the balance between the guarantee on
management . . ..
) requirements and convenience, and the efficiency of tasks and costs
Relation . Good relationship with the supplier has to be maintained in order to guarantee that
process | Supplier management

IT resources of good quality are supplied in a seamless manner

Existing IT processes

Energy consumption is minimized and new processes consolidated to supplement
existing processes to solve the problem of failure of scale

Accident management

IT resources that have experienced failure have to be recovered for usage to enable

Solution seamless operation
process inimizi i i i i ior identificati
Problem management erumlzmg business 1nterruptlog by managing problems through prior identification
and analyzing the cause of accidents
Consolidated Performing consolidated management through collection of successful shadow IT
management cases and identifying other elements of IT management
Control Configuration Accurate configuration information has to be managed and maintained to control
process management the identified shadow IT resources.
All changes should be managed to enable evaluation, approval, implementation and
Change management .
review.
Release Change details Adequate management should be performed in terms of cost and quality upon

process

management

introduction of new shadow IT or its modification.
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{Table 95 Configuration of AlIMS(Advanced IT service
& Information security Management System)

Management Man;igement Sub-item
area item
Shadow IT identification
Ste Internal Identification of existing
tatus status IT management methods
analysis - ; A
analysis Gap identification
Setting of priorities
Shadow IT management
Identify requirements
management | prplovee requirements
system ; -
requirements Business requirements
Shadow IT Risk actions
management Scope of application and
plan ) setting of objectives
Establish P
Assigning roles and
management biliti
plan responsibilities
Establishing policy/
regulations/guidelines
Change management
Continuity and availability
management
Support B :
process udget and accounting
management
Information security
management
Report Management performance
process report
Shadow IT Employee management
management| Relationship |  Supplier management
rocess —
P process Existing IT
management process
Solution Accident management
process Problem management
Consolidated management
Control - :
Configuration management
process
Change management
Release .
Release management
process
Employee Assessment of
capabilities IT resources
assessment usage capabilities
Employee PN
P Improving security
training
Training awareness
Improving capabilities and
professional knowledge
Review of | Establish audit plan and
Internal | shadow IT methodology
audit management Implementation and
plan improvement
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