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31) MAHRBS Y F-2(2013.8.6.) A2z(FRIGHWE A2] Algte] et Fpz4]) @ ol
H A A FRITFHEE Agtal e MJAREAZAE o] | AlddPy 2d
ojlfoll BF3ka gl FRHIEHFUSE dpr|atojof gt vk, Alzaz=el2a1d 7 5o
MNATFAL o= shel et B9 At

32) HZAALS|AY, ko] HalA, 789~792T.
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2. AGEA ARl Oigk A HA
7} EU

20161 4¢¥ 49 EU gul 7/IRIBRE &k TIRIBR KA
(General Data Protection Regulation, GDPR), ©] 3-ZFAtH(2d & A3Y o
A). o= IA2 A H- (directive)34) o] opd 7+ (regulation) ol 1E3sH= A

34) EU 19951 1099l 7§21 B X Z(EU Data Protection Directive)< A &3k v} 2t} 7§21
AR JNAAHE] X}t o]Fol o] JAAFEB S tiste] st =,
53] 17 = Aol 9 dlolg o] AElE wA18kaLl QITHDIRECTIVE 95/46/EC OF
THE EUROPEAN PARLIAMENT AND OF THE COUNCIL Article 8 The processing of spe—
cial categories of data]. 3HA|TF ofjHlolsl o]ahd] Rck A7/ L 229 A|F T= KA
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o2 3|5l ek 745 7 AL Slvk GDPR2 7)) i Bl ALS]
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3

It
o
N
b

O

)
=1

bl thet 2 7Iee B ] A% ARSI o9 = slaL glen 3 &
Sl MEol A8t oA, 3pshA, AAMA = SAA HA R IR E

"2 19661 HIPAAE A|gste] 95999 /PR E S E -&3tal
UTE39)  HIPAA ZEPo]HAIGF2e Hawk= B34 (Protected
Health Information, PHI) 2] o]-&3} -F79l thajA = c}aL l=H|, 53] A
HEFA| 9] 5o = ARe] Agto|u 73] glo] AR 77} s ek A=

[€)
TS QITha0) o] % ATHA 0w S, 71241219198 (Institu—

F AR Feld glo] ARAI a7 FHE A 9RE sk gl

35) EU GDPR Article 9 Processing of special categories of personal data.

36) EU GDPR Article 9 2.(h).

37) EU GDPR Article 9 2.(i).

38) EU GDPR Article 9 2.(5).

39) HIPAAS] A9 25X E 719] 35| AR AT 9 &8-S HH 0= AAo] FXHA
out Al HANA SlEARL] Bort FFxr|o] At vhed E Akl S A A,
oro] =i, 278~2791].

40) 45 C.F.R. §164.512.



330 Bithe-Addst Al Faal
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S e A, AT AR S FHIE] 8l ALK E AESRE 7T, T1E
L APERpe] ol Aehe -g-oll= ol AR e shA] Grhal) T1 v
A 45

B 918 A%, BF 04 BEL 0T A9 Sl B glo] A2 )

7} 7V stk A2) ohgk HIPAAE o=, i 5 H o]9h= the 9]
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A4 $5F Q7L PHAFo] opd A ERte 1§6~m0ro1 o) s)

lont sleloln P2 H 9leh4)
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Fvpths FARA dre] o g4y BE WA|S 7HA 3 9], 150
A et e o] ZiQlel R B E S o] 7 At o] Jrha) ek
FOl 7IRICI S B R S-S A4 FUH ot A7-52] ARg-ll thal] 4 skaL
Atk AT-EH T e] B4-45) AFAGA F A A S S Sk A7-Ed
7]7+(Research Ethics Board) 9] 415 =541 ]zl Al Al&sh= W4
o o]FojxIt}, 1E|al A& 717} arefsof & AlehA6) FEjat F

41) 45 C.F.R. §164.512(i).
42) &9 §lo] o8& = I/} 7 A= v Erh () HEC % AR H F)
(b) 3% B4 58 A A 2 % B (o) 3o, WA BE= 7P EE 9] FlgiAte}
2] *7H () B2 75 5] AR 2 270 (e) AP B 84 A5 999 370 (D 4
A& Ag 271 () APgRbel gk A, =i b, doaE Ak 370 (h) AR
A7, e 22 VF BAS A SRR AR () B B el A AES
«40}71 Ak S AR B EA) (k) =9 R HY il &, w7k bRet AR
5 Bug e 5 9 A 2 B0 1) AR S 2ed wgRs AT
17H[45 CFR. §164.512].

43) Nicolas P. Terry, LL.M., Legal Issues related to data access, pooling, and use, Clinical Data
as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop
Summary, 2010, 157.

44) &3] o]dA - o]dd, “HUPE VIRIAR NS Y H BB B S Hlud, g
el =83 =7 (A147 AI11E), 2014, 1699,

45) Ontario Personal Health Information Protection Act 44.

46) AT-&E7177F aLeaor & A AT ARG KBE ARESHA FaL AT 54
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AR Z NS A 4= glvhal 13k F 7HA] <] vl 2 E s} ik2)-S- 714 3
31 Qt}49) 2] HA w2 A E7AA H2] (Expert Determination Method)
o]al, T WA WAL Ao L3} W2l (Safe Harbor Method) ©|th. AE714
A Al e A7) dlolH & AEstal, vAE kel A d st ks AAd s,
stk ol gt A& A sl A Y] Wi I A3 7158k A fTh50) A
7ol Al= Al 2 78hA ol gk %] 2] o] Q= =1, o] 2} #H ¥ thre]

ST Qe o, AT A A Aele] ABE nEsk Juel 71U fA%

7 9% AAR REFAIL SRHYEA o, AT £ % A 2Rt TAY

AR5 efolmAlo] tig tie] #Al, ARle] BolE Wi Aol BrhFEA o)y
ot

1 Aol A4-x}<} 14_1;'./] ARE, Hot F), Wk = A&

:’,:—3‘: LH%O] zﬂ-o ]—0%0]: 5]_\;]_ 7]]0];(451_‘— zﬂ_g_ul-o

o] A+ %\ﬂﬁ%il P BAIGE 2318 Frstelof sk, A

B0 29 ARG ARgstolof ahv, Qs APEE e FEE

?4EM AR oW °‘°Polc gk, 1efar ol 1A ol B Ut et xS AlLlskar
=10 ERBEE TNE 5 L, 7HR1S B glo] s Q1 A - 7R A Fol 54
=, A1) et Aol oo gk ko] WA GS g A AR
A AHOR dejof sz T Algho] qitt

48) Ontario Personal Health Information Protection Act 37(1)(j).

49) 45 C.F.R. §164.514(b).

50) ThRE, ElolH At oy mlo R AAAI AT (Department of Health and Human
Services Office of Civil Rights)¢] o]&7to]=oll A oA 23} 913 o] At 7 vt
AlFgstE] ofof sl=A1E AAISHA] ¢ar, wi§- A7 Fofof ghrhi= 3 o] 2ol Ajx s}
s 8" YAS AN FAE @rh= o] tHOffice of Civil Rights,
Guidance Regarding Methods for De—identification of Protected Health Information in
Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy
Rule, US Department of Health and Human Services, 2013, 5—6].
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LG, = TN 71Ol vigh HlolE ¢] 187] 5 @E52)& A A sfe]

o|EH{ & H|2Hsksl= lo|th53) Alo| el WAL 1A S AR A 02 A8
51

S [e)
e lar, IS HkE e = Sl o] Tk

A5 RE RS onlsla, AMrFsE lelg A AN E E A4,
CEERERE

], BAA, L8 = AR A A A
aE aste] A4 e A o= AT i/l S v Rt Sold A

51) Federal Committee on Statistical Methodology, Statistical Policy Working Paper 22: Report
on Statistical Disclosure Limitation Methodology (Control), 2015, 8—56.

52) ol7]A ale 187 54 KBS o 2tk (a) 49 (b) F(state) BT A2 2E
A A PO EZA, =R FA(street address), Al(city), 7H&El(county), A7-
(precinct), $-AHZ(ZIP code) & 19} 53 A L F = (geocode) S ¥ &5, th2-3}
2L A= AY H 1) A A AR 5Y3 BE SN E 238l P49 X2
9] el 20,0008 o1 AFIA (i1) 20,0009 ©]&}7F AFsR= ol2lgk A 24 ¢
of et $-HHF ] A2 Al x2]7}F 00002 WAE 45 (o) A, ALY, HIEY, A
A& xFste] JRlel AFH R AEE AA gt (AEe AlL]) BE 84 9
89| o] BE A olg]g Yol & YEllE dA (AeE E3h 9 BE a4 o,
904 ool g MR FFT £ I AF 2 84F A (d) A3 HE (o) B
HE () oli|YdFA (g) A EAHE (h) 9 87]=HSE (Medical Record Numbers) (i)
o] 21 3 (Health Plan) 32 H& () AFHE (k) AHAS/As AL () 22 AsH
HWES 233 2k Az @ dEAWS (m) 7]7] AEA 2 dEAHE ()
URL(Universal Resource Locator) (o) JEJUZZEZ(IP) T4 (p) Al&°lH A& (voice
print)S X3 AR Q1S 2 A} (o) D& A AR H 19} §A1gE o]u]A] (r) 7]E}
53 (unique) A WS 54 B 3=

53) ThL, olmj 3k WAg AFgStEl ke, w4 SHE S @hs F87|9Hcovered entity) & B
Y AEFIS F e v AR} Afete] AR didd MNle AEE 5 e AAA
227G ZFAIL QA kolof FTH45 CFR. §164.514(c)]. 22} v G thees]
APE A1 EAE obs A AAH AN AAm Y A AYeA etk
uksl b} AtHOffice for Civil Rights, Op. cit., 28].
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2FEWET 2FEWNEAGH AAF A (Scottish Informatics and Linkage
Collaboration, SILC) & &3l t}st tlo]H & A4 0.2 A A|}kar Qlr}.56)
SILCE HlolE dAIE 93t Bazxx2 93 v])g 2] (proportionate risk
management), =A% == ] (statistical disclosure control), 7] 2]
(separation of functions)& #]-8&-3lal A=t o] T 75 ielE Sl A=
= = A3} M2l (Trusted Third Party Indexing)’©|2l= 218 A A Rdl&
AF8-310}57) o)== A\ T A Controller), A H. A 2R X Indexer), A H.
AAIZH Linker) ©] 715 &2l & &l o= 77t A AFEel e 5 e
ato] NI K 55 HN g 6P AR A E 380k WH2fo|t}58) w)

2P BB E An D27 A7 dolE QS 8K 8k, 2 7S B

)
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M

54) ACT of August 29, 1997 on the Protection of Personal Data Article 6 3. A piece of in—
formation shall not be regarded as identifying where the identification requires an un—
reasonable amount of time, cost and manpower.

55) Practical Law a Thomson Reuters legal solution, “Data protection in Poland: overview”,
http://uk.practicallaw.com/6 —520—7945?service=fs, (2016.11.17. &<l).

56) SILC &¥|°]A], http://www.datalinkagescotland.co.uk/how—it—works, (2016.11.17. &<1).

57) SILC &#|°]X|, http://www.datalinkagescotland.co.uk/data—linkage —safeguards, (2016.11.

17. 23D).
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FA R ES] A (Statewide Health Information Network for New York,
SHIN-NY)= 7785 dA|o] Ao s R EQ a2 ad 3, vl8 4
7 TR S 8l =57 BESAFY B g Aol o] obxgk R
BAR wEE A Fsh= HIE Aot o2 | EQ) A= S A X w5
P9 25, 5 2 A H60) shdol] ARR-E o] ghrt 795 Bd=-2 35 APD,
SHIN-NY, 7B} BB 55 o2 7N0eke] dloEAle] 3 ke 714 aL

AT F, FETFE AR FFH R} oY) E Fo] BT B SER
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59) New York State Department of Health, Health Information Technology Workgroup Final
Report, 2015, 10—12.

60) T2 A O ZE Delivery System Reform Incentive Payment (DSRIP), State Health Inno—
vation Plan(SHIP)®] $lth
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% =r°] NHS Digital> B9 541 o] A7 8= 9l 5 E
=33k u} QIek61) SFA]5t Care.dataol] 7§ B Al F A1 S 21
100%F & oA &= 5 iAol A|7|=A62) oo 7Hﬂ°]ﬂi§%ﬂr
(National Data Guardian)-2 20161 69 AX H3$ A A L FEOLR Ak
A0k tsle] HER A E EE 5191 31,63) 752 & 790l NHS+ Care.data
£ #718k30th. Care.datat 21 9] 7|3t &<F 2BV O] A48, &F¢kA| o] g3,
G- A9} APAEe] AT S el & B R A B 7o E S
th64) spA| gk A ol gk thFo] A1) &5 A=, NHS= o] ¢7-5 953
FA9ke] 713 H& 3ol =71 B9 3] (National Information Board) ]
A F708 Zlofekar sl Th.65)

r°*' ;1;
2

o,
o

A2 AT} AT S GO WA
—Lzéi, BUARKR F7), I27] 5 dolEule]=(Ag 7
H ), Aojuid) ]H(Care.data, NHS Digital®] 2} 117715

e TR0 T A FA HH ) Ay v AR ) 5o G a8
gisiA Aoz AR Al miAlE 84T = UTHREZAAS| AT, o] BaA,
8567 ]

62) The Register, One million patients have opted out of Care.data,. 4.20, 2016,
http://www.theregister.co.uk/2016/04/20/one_million_patients_have_opted_out_of_caredata/,
(2016.11.20. 2H).

63) Aol maw thne] AlgkEo] A sEle) 24 Fasl Ade, Au AE

2o Wzkgol SRR, Sol 1g, vAY A gl tje et 22l

spoLRISi. olo] #7lHlolE e e NHse] £, WAL L% AL 5 FoIH Ei

AFEH S FTA 07 FEOLE AEE /AT A& a3k tHNational Data Guardian
for Health and Care, Review of Data Security, Consent and Opt—Outs, 2016, Zil].

The Telegraph, How the NHS got it so wrong with care. data, 7.7, 2016, http:/

www.telegraph.co. uk/science/Z()l6/07/07/h0w—the—nhs—got—it—so—wrong—with—care—

data/, (2016.11.30. &1).
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Care.data 25 ZA¥|91S R 3Psle] A7} 517]_%:_ 3}95\EHComputerWeekly.com, NHS

England scraps controversial Care.data programme, 7.6, 2016,

http://www.computerweekly.com/news/450299728/Caldicott—review—recommends —

eight —point—consent—model —for—patient—data—sharing, (2016.11.30. 2],
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Research Purposes

Park Dae Woong

Korea Health Industry Development Institute

Jeong Hyun Hak

Korea Health Industry Development Institute
Jeong Myung Jin
Korea Health Industry Development Institute

Ryoo Hwa Shin
Chungbuk National University

=ABSTRACT=

With the development of big data processing technology, the potential value of
healthcare big data has attracted much attention. In order to realize these potential
values, various research using the healthcare big data are essential. However, the
big data regulatory system centered on the Personal Information Protection Act
does not take into account the aspect of big data as an economic material and
causes many obstacles to utilize it as a research purpose. The regulatory system
of healthcare information, centered on the primary purpose of patient treatment,
should be improved in a way that is compatible with the development of technol-
ogy and easy to use for public interest. To this end, it is necessary to examine
the trends of overseas legal system reflecting the concerns about the balance of
protection and utilization of personal information. Based on the implications of
the overseas legal system, we can derive improvement points in the following di-
rections from our legal system. First, a legal system that specializes in healthcare
information and encompasses protection and utilization is needed. De-identi-
fication, which is an exception to the Privacy Act, should also clearly define its

level. It is necessary to establish a legal basis for linking healthcare big data to
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create synergy effects in research. It is also necessary to examine the introduction
of the opt-out system on the basis of the discussion on the foreign debate and so-

cial consensus. But most importantly, it is the people's trust in these systems.

Keyword: healthcare, bigdata, medical record, de-identification, opt-out, Personal
Information Protection




