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Convergence Security Approach for Motor Vehicle Communication Network
Hacking Attack Prevention: Focus on Bluetooth Cases

Choi Kwan* - Kim Minchix*

ABSTRACT

The purpose of this study is to analyse motor vehicle communication network hacking attacks and to provide its
prevention. First, the definition of motor vehicle communication network was provided and types of in-vehicle
communication network were discussed. Also, bluetooth hacking attack cases were analysed in order to illustrate
dangers of hacking attacks. Based on the analysis, two preventive measures were provided. First, Motor Vehicle
Safety Standard Law should be revised. Although the law provides the definition of electronic control system and
its standards as well as manufacturing and maintenance for safe driving standards, the law does not have standards
for electronic control system hacking prevention and defensive security programs or firmware. Second, to protect
motor vehicle communication network, it is necessary to create new laws for motor vehicle communication network

protection.

Key words : In Vehicle Network, Preventing Hacking Attacks, Bluetooth, Hi-Tech Crime, Convergence
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