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Over recent years there has been considerable growth in interest in the use of hiometric systems for personal
authentication. Biometrics is a field of technology which has been and is being used in the identification of
individuals based on some physical attribute. By using biometrics, authentication is directly linked to the person,
rather than their token or password. Biometric authentication is a type of system that relies on the unique biological
characteristics of individuals to verify identity for secure access to electronic systems. In 2013, Althobati et al.
proposed an efficient remote user authentication protocol using biometric information. However, we uncovered
Althobati et al.’s protocol does not guarantee its main security goal of mutual authentication. We showed this by
mounting threat of data integrity and bypassing the gateway node attack on Althobati et al’s protocol. In this
paper, we propose an improved scheme to overcome these security weaknesses by storing secret data in device. In
addition, our proposed scheme should provide not only security, but also efficiency since sensors in WSN(Wireless

Sensor Networks) operate with resource constraints such as limited power, computation, and storage space.
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In 2013, Althobati et al.[1] proposed an efficient
remote user authentication protocol using biometric
information[2-8]. The new technology of biometrics
is becoming a popular method for engineers to
design a more secure user authentication scheme. In
terms of physiological and behavioral human
characteristics, biometrics is used as a form of
identity access management and access control, and
it services to identity individuals in groups that are
under surveillance.

In their article, they claim that the user can be
authenticated using a biometric information and
establishers the session key to be shared with
between the server and the user. However, in [8],
we uncover Althobati et al’s protocol does not
guarantee its main security goal of mutual
authentication. We show this by mounting threat of
data integrity and bypassing the gateway node
attack on Althobati et al.’s protocol.

Now, we proposed improved Althobatie et al.’s pr
otocol for wireless sensor networks. This improvem
ent shows the effectiveness of the proposed improve
d Althobatie et al.’s protocol in terms of computatio
n. Our protocol is extremely efficient in terms of the
computation cost since protocol participants perform
only a few hash function operations. Our improveme
nt is both in efficiency and in security; the former b
y reducing the use of encryption and decryption and

the latter by providing an important security goal.

2. The proposed an Biometric
Authentication Protocol for WSN

This section presents our biometric authentication
protocol for wireless sensor networks. The protocol
participants include a gateway node, a remote user,

and a server. For simplicity, we denote the gateway

node by G the remote user by U, and the server
by 5. Our protocol consists of three phases:
registration phase, login phase, and authentication
phase. The registration phase is performed only
once per user when a new user registers itself with
the gateway node. The authentication phase is
carried out whenever a user wants to gain access to
server. The system parameters listed in Table 1 are
assumed to have been established in advance before
the protocol is used in practice.

During some initialization phase, the biometric
encryption will take place by using a fuzzy
commitment scheme as in [16]. Fuzzy commitment
scheme overcomes the drawback of traditional
biometric systems where there is no need to store
neither images nor the template of them in the
memory.

<Tabhle 1> Notation

U device of entity U.

[

ID. identity of an entity U,

i

SID. | identity of a server 5]

iris; | the feature of the user U’s iris

K the secret key of the gateway G'W

N the secret parameter generated by GW and sec
j urely stored in designated SJ

Tg the secret key of the gateway GW

h( s )| One-way hash function

I Concatenation operation

D XOR operation

2.1 Registration Phase

This is the phase where a new registration of a u
ser takes place. Our protocol is performed by extract
ing the features of iris using an Fig 2. Registration
phase of our iris recognition system. Additionally, th
e hash value of the encryption key will be saved wit
h the BE template to be able to reject incorrect keys
in an early step, before beginning the process of rem

ote authentication as shown in Fig 1. When the BE
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(Figure 1) Saving user’s secret key

template is saved in the user’s device, the user can
retrieve his key by capturing an image of his iris vi
a the user’s device camera. After that, the features o
f iris will be extracted by the iris recognition model,
then OXRed with the BE template to regenerate the
user’s key as shown in Fig. 2.

BE templace

1001100101

0101100101

(Figure 2) Retrieving user’s secret key

2.2 Login Phase

This phase is carried out whenever the user
visits a gateway node and wants to gain access to

the server S]

L1. After iris acquisition by camera in the

U's device, the features of U's iris are

extracted.

L2. The iris’'s features are corrected by error
correcting code and hashed by SHA 256.

L3. Then, U, computes

RP" = BEDh/(iris,),

A; = A, Dhliris,),

C, = C, ®hliris,),

H RP =h(RP*) and checks that whether

H_RP equals H _RP, or not. If the variable is not
equal, U, rejects the login request. Otherwise, the

application is proceeded. U, continually obtains the

current timestamp 7; and computes

X; = C®H RP,

DID, = h(H_RP]|Xy) ®h(Xg|RN|IT,),

My o=h(A)Xe) Sh(XIRNIT),

v, = RZ\C@X; .

L 4. After that, U, sends

<IID;, DID,, My, ~v;, T,> to the gateway GW
node.

2.3 Authentication and key agreement Phase

With the login request message

{ID,, DID;, My,_ s v;, T; >, the scheme enters the
authentication phase during which GW and S] node
perform the following steps:

Al. When the login request arrives

{ID,,DID,, M,_ ,v;, T, >, the GW node checks
the freshness of the timestamp 7;. GW aborts if
the check 7; fail. Otherwise, GW retrieves the
current timestamp 7 G and computes

Xy =h(ID]lzg),

RN, =v,® X,

X =DID®h(XRNIT,),

My, o=h(X @&h(H RPJIK)|XJRNIT;).

GW verifies that M,_,=M,_ .. If the

verification fails, GW aborts the protocol.
Otherwise, GW computes
Xg= h(SID|lxg).

My s=h(DID|ISID)IXy).
w; = RN, Xy,

Then, GW sends the
<DID;, M_ 5 w;, Tg> to the server .S;.

message

A2. After receiving <DID,, M_sw,;, T> from
GW, §; checks the freshness of the timestamp 7.
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Sj aborts if the check 7 fail. Otherwise, S]

retrieves the current timestamp T; and computes

Me_s=h(DID|ISID| X T,,),

RN, =w,® X,

y; = RN, D RN,

Ms._ = h(DID)|RNJIRN)|T).

S, checks that whether My, ¢ equals M,_g or
not. If the verification is not equal, SJ aborts the
session.  Then, SJ sends  the
<Ms_ppy; Ti> to the user U,

A3. After receiving <My y, Tjp from S,

message

user U, checks if the timestamp T] is fresh. If not,

U, aborts the session. Otherwise, U, computes

RN, =y,®RN;and My ;= h(DIDJ|IRNJIRN]| T;).

U, verifies that Mgy ;= Mg . If the verification

i

fails, U, aborts the protocol. Otherwise, U,

computes the session key
Kg= f((DID|RN;), RN,).

3. Security Analysis in the
Proposed Protocol

Passwords are very important to user accounts,
and there may come a time when you need to
change your password. Or, maybe you've forgotten
it. Whatever the case, we also proposed a password

change phase.

3.1 Password Change Phase

During the password change phase, U, updates

1
the password without any assistance from server
and gateway.

This phase consists of the following steps.

Step 1. Extracts iris;

RP, = BEDh(iris,)
H RP,=h(RP))
X, = C;®h(ID|H RP))

B =h(H_RP,®X_)

B =B,
Step 2. Generates RP,; =h(RP,;)
HER ni :h(RPru)

A,;=A;®h(H RP|Xy) ®h(H RP,|X)
B, =h(H_RP,®X)
C

i =X Oh(UID|H_RP,;)
Step 3. Replace A;, B; and C, with A

C

ni

B, and

ni’

3.2 Security Analysis on the Proposed Protocol

We now analyze the security of the proposed
protocol, considering impersonation attacks and
gateway node bypassing attack.

e To forge a valid response message < L,, >
of U, posing as .9, it is not suffices to obtain the
information stored in U;’s device ; H RP,. A, C,,
and BE

e To forge a valid response message <M
Yj» T7> of U, bypassing the gateway node, it is

not suffices to obtain the information stored in U.’s

i
device ; H RP,. A,;, C,L-/, and BE

Security analysis : Our protocol is extremely
efficient in terms of the computation cost since
protocol participants perform only a few hash
function operations. Our improvement is both in
efficiency and in security; the former by reducing
the use of encryption and decryption and the latter
by providing an important security goal. In Table. 2,
we compare the considerations on security of our

protocol with Althobaiti et al.’s protocol.
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(Table 2> Comparison of considerations on

security
considerations
on security L] &
password change phase X
impersonation attacks x O
gateway node bypassing atta y o
cks
session key establishment X O
mutual authentication x @)
data integrity X O
message confidentiality X O

¥ o our proposed work

4. Conclusion

This work has considered the security of Althob
aiti et al.’s authentication protocol[1] using biometric
information. We demonstrated this by a server impe
rsonation attack that completely compromises mutua
1 authentication of the protocol[8]. Now, we proposed
improved Althobatie et al.’s protocol for WSN. This
improvement shows the effectiveness of the propose
d improved Althobatie et al.’s protocol in terms of co

mputation.
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