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ABSTRACT

Commercial Off The Shelf(COTS) based one-way communication is advantageous in that support a low cost communication
and high speed one-way communication. This paper introduce a one-way communication method, and provides a implementation
method of one-way communication through modified device driver for COTS NIC. Then, To verify the advantage of the COTS
based one-way communication method, We present a sample implementation using Intel 82580 NIC, and present a possibility
that can contribute to the realization of one-way communication through experiments on performance and reliability.
Keywords: One-way Communication, Data Diode, Unidirectional network, DPDK, Device Driver
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Fig. 1. Unidirectional transmission using carrier
signal feedback
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Table 1. Registers about communication link

Offset [ Abbreviation [ Name [ RW
General

0x0000 CTRL Device Control Register RW

0x0018 CTRL_EXT Extended Device Control Register RW
Receive

0x0100 [ RCTL [ RX Control Register [ RW

0x4208 | PCS LCTL | PCS Link Control Register | RW

A z¥ A v, 2 o R ol AHES
S8k zefoln o] Frrt =R oA FHoh, o]/
AAS wAE7] 98] Kyung-Pyo Hongl8),
Diego Gonxalez Gomez(9)¢] =i+ UTP
Aol&e HA(pin) 7A4E v It=dold S

o ka4 AE S5l gz AdE A
s ek

gy, B E=gddAE Az EA] W e
NIC® F2h& Aol dA2EE A3 &
ALl S enable A7 ®r},

W

3.1 CHSE %AI% |é E{|7(|AE.| A—Ix-l

(=)

Fu3)7]
2

HE 4
S
=

chiksr B4l Sl 93 87 a4
B 4z Egodel woz tujol
8 xlo] ghEdE Aol NICY @

R = ER s
3 elof sh A 2FE Table 13} 2}

B eReAE e NICAAS] s 541
& FAoE WAl Hold LKME A8 73
1} gge] 23 Wi o]l e ol

=4

[ ui rﬂlo
K4
@.

A

o

&

A ad FAldl 234 & DPDK glelrelz]s A

o]5 $l& A4 tinjolx =afoluiel dolE A
DPDK °H%E17ﬂ°l*d°ﬂ 3 Xﬁti s = 7}%] 7]

, =] aﬂ AI—EHE
[AFIok ool ol sl FleRon e
m AH-El= 2584 (Auto-Negotiation) 7]
A7 Aoz ARS8 Folof gt
Z}%ﬁé*&"l% Ao A Smu B4l WS

o] Aol =it}
FHAAA 7 F8EH O Aol vl &
Zeo} A ¥l (Half duplex or Full duplex)<l
o, £x9] Z$ele 2Ed Gigabit Ethernet®]
AH8-3t2 10/100/1000Mbps®] Al 71A] HRAle] &
st EA41 wkAle Half duplex$t Full duplex
o] F 71 WAle] ol =gE, Duplex®) 4&e)o
WA= H}U}UL 10/100Mb/s w.=2] lefso] o]
uk nee}l Holg nrv) rhgslel. 2Ev
1000Mb/ d °1W—‘ HolF mrut 7lg3ltl.
HolE BTl AL £Ale] E=Elxog A
o] glo] HA HAl _']'T o] FAlell dold 4= glrt.
Ago] Azteb TX_DATA WAE E3) 53 4
ole}7} MACel# PHYZ Aw=lw dz &3
Al dlo]e7F MACSZ 7= RX_DATA =lelel
_._xﬂs]-p]._. RX DV }\]17]. tﬂ—xﬂﬂn:]/\] /R]o] z] sg
=
W el oAl T FHES 1000Mb/s
o] ol HolFHhrl o A dAste] AMggh},

O

3111 0|SSAHA T} B 3B MY

ke SAS S)Exe ofelel el QlE]se]x
5, =k B4l B 5o AA ws dR2EHE
W7 sfof 3k},

°]2 ¢3] Device Control Registers}
PCS(Physical Coding Sublayer) Link

Control Register, Extended Device Control
Registers A3t}

+ Device Control Register
tulo] 29 F8 2§ REE Alejshs 32bit



AR H 5 83]=

A

A (2016. 10)

1299

Duplex, Speed®} =
EEellA AN 7S A4t
st

Table 2. Device Control Register setting list

Define offset
E1000_CTRL_SPD_1000 0x0200
E1000_CTRL_FRCSPD 0x0800
E1000_CTRL_SLU 0x0040
E1000_CTRL_FD 0x0001
E1000_CTRL_FRCDPX 0x1000
E1000_CTRL_ILOS 0x0080
E1000_CTRL_RFCE 0x8000000
E1000_CTRL_TFCE 0x10000000

CTRL
Before : 0000 1000 1001 0000 Q001 1010 1100 0001
After - 0000 0000 1001 0000 0001 1010 0100 0001

Fig. B. Initial value and modified register value

* PCS Link Control Register

o] HA|~ElE E2|AI%2] SerDes, SGMII(Serial
Gigabit Media-Independent Interface)<}
1000BASE-KX PCS Qlgjsfo]xelA] & =ze} 33
A g Alelaly] glal g B =i 4

PC5_LCTL

Before : 0000 0010 0001 0100 0000 0000 0000 1100
4fter © 0000 O0OO QOO0 OOOO 0000 OO0 1011 11
Fig. 6. |Initial register value and modified

register value

Table 3. PCS Link Control Register setting list
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Table 4. Extended Device Control Register
setting list
Define offset
E1000_CTRL_EXT_LINK_MODE_
PCIE_SERDES 0xC00000

CTRL_EXT
Before : 0000 OO10 1101 0100 0000 1000 1000 0000
After 1 0000 OO10 1101 0100 0000 1000 1000 0000

Fig. 7. |Initial value and modified

register value

register
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RCTL
Before - QO00 0ODO 0OOO 0000 Q000 0000 00Q0 Q000
Define offset After @ 0000 O0OC 0OO0 QOO0 0O00 Oood 1100 aooo

E1000_PCS_LCTL_FLV_LINK_UP 0x0001
E1000 PCS LCTL FSV 1000 0x0004 Fig. 8. Initial register value and modified
E1000_PCS_LCTL_FDV_FULL 0x0008 register value
£1000_PCS_LCTL_FSD 0x0010 Table 5. Receive Control Register setting list
E1000_PCS_LCTL_FORCE_LINK 0x0020
E1000_PCS_LCTL_FORCE_FCTRL 0x0080 Define offset
E1000_PCS_LCTL_AN_RESTART 0x20000 E1000_RCTL_RXEN 0x02
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Fig. 9. Flow of execution in DPDK one-way communication application
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Fig. 10. Comparison of data path in LKM and DPDK

* CPU : Intel Core i5-4590 Processor
(3.3Ghz)

+ OS : Ubuntu 14.04 LTS

« RAM : 8GB (4GB * 2) Hynix Original

« NIC :Intel 82580 EB

* Driver : igb, igb_uio(DPDK 2.1.0)

Transmi itting Computer

Transmit Data

Fig. 11. Environment  for  unidirectional

communication using COTS NIC
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* Ethernet Header : 14 bytes
« IP Header : 20 bytes

* UDP Header : 8 bytes

« DATA : 1024 bytes
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Table 6. Results of packet loss test (50 Mbps)

Table 8. Comparison of transmission complete time

Size Speed Loss Percent ( % )
(MB) (Mb/s) LKM DPDK
128 50 0 0
256 50 0 0
512 50 0.2 0
768 50 0.4 0
1024 50 1.2 0.08

o Results of packet loss test (50 Mbps)
14
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08
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0.4

02
—

128 256 512 768 1024 (MBI

e LK) e DIP DK

Fig. 12. Results of packet loss test (50 Mbps)

Table 7. Results of packet loss test (130 Mbps)

Size Speed Loss Percent ( % )
(MB) (Mb/s) LKM DPDK
128 130 0.05 0
256 130 0.20 0
512 130 1.20 0
768 130 1.73 0
1024 130 3.95 0.15

Results of packet loss test (130 Mbps)

45
35
25
15

0.5

128 256 512 768 1024 (MBI

o | KM s DP DK

Fig. 13. Results of packet loss test (130 Mbps)

Transmission Result
Size | Speed time (Sec)
(MB) | (Mb/s) LKM | DPDK Perc(e;l)tage
(4

128 151 4.36 3.33 23.5
256 151 13.01 8.19 37.0
512 151 26.27 15.96 39.3
768 151 43.93 24.42 44 .4
1024 151 57.71 32.69 43.4

Comparison of Transmission speed time
(151 Mbps)

60
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c e na In M MR
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Fig. 14. Comparison of transmission complete
time
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