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The design of Biometrics System to enhance the security through the
Distributed Stored of Multiple Split bio_Templates

Yoon Kee Hong* * Ji Won Yoon™*

ABSTRACT

The biometrics information is very useful by the convenience of ownership and using. but the risk of crime of
malicious re-uses and infringement of personal privacy exist because the biometrics information is impossible to
change typically when the illegal interception occurred from others. therefore the importance of security on stored
management of biometrics information has been increased steadily. the existing biometric authentication system has
been stored only encrypted complete template at a single storage place. In this paper, we designed the Distributed
Stored of Multiple Split bio_Tenplate System that a template is divided in different ways by each user and stored in
other storage places from personal information to relieve user’s anxiety about the saved template and illegally
leaked through restored only template to authenticate and then delete.
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1. Logical Configuration

Template
Storage
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Extract
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Image Comparison Decision
processing
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2. Physical Configuration
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sensar Process Process

1) Standalone Type 2) Client / Server Type

(18 D AARLS Az=de) =24 B T2
22 AAAT N2" A2 HolH

BANZ Azl Aeshs 7 bl )
QAR QAR vho] 2 8Eo] Srh

3

® 702 A X (Personal Identity Information)
Aol ek QLS AT F glE AREN Z2
Y ARE Tkl SAT AL A T Qe
A5 o8 Ad ket AR Adate]l 1 Rls T
2 g de ARE vt wabd AANS Al
e s AARRY] Afatel 3t /E AR aH
A ID, 9 M3E Fol 4 4 AUt [6][9]

® AAAH (Biometrics Information)

Zt FfQInte] ZHA AL gl Ut AA A 540 A
T, A, A, dF, BATE, 9% 5o Mds
B AE e AAE AR 2 S 9l A99F
S 93 AubA el 4 s ASItE 5 A
A, 58 A" o AARRE A 24,
T8, WAE F ole AREN EAH-] FE5H7] o
A bR IA FA AR, oK, A Gl T
Fia=

® nloje €E3] (bio_Template)

A AAFRE AF 9 Hsh] Y8 5AHES
F&% T OHdolH R WS AAHEE vle]e
gEglolg} sl S AT AN Al2=gle] H9 A
& oolnA AAE AHEEe Zlo] oflE NE 5A
S fA"stste] 8420 A 9 HluA s}

¢ 718

o
off
S(_r‘
o

Qb el BARJNS A" dA 383

BAAZ Azdelre Fo AelHge 52, )
QA91%, AAEAP R e 4 9lon] R =
=] (<3}
pos

1__%_,

© F871%E HES FavldeA &
5 2 AAFS AFste AAJNF
® 5 =(Enrollment)
AANA ANE Tt gAY AARRE AF 5

L ojej fﬁd S33E F22 5 vhol s Eslelet

& dloHE WD Ak Aotk £E of 34
A BARE 52 ASAL A A2 A8
2 9l A e,

® J9lelZ(Authentication)

AREARE S-S W] flske] #2219 Hlo] e &Sl
A A HERE AFe HY SEIAAA
oln] A7 A2le uio] e W& 83} vlalste] E2lo]
g=AE wEstel HF O iR ASoR
(Pass/Fail) & AAst= 402 nlo] QglZE vl
Aztel ol ddid(1: Dularg} gk

® 7j¢12 4 (Identification)
ARJNAEA R glo] A3 vlo] SxlElel tsle] s
1‘61— xgig,] Al YL iLo].LHL: 7-]0; o]u}] xg;zﬂo].z_ ;\]

29e RN ofn AYsl] g RE vl
eRB vuste] Y FAHESL B R
HEgne AFshs Bgoz vmdtel o5 U

tH1: Nyuj e} 6],

BAQFAZHANA Qo] Bt 4 Ao A
B8 F ode PRe A2Y P4 oy Aedi
of weh thes 2o A9 a45S w4 oot

= Akele] siF2l10111[12][13) 55 Hl=s8ke] o]



olueh QBT

LN

HH

3}
=

A

[e)

b oEo]EfQl nHle]

O
715

pad

Q

bio_Template)7] 2] A KA

holn

X

(2016. 12)
Aot A

<

olA 7§e1el

]

A8l =

=
R

Al

2=

A4 A 164 A7

=

i

3] AR

?l_

5

B

E

1
i
=

34 &3

9
had

e

A2 Qe dlolE

oF

TERIo DT ARTL YRGB o 7 PP TE
o W F W TN o T il < Ho 70
I T R O T I & 20 AT g = T o
B Do EE oy BB R Mo R T
T oG KT B H W T - o T W oo oo B ok
W o W T o T of B W g W W = Mo T WA R
P a® oA T o ol o~ o T, W om
h B o= 9 T O N MRl X 4 = 3 R oy o O iom
O (rl o= )
Bo oih B~y BP9 wl) == n oo N A=z T o o <
o A o I ) o B o o < R ol % T AT o T
W N m X o B WO i N T o =0 W T ox oo N
T g R By on R ety L= ST e
SRESTLF2RTIC Za K FCg T oy m w5
3 oty X — = ¥ o B o] o < o= nH T
o o\ o = F oo AR b4 WX e No o . % o
L o A A @e TH [ = T o B o W oF ™ ~ = o) " %o ™ % my pe
m%%ﬁ%ﬂﬂ@%%%%%%g BT e g ﬂﬂﬂm%%ym%
PPN T T A HE e L g L A
LS B I . S R S H By Zpm™Twm =T
P o pex Tapele B ISy TEwlamae oy
JM%M%W%ME%%W@@% ._.A.oﬁﬂomat %H?Jﬂo%uuuﬁr
0=l 3 | = 23 0 e _
Uk ahmd LT T w g Wy RO E %%HWV@@M
- = = XS ET o %A 0 w2 0 = ol ok X = T
< =T ~ — N 2 = Y- Qs ) — w2 =0 — ~
H N W ®OH AR T W T — ) % o T WO Re
oo N o W OF o W ON mk Mo Lo oof of A o ~ Ne e ™ X H W Rl T T
PRRUEERSEIAAT LA 2GR
— B o N E =W T, o~ < o 5
T TR A IR SR = :
4 W o o o) m ff N X o B — 55 | -
~, B o= X S ™ =K D.A 2 &8 e
No o m+ 63 Wl o o ® o o BK o o 2 = P8 |
ol %o = oo o BTG R - MV RE 83 | of
TR M@ edhe 5T EWh %y, , T
=0 Ltﬂ o X ﬂdrio,m% ™ G e
o B oy S oo oA E o ~ <0
_ ¥ & ™ m ) TR B IR sl < A S
o ™ __ T s = =n T G TR VN X o
(OGN« L A T = T wg) \ &8\
2T TR n o T o T o P | | |BE%| e 5E
= = 14]‘_ w2 S o . oW || 5z * E%
T E R oo o d " oo B % SRV TREVAN + V&)
ot~ — — X ~ oy —~ =0 pild A / & | / S8/ —
— T 9o ® o g X B o RO = Ml i o T_ L /7 v/
BOE.H,AIET .@FL‘HAIIO#.&WHE EE]‘._,_A.O o X i.zrc m ;Z . A#
(%) —~ =X 0 0 = —~y Tlv.- —_—
S ARG W AT gk Do — X
Eodafoapod O g2® 4 _ 3 o5 | No
TP - SO C N T I T S R
4 Fam T EE _ BT oMy PR A gl |
o w Moy °HT RGO oy = g L ) =
5 T o LI SRS )2 fest X
oo W H N o ® OOF SR < m oo T F R ~
JAAOAS n E TR B el ™
sy F 0‘_ lrL.w ‘l,a.e 5.0 e UT_ =y ]
e T - VI T I NS : g2 w
of T W ) ~ Gy A RO ol RV oy 35| N
Mo & %o or B # o BK Hl oF Q) or oW T RO B W a1

A ujel

& el 2A
=
o

—

o

L

L=

=

o

]

s}o
=< 1o

=]
Rus

L
L

s

A7 mlE 1,2
2}

A

& A% MH#L2

Split

AR A2
of Multiple

1

A

3. AAARE o
DSMST(Distributed = Stored



Atgehs o ds Hdth

w

il
o

ol
=}

ABARE T g A

1. BT= Create_Template (Bio_Image, P_ID)
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ﬁ 4. Template Split_ Function (BT , S Key, P ID)
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2. t=get Create Time (BT)
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5. Send_Template_rFunction

(BT1, SVRL, BT2, S5VR2)

" S Key (0) :
for {(i = 0Dtoxend /2){
for (j=0 to j_end ) {
Split BT( i, j ) = BTG, j) }
}
S Key (1) :
for (i=0toxend){
if (jlend == 0) {
break; }
for (j =0 toj_end ) {
Split BTG, j) = BTCi, ji; }

\\ jend =j end -1; }

S Key (2) :
for (i = 0 to x end ){
for (jtojend /2){
Spilt_BTG, j) = BTG, j) )
}
S_Key (3):
1=0;
for (i=0toxend){
i => jend) {
break; }
for (j
Split_BT({, j) = BT( i, j)}
i=i+ 1}

to j_end ) {
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(P_ID : Personal Information, BT: bio_Template)

Stored P_ID Stored P_ID
. . . DSMST
Comparison |and BT in the|and BT in the .
K Technique
same place | different place
Hacking weakly safely more safely
Reusing weakly safely more safely
Falsification| weakly weakly | more safely
Internal
weakly safely more safely
Fake
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<E 3> Az=" Fd 3

Item Content
W 2 X Primergy rx2540,
2 x Intel Xeon E5-2620 2.0GHz, 8GB Memory
0S Red Hat Enterprise release 6.6
Encrypt OpenSSL
Split Ixsplit
Hash mdbSsum

41 H£EHEA 4 FQ FYPIC
Hg ASEAND TS RS D8]
A ;A A A R 7] A g
1) vpol gl Z8l 5l A4
_file="$1"
[ $% -eq 0 ] && { echo "Usage: $0 filename”;
# if file not found, display an error and die
[ ! -f"$_file" ] && { echo "$0: $_file file not  found.”;
exit 2;; )
# if file found, create hash, encryption
# Time check
h_start_time="date +%s.%N"
h_start_time_string="date"
[ -f "$_file" ] && { echo "1. create hash file";
mdbsum $_file > "$_file”.md5;
h_end_time="date +%s.2%6N"
h_end_time_string="date"
elapsed_time="echo”"$h_end_time - $h_start_time” | bc'
stime="echo”$elapsed_time—(($elapsed_time/60) * 60)” | be'
echo "hash_elapsed_time : ${stime} Seconds"mc
2) A58 gust

echo "create encryption file”;

exit 1; }

openssl enc —aes-256-chc -in "$_file” -out "$_file”.
enc -pass file//root/hyk/password.txt; }

3 HER =3

echo —e "Split bio_Template”

_file_enc="$_file”.enc

_file_md5="%$_file".md5

_size=$(s -al "$_file_enc” | awk '{print $5}")

[ $($size % 2) —eq 0 ] & { _halfsize=Hexpr $ size / 2); }
[ $US_size % 2)) —ne 0 ] && { _size=%(expr $_size
+1); _halfsize=$(expr $_size / 2); }

[ f"$fileend ] & [ "% file B’ | & { mm 1f "$ file;
Ixsplit —s "$ fileenc” "$ halfsize”; rm —rf "$_file_enc”;}

4) HE3l 2
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echo —e "Distribute files”;

[ -f "$_file_enc_001" | && [ -f "$_file_enc_002" ] &

&lsp p "Sileenc 0" "root@ 01669561 roo/hyk/saver$ file e, (0

1, rm -rf "$_file_enc_001";

spp "$ file e 002" "roct@I01659668 root/hyie/save/$ file enc, (002

rm -rf "$_file_enc_002";}

5 ®E8 A5 2 ¥

echo —e "Gather the Split & Merge files.”

{scp"root@10.166.95.61:/root/save/$_file_enc_001" ".”;

scproot@10.166.95.68 :/root/save/$_file_enc_002” ".”;}

echo —e "Merge the split files”

[ -f "$_file_enc_001" ] && [ -f "$ file_enc_ 002" ] && {
Ixsplit —j "$_file_enc_001"; }

6) B3 533 ¥ Hash AAF

echo —e "Decryption”

[ -f "% file_enc” ] && { rm -rf "$_file_enc_001";

rm -rf "$_file_enc_002";

openssl enc -d —aes—256-cbc -in /root/hyk/h.dat.enc

-out h.dat —pass file:/root/hyk/password.txt;

rm -rf "$_file_enc”; }

echo -e "Hash check”

[ -f "% file” ] && [ -f "$_file_md5” ] && {

md5sum -c h.dat.md5; }

42 A523 2 A=d 534
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<E 4> gAE AR AL A7

Item Elapse time (sec)
bio_Template Hash 0.00314
bio_Template Encryption 0.00667
bio_Template Split 0.00344
Split_Template Distribution 0.0055
Split_Template Gathering 0.0041
Split_Template Merge 0.00403
bio_Template Decryption 0.0083
bio_Template hash check 0.00317
Total Elapse Time 0.0892
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