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ABSTRACT

Identity Privacy issues such as exposures of IMSIs(International Mobile Subscriber Identities) in access network have been
consistently raised throughout GSM, UMTS, LTE in 3GPP. The 3GPP specification uses temporary identities instead of IMSI to
ensure anonymity of the user. Even if temporary identities are disclosed, Identity Privacy may be maintained at a safe level by
security policies such as no linkability and periodic update. But in case of IMSI, it cannot be changed even though it is exposed.
There still exist some situations that IMSI is used in clear text for the authentication. Therefore, a protective mechanism for the
identity confidentiality is needed. In this paper we propose a protocol based on IBE(Identity-based Encryption) to protect permanent
identities in access network. By simplifying the scheme, this protocol has minimized the system impact on current 3GPP environment.
And this scheme can be applied to all kind of permanent identities and 3GPP AKA(Authentication and Key Agreement) protocols in

access network.

Keywords : Identity Privacy,

3GPP H<&
A9 Zeholu A

Identity-Based Encryption, Access Network,

IMSI, AKA, 3GPP

doll A ID 7]8F k35 o] &3t

A4 A7

o =4F =t
dg8d-0ls=
(=] f

4 A4 W(Access Network)oll41€] IMSI(International Mobile Subscriber Identity) ¢

2o A9 =Zelo]W Al (Identity Privacy)

A= 3GPP(3rd Generation Partnership Project)ell 4] GSM, UMTS, LTEE ®ds)] o= %E’} 3] A7) E ] ghot ofH A Adi=
AEA il gtk 3GPPAAE @A ofoltE tlalste] QIA] ofolt]E wWhgsle] AbgStiL, AMEEE ofolr] kel <A
(Linkability) 2 $lolar #7141 A] ofolt] Aale 83k Ay 22 Het AAS T A9 wFo] ojx Ax T 3o {4
skal ek e FAQl ofeltrt HiEo R AFHE AT AL dAsta i, g ofelt]e] Agol= g w=FHW ofolr] WA
o] Brb5sly] Wiel ol& BIsh] A% fue]l WAl Fasit 2 =EdAE ID 71w ¢S (Identity-based Encryption)& Al-g-3}od
A WolAl IMSI 22 G729l ololtE HFdH= 7S AUdsgrt Z2EF 125 wesh gozEn e 1A °]’°] =
o= 83 4= oA s, thE 3GPP AKA(Authentication and Key Agreement) TEEZED 33 =2 AAste] a4 £9 5
3GPP Al M® A8 7hesstms gl
FI/E - MR ZalolHAl, A J|HE &S & Tt IMSI, AKA, 3GPP
LM B FEANAE A4 A9 AULS Ad g A A 54
S gosta gloHll
1 3GPPOllAM A2l Z2lo[t{A| o A}gAF AY 7)EA g FAA AHEA IDAMSDE &
3GPP(3rd Generation Partnership Project) F4 W H<b A o= oF o

.« AHEA 913 7

A

=4 Ao ApeAe @A 914

S
T A 3 o nEetn AR K sy AabaA B B _
R veqnnsﬁ AR W 2o =& ARIF EF o= gk Hr)
Manuscnpt Received : May 24, 2016 . -
First Revision: July 28, 2016 o AMERE FH B - FAAE UE MU|AE] e A}
Accepted : August 23, 2016 LA AEH I YA F2E = glojME otdn

# Corresponding Author : Dong Hoon Lee(donghlee@korea.ac.kr)



362 ZEMelSs=2A/EFEH 2 L ALY

UE MME

IDENTITY REQUEST
Start T3470

IDENTITY RESPONSE(IMSI)

Stop T3470

UE MME

ATTACH REQUEST(IMSI)

Start T3410

Fig. 1. Signaling Messages with IMSI
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