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ABSTRACT

1 person media is becoming the leading trend among several media in the Internet era exploiting the individual desire of showing
off. But, the vast accessibility of Internet produces the worry about privacy risk, which concludes in the increasement of closed SNS.
In this paper, we propose a system based on PWW (Person Wide Web) where a person is producing a media and share it with other
persons. PWW is an information system which consists of a smart-phone, mobile anchors, a standard web document, and his own
cloud storage. An information consumer gets the link using his smart-phone from the mobile anchors attached on the objects in the
field. The web browser in the smart-phone obtains the web documents designated by the link and presents it. We also explains the 1
person media system based on PWW and presents the example utilized in the field. We compared and analyzed the security factor of
the system based on between WWW and PWW, and concluded that PWW is better than WWW in the aspect of security.
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Table 1. An Analysis Table of Weakness
Item Subsection WWW PWW
1-1 The app protected and Code Obfuscation N N
1. App Security 1-2 The app integrity verification N N
1-3 Check the rooting N N
. 2-1 Encryption of important information in application execution file N Y
2. Sensitive Data Storage - - - —
2-2 Encryption of important information in Source Code N Y
3-1 Filtering of Special Characters Y Y
3. Input Validation 3-2 Download file path verification N N
3-3 Parameters manipulation verification Y Y
4-1 Enhanced authentication method Y Y
4-2 Safety Secure password Y Y
4. Authentication 4-3 Authentication Failure Notification Y Y
4-4 Enhanced important function certification Y Y
4-5 Detection self-signed certificate Y -
5-1 Application permissions settings Y Y
o 5-2 Other users theft control N N
5. Authorization
5-3 Bypass prohibition of limit of function N Y
5-4 Remove that Activity unnecessary or unused N Y
6. Session Management 6-1 Session protection Y Y
7. Exception Management 7-1 Implementation of error handling N Y
8-1 Encrypt that Important information when sending Y Y
8. Cryptography X ; ; - -
8-2 Using secure encryption algorithms and key lengths in transmission N N
9. Protocol 9-1 Using secure protocols Y Y
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