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Abstract

With the growing trend of pervasive computing, (the idea that technology is moving beyond personal computers to

everyday devices) there is a growing demand for lightweight ciphers to safeguard data in a network that is always
available. For all block cipher applications, the AES is the preferred choice. However, devices used in pervasive computing
have extremely constraint environment and as such the AES will not be suitable. In this paper we design and implement
a new lightweight compact block cipher that takes advantage of both S-P network and the Feistel structure. The cipher
uses the S-box of PRESENT algorithm and a key dependent one stage omega permutation network is used as the
cipher’s P-box. The cipher is implemented on iNEXT-V6 board equipped with virtex-6 FPGA. The design synthesized to
196 slices at 337 MHz maximum clock frequency.

Keywords : Lightweight ciphers, AES, S-box, P-box, PRESENT algorithm

1. Introduction

items. These devices record,

with computing power are attached to house hold

store and update

Today, there is rise in the mass—deployment of
pervasive computing. In pervasive computing, devices
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sensitive information about the medium they are
attached to. It is therefore sad to note that though
the information available in pervasive devices are
sensitive, not much work have been done to protect
such information from adversaries.

Due to cost-constraints in the mass—deployment of
pervasive computing, it is inherent to use devices
that are constraint in terms of computing capabilities,
memory capacitance and power supply. One technology

that is widely used in pervasive computing is the
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RFID technology. RFID tags have a user memory
capacity of about 512 bits and also the response time
should be less than a 100us according to the ISO/IEC
18000 standard”. With these constraints, standard
algorithms  like AES™
implemented on such devices. Therefore the research
shifted to cryptography.
According to the ISO/IEC standard on lightweight
cryptography, the number of slices of LUTs should
be 100-300",

An entirely new design that has been accepted as
an ISO/IEC standard is the PRESENT" algorithm.
The PRESENT has one of the smallest S-boxes
available. The downside to the PRESENT algorithm
1s that it requires 31 rounds to encrypt a block of
data which translates to 310 us per block at 100
KHz. This falls short of the response time for RFID
tags. Another ISO/IEC standard algorithm is CLEFIA
Gl developed by SONY. This uses two S-boxes and
two P-boxes and therefore requires much more
memory than the PRESENT algorithm. Table 1

summaries some encryption algorithms in existence.

cryptographic cannot be

focus has lightweight

The aim of this paper is to describe the hardware
design and implementation of a new lightweight
block cipher that meets the requirements of both
ISO/IEC 18000 standard of less than 100us response
time for RFID tags and ISO/IEC standard of 100-300
LUTs for lightweight ciphers. Our cipher uses the
Feistel structure together with an S-box and P-box.
To prevent the idea of a backdoor into the algorithm,
the PRESENT S-box. Our

dependent one stage omega permutation network.

P-box uses a key

This entirely new permutation box was designed to
not only meet the strict avalanche criterion[6] but to
also make cryptanalysis of the cipher a lot more
difficult.

The cipher takes a 64 bit user input data and 128
bit user input key. The 64 bit data passes through 8
rounds of encryption with each round using a new

round key generated by the key generation algorithm.
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Table1.

2S5t el

Encryption Algorithms

Algorith S-box memory Cycl block o for@ioo

gorithm D 3 ycles per bloc encryption
requirement (bits) Kz (us)

AES 2048 12 120
PRESENT 64 3l 310
TEA - 6 60
CLEFIA 409 18 180
DESL 26 16 160
HIGHT - 3 520

II. New Lightweight Block Cipher

1. Encryption/Decryption Algorithm Description

The new lightweight block cipher uses the Feistel
network structure and consists of only 8 rounds. The
block length is 64 bits and it uses a 128 bits key
length. Each round consists of two stages. The first
stage passes data through four operations: AddRoundKey,
S-Box, P-Box and a second AddRoundKey. The second
stage consists of the same set of operations with
only a change in the keys used. The beauty about
the Feistel structure is that the encryption routine
and the decryption routine of the algorithm are
virtually the same. Fig. 1 shows a top level algorithm
description of the encryption routine and Fig. 2
shows a top level algorithm description routine of the

new lightweight block cipher.

2. AddRoundKey Layer

The new lightweight block cipher uses a 128 bit
key size which is enough to discourage a brute force
attack. The 128 bit key K for each round is divide
into four keys KO, K1, K2 and K3. Each of the four
keys consists of 32 bits. K is allocated to the four
key locations as follow: KO0=K[31:0], K1=K[63:32],
K2=K[9%:64] and K3=K[127:96]. The AddRoundKey
operation which is a simple XOR is applied four
times in each round of the algorithm.

For the encryption routine, Stage 1 in each round
uses KO and K1 while stage 2 in each round uses K2
and K3 and for the decryption routine, Stage 1 in
each round uses K2 and K3 while stage 2 in each
round uses KO and Kl Given the 32 bit key
K=K31..KO and the current state S=S31..S0, the
AddRoundKey operation is shown in Fig. 3.
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Plaintext (64 bits)

STAGE 1

For(i=0; i<8; i=i+1)
{

//STAGE 1

statel = AddRoundKey(Ri,K0)
statel = S-Box(statel)

statel = P-Box(state1,K0,K1)

statel = AddRoundKey(statel,Li,K1)
Li+l = statel

//STAGE 2

state2 = AddRoundKey(Li+1,K2)
state2 = S-Box(state2)

state2 = P-Box(state2,K2,K3)

state2 = AddRoundKey(state2,Ri,K3)

Ri+l = state2

//KEY GENERATION
GenerateRoundKey(K0,K1,K2,K3)

}

For 7 rounds

71E 4535t oty

Encryption Routine Description.

Ciphertext (64 bits)

STAGE 1

//KEY GENERATION FOR ROUND 1
GenerateRoundKey(K0,K1,K2,K3)

For(i=0; i<8; i=i+1)

J/STAGE 1
statel = AddRoundKey(Ri,K2)
statel = S-Box(statel)

statel = P-Box(statel,K2,K3)

statel = AddRoundKey(statel,Li,K2)
Li+1l = statel

//STAGE 2

state2 = AddRoundKey(Li+1,K0)
state2 = S-Box(state2)

state2 = P-Box(state2,K0,K1)

state2 = AddRoundKey(state2,Ri,K1)
Ri+l

= state2

//KEY GENERATION

For 7 rounds GenerateRoundKey(K0,K1,K2,K3)

Plaintext (64 bits)

718 253 1ty

Decryption Routine Description.

=
Fig. 2.

I3 3.
Fig. 3. AddRoundKey Operation.

AddRoundKey ¢14F i

3. S—Box Layer

In symmetric key algorithms, the substitution—-box
(5-Box) is the basic component which performs
substitution of bits. The S-Box is used to mask the
relationship between the key and the ciphertext[7]
(Shannon’s property of confusion). Generally, the
S-Box takes some number of input bits and maps it
to some number of output bits with output bits value

representing the transformed value of the input. The

(1551)

eight S-Boxes used in Data Encryption Standard
algorithm were studied intensely because experts
were sure that there was a backdoor to the algorithm
which later proved to be false. To clear all doubts
about a backdoor into the our cipher, the decision
was made to employ the S-Box of the PRESENT
algorithm. The PRESENT S-Box is resistant to both
linear and differential cryptanalysis.

Table 2 shows the PRESENT S-Box used by the new
lightweight block cipher. The S-Box is a 4 bit to 4 bit
S-Box St F; — F;l .

For the S-Box layer, the current state S3..Sp is
4 bit W7.W0  where
Wi=Spi3l |Ssaeol |Spie1 S for 0<i<7. The output
nibble S/Wi] provides the updated state. The
encryption algorithm and the decryption algorithm use

considered  as words

the same S-Box.

¥ 2. Substitution 2hA (S-2kA)
Table2.  Substitution Box. (S-Box)

X 0 1 2 3 4 5 6 8 9 B|C|D|E|F
S[x] C| 5 6| B| 9 O|lA|D| 3| E|F| 8 4 7 1 2

4. P—Box Layer

In cryptography, a permutation box (P-Box) is
used to permute bits across S-Box inputs. If the
P-Box is implemented carefully, the outputs of the
S-Boxes are distributed to as many S-Box inputs as
possible. Though the S-Box layer is the most critical
part of S-P network block cipher, the P-Box is
essential in meeting the strict avalanche criterion of
the cipher. The strict avalanche criterion (SAC) is
satisfied whenever a single input bit is inverted, each
output bit changes with a probability of 50%.

Many block ciphers employ the use of fixed
P-Boxes. With the advent of differential and linear
cryptanalysis, a fixed P-Box is no longer secure. A
completely new kind of P-Box is proposed in this
paper. The P-Box proposed is the Key Dependent
One Stage Omega Permutation Network.

As shown in Fig. 4, the P-Box layer consist of 32
2-to-1 multiplexers. A 16 bit variable KEY_BITS

serve as the select signals to the multiplexers. Two
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multiplexers are controlled by one select signal (from
KEY_BITS).

For the encryption routine the lower half of the 128 bit
round key (key[63:0]) is used to calculate the
KEY_BITS as follows: KEY_BITS[15:0] = key[63:48]
~ key[47:32] © key[31:16] ~ keyl15:0], where the
operator (*) is the exclusive-or operator.

The algorithm for generating the outputs of the
P-Box in Fig. 4 In the algorithm,
in_datal31:0] indicates the outputs of the S-Box while
pbox[31:0] indicates the output of the P-Box. Here
again, the encryption algorithm and the decryption

is  shown

algorithm use the same P-Box.

S-Box input bits

‘31l30|29[lez7|26[25|24]23[22|2|‘20||!|18‘|7||5|15‘l4|13||2[“||0]9[!|7‘5|5|4‘3|Zl|‘0|

DS 58
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‘31[!D|29[Z![Z7|16[Z§|Zl‘13[12|2|‘M||9||ﬂ‘|7||S||5‘M||3||1[“|W‘9[!|7‘6|§|l‘3|2‘|‘0|

P-Box output bits Ki = KEY BITS[i]

a8 4. Permutation 24 (P-
Fig. 4. Permutation Box. (P-Box)

4. Key Schedule Algorithm
an algorithm for

computing, performance is rated above security. In

In implementing pervasive
the design of the new lightweight block cipher some
of the considerations that were made before
designing the key schedule algorithm include: The
key schedule algorithm should be very simple, the
key schedule algorithm should be fast, the key
schedule algorithm should use minimal hardware
resources.

For the encryption key schedule, the 128 bit user
supplied key is stored in a register. The key schedule
algorithm for the encryption routine as shown in Fig.
5 while the key schedule algorithm for the decryption
routine is shown in Fig. 6.

Since the algorithm involves only a circular shift

(1552)
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operations, it requires very few hardware resources
to implement. Also, a completely unique key is
generated for each round of encryption and decryption.
This discourages the use of related key attacks to
cryptanalyze the key schedule algorithm.

128 bit user key|

128

128,

Left Rotate by 25 bits //ENCRYPTION KEY SCHEDULE
ROUND;: K1 = input key

For(i=2; i<8; i=i+1)

ROUND;: KEY;= KEY;_4 « 25

128

Left Rotate by 25 bits| }

, For 5 more rounds |

. .
128,
Left Rotate by 25 bits

2oat 7| AHE LE[F

Encryption Key Schedule Algorithm.

gl 5.
Fig. 5.

128 bit user key|
128
alkight Rotate by 81 bits K1 I—I
128
9|Right Rotate by 25 bits K2
For(i=2; i<8; i=i+1)
{
128 }
by 25 bits K3 I—I

For 5 more rounds

.
+ . .
+ . .
128
L)Iﬁighr Rotate by 25 bits K& I

a6 =33t 7| AHE LDEE

Fig. 6. Decryption Key Schedule Algorithm.

//DECRYPTION KEY SCHEDULE
ROUND;: KEY;= input key » 81

ROUND;: KEY;= KEY;_; > 25

9|Nghr Rotate

1. Experiment

To evaluate the performance of the proposed
design, we synthesized the design using Xilinx ISE
14.3 on an iINEXT-V6 board equipped with virtex 6
FPGA. Mentor Graphics Modelsim SE-64 10.1c was
used for the purpose of simulation. Fig. 7 shows the
simulation results of an encryption/decryption core of

the propose cipher. From the figure, it can be seen
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that it takes only 8 clock cycles for each encryption simulation was set at 10ns and the time for the entire

and decryption routines. The synthesis results compared encryption and decryption was taken. The result of this

to other algorithms is shown in Table 3. experiment is shown in Table 4.

Original image Encrypted image Decrypted image

| & cyces for encryprion | | 8 cycles for decryotior |

Encryption Decryption
dgorithm iy dgorithm

0935326354386 |

|50

a2l 8. HMeotsteE tssy=E53s)t olo|X| HE
|Laac olantext and <ey| Final encrypted value Load ciphertext anc ey Final decrypted value F|g 8 Encryptlon/Decrypnon |mages
2| ol55H/E S35 AlEa0|AM _ o - =
Fj.:' ; ge Vi/iD* '?“C'h Simia E 4 %ssy=sst ofZ2|#olM b1
9. 7. Encryption/Decryption Core Simulation. Table4. Encryption/Decryption Application Comparison.
) Required tim
Algorithm | Tmage sie | Clock | Gyciepbiock ;321/?3% .
ks XO._";E otz SlES 24 7 H| S|
3 A OF_ Z2lE oh=of = bl AES” A30x272 10 1 0.120
Table3. Decryption Key Schedule Algorithm. PRESENT" 480272 10 32 0.080
Mbps per] TEAY 480x272 10 64 0.160
Max Clock Block .
. ock | ge. Area (Through e ;
Design d;lgy cy](;llgfﬂ(per ]S;ég 1l:)(itsslze sliceeas ut K/}lbgpsp Ma{;gas/ Proposed 430x272 10 8 0.021
slice
PRESENTIS]| 394 32 64 128 202 503 25
AES[9] | 2000 46 128 128 222 139 062 2. Investigating the Avalanche Effect
CLEFIA[10] 54 36 128 128 270 658 240
Camelliald] | 7% | 8B 128 128 318 | 1841 | 006 In the following, we give ten test vectors for the
Tiny XTEA[9] 1597 112 64 128 254 3.78 0.14 . . ) .
Proposed | 297 8 61 128 19 | 2693 | 1376 new lightweight block cipher. Here, the cipher key

“ABCDEF02753191 ADISSDABFMYACTIA” remain constant
but the plaintext change by one bit. This is to test
The

hamming distance (bit change in two ciphertexts in

1. Image Encryption/Decryption Application

In this experiment the proposed design is used to the avalanche nature of the new cipher.

perform image encryption and decryption in other to

evaluate the real time processing performance of the which their plaintext differ by one) is calculated by

is carried out on the taking the exclusive-or of the two ciphertexts. All

design. The experiment
INEXT-V6 test board. The test image is an image of

the actress Angelina Jolie in 480x272 JPEG format. In

data are expressed in hexadecimal notation.

h ent. the | < first rted int E 5 ZE Yo E 2ASSE H|W
e experiment, the image is first converted into a coe o
D ’ € Tableb. Investigating the Avalanche Effect.
file and stored in on—chip block ROM. Data from the Plaintext Ciphertext Hamming Distance
. . 0000 0000 0000 0000 DOEBBFBO02FC211E
ROM is sent to the encryption module to be encrypted. 0000 0000 0000 0001 AREDGTERCEI% 2
: : 0000 0000 0000 0002 1B9A72BACD398D34
The encrypted data is stored in a RAM and the data 30000000 0000 0008 S BB 2
is sent to the decryption module to be decrypted. The 0000 0000 0000 0004 936FSEDAGOLI7859 5
0000 0000 0000 0005 8959DC8II621ATCF
decrypted data is also stored in a RAM. The original 0000 0000 0000 0006 EB5BBA40466BAEC6 10
. . . 0000 0000 0000 0007 ASBISICABT3EIFA2 )
image, encrypted image and decrypted image take 0000 0000 0000 0008 890GATTCSEAOBACT ”
turns to be displayed on the TFT LCD of the 0000 0000 0000 0005 4OAFZ659DDCOICS

INEXT-V6 test board. The image displayed on the
TFT LCD is shown in Fig. &

To investigate the time taken for both encryption and
decryption of the image, the clock period of the

(1553)

IV. Conclusion

In this paper, we design and Implement a new




108 NZ22 =4 &5

lightweight block cipher. The FPGA implementation
leads to compact results requiring 196 slices while
providing a maximum frequency of 337 MHz. Though
the cipher was designed to use very few hardware
resources (targeting constraint devices like the RFID
tag), it is equally preferable for high-speed and
high-throughput application. The design of the new
lightweight cipher is so simple yet incorporates many

techniques used in cryptography. It is therefore

encouraged to be used as tutorials for students
studying basic cryptography. Cryptanalysis of the

cipher is left for future work.
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