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Abstract
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A new optical one-time pattern password(OTPT) mutual authentication method is proposed, which presents a
two—factor authentication by 2-step phase-shifting digital holography and performs a two-way authentication by a
challenge-response handshake of the optical OTPT in both directions. Because a client and a server use OTPT

once as a random number and encrypt it for mutual authentication, it protects against a replay or a man-in-the

middle attack and results in higher security level.
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