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Design and Implementation of SQL Inspector for
Database Audit Using ANTLR

Chen Liu" - Taewoo Kim™ - Baowei Zheng™ - Jeongmo Yeo

ABSTRACT

As the importance of information audit is getting bigger, the public corporations invest many expenses at information system audit to
build a high quality system. For this purpose, there are much research to proceed an audit effectively. In database audit works, it could
audit utilizing a variety of monitoring tools. However, when auditing SQLs which might be affected to database performance, there are
several limits related to SQL audit functionality. For this reason, most existing monitoring tools process based on meta information, it is
difficult to proceed SQL audit works if there is no meta data or inaccuracy. Also, it can’t detect problems by analysis of SQL'S syntax
structure. In this paper, we design and implement the SQL Inspector using ANTLR which is applied by syntax analysis technique. The
overall conclusion is that the implemented SQL Inspector can work effectively much more than eye-checked way. Finally, The SQL
inspector which we proposed can apply much more audit rules by compared with other monitoring tools. We expect the higher stability of
information system to apply SQL Inspector from development phase to the operation phase.

Keywords : SQL Audit, Audit Tool, Database Performance, SQL Audit Tool, Database Audit
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Table 1. A part of Inspect Rule List
No. AATA AAL B AAL T3 W
1 FTH 27 AE FE A7t SAE A 2 SQL P
g2o] 100G ©| 49l Elo]Eo] tia] FULL TABLE SCAN W40 o
2 ~ Z’i He Ao %C’@ At Zg2 Table, ExecPlan Q
3 vle W makge A9 dAb T2 SQL P
4 SAIA @R oy At Zz3 SQL, ExecPlan Q
5 | 204 3% A% 4 oy A EEEr saL P
6 JE Aol ZA} ZRad e SQL P
7 571 ool HeolE iR A} ZRad SQL P
8 SELECT * &EIQl SQL &4 o5 AL 2 SQL p
2) SQL AAM A7l Z2A~
SQL @ e Mebgn £4 % FHE e g User | oo I0BXES)_,
deld e @R et 2 drdd £ ws
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Fig. 2. Data Flow Diagram of SQL Auditor
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) JobExecService
 queryProcessRuleList List<String>
i parsingProcessRuleList List<String>
f parsingSqlList List<String>
£ inspector Inspector € Inspector
m doJob() Integer f inspectRule InspectRulelnterface
m getlnspector() Inspector . £ prmtMap Map<String, Object>
m setInspector(Inspector) void m doUseQueryProcess() Integer
m getParsingProcessRuleList() List<String> m doUseParseProcess() Integer
m setParsingProcessRuleList(List<String>) void m getlnspectRule() InspectRulelnterface
™ getParsingSqlList() List<String> m setinspectRule(InspectRulelnterface) void
m setParsingSqlList(List<String>) void m getPrmtMap() Map<String, Object>
m getQueryProcessRuleList() List<String> m 1setPrthap(Map<String, Object>) void
m setQueryProcessRuleList(List<String>) void ;
1
© UseNestedSubquery 1 InspectRulelnterface © UseSelectAsterisk
m apply(Map<String, Object>)  Integer @ apply(Map<String, Object>)  Integer m apply(Map<String, Object>)  Integer

A X
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Call Job execute service

Starta Inspect job
| Get target lst of the job ,—» Loop Loop

Start execute a inspect rule in the
rule list

Get inspect rules of target |
Get inspect rule class
Execute a rule
Complete execution of a inspect
Complete inspection of a target ~ [€—— rule

Fig. 5. Process ofqueryprocess inspectrules
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Table 3. A part of ANTLR syntax

select_statement

subquery_factoring_clause?
(

(
SELECT  ( hint )? ( DISTINCT | UNIQUE| UNION |
ALL )? select_list

( INTO data_item (COMMA data_item)*)?

FROM

table_reference_list

( where_clause )?

(  hierarchical_query_clause )?
( group_by_clause )?

( model_clause )?

(  union_clause )*

(  ful=for_update_clause )?
( order_by_clause )?

(  fu2=for_update_clause )?
)

|

)

subquery

Table 4. A part of XPATH syntax

No. AATE] XPath % <A
1 3 27 B Fd | //select_statement//subquery/select_s
A7) A5 HAF | tatement//subquery/select_statement
3 upole W= mALg-3 | //where_clause//NUMBER//where_c
A5 A lause//QUOTED_STRING
214 A= 49 7 ..
5 %%@j rs //where_clause//condition_expr
6 |E Ao QA //hint

//displayed_column/’*’
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