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Improvements of a Group key Management based on (2,2) Secret Sharing
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Abstract

In 2014, Wuu et al proposed a group key management scheme based on (2,2) secret sharing.

They asserted that their scheme satisfies security requirements and mutual authentication. But this

paper pointed out that their scheme does not satisfy mutual authentication and impersonating attack.

In this paper, we describe the reasons and processes that a malicious group member can impersonate

the Group Key Distributor. To fill the gaps, we discuss the problems, and propose an improved

protocol.
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[I. Preliminaries

1. Related works
1.1 The group key management scheme
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bHg 57 #HEE HeMe WA 2719 Fanzt
Aolata 715 ZAlAdll= =i b e ok
v of s}, wek oA (Forward Secrecy)> A& 7}
ot WL o] de] WEFNAE doJEdl] H HS Adtsls
Aola okak oA (Backward Secrecy)e 7]& wWn ] g
B 5 JEAEE dolgd] 2 AgE Agkets Aotk

A 7E 5ol 23 woll= Ao gk H2AlolE Sl
Tl 7] Al 9ol o] FolAoF gt} W 7
dejatel wivE Atelol= FUAEE LS S3 B4 ]9
of o aF71e] A7t ks elof gt

oX
I o o e

[ll. Group Key Management of Wuu’s
Scheme

1. Wuu’s group key management scheme
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Fig.1 Impersonating attack
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V. The Proposed Scheme
1. Proposed group key management scheme
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1.2. Group creation
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