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ABSTRACT

This paper introduces a guest identity provider system for eduroam which is a global Wi-Fi service targeting users
enrolled in higher education and research institutions. Developed eduroam AND (AutheNtication Delegation) system
enables users to create their eduroam user accounts and to access eduroam regardless of their locations. Users with no
organizational eduroam account therefore can freely access eduroam using the system. A federated authentication
model is implemented in the system, and thus the system has merits of having high accessibility, indirectly verifying
users and organizations possible, saving management overhead. Status monitoring is essential because authentication
request and response messages are routed by eduroam network. eduroam AND performs active monitoring to check
service availability and visualizes the results, which increases operational and management efficiency. We leveraged
open-source libraries to implement eduroam AND and run the system on KREONET (Korea REsearch Open
NETwork). Lastly, we present implementation details and qualitively evaluate the system.
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Fig. 1 Routing tree of eduroam user authentication message
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Fig. 2 Authentication and authorization with SAML
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Table. 2 Attributes
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Table. 3 EAP type vs. password compatibility
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Table. 4 Configuration of RADIUS Proxy

realm ORGANIZATION.TLD {
type = radius
authhost = FLR_ADDRESS:PORT
accthost = FLR_ADDRESS:PORT
secret = SHARED_SECRET
nostrip
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Table. 5 Configuration for eapol_test

network ={
ssid="eduroam”
key_mgmt=WPA-EAP
eap=TTLS
identity="[test ID]”
password="[test password]”
phase2="auth=PAP”

-

u}2l-2 eapol_test7} Q1=
AHg-sh SSID, HE&
LR ES So| Hojdr},
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Fig. 5 Flowchart for active monitoring and visualization
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Fig. 6 Test environment
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Realm:
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User attributes sent by ldentity provider

User Information
User ID student Display name gildong hong
Mail hong@examplecom « Affiliation staff
Organization name Home hoolack
domain name
Persistent
pseudonymous ID
gamiNameID xmins sami=-uro3sisnames fc SAML 2 0assertion”
s:/testidp.
SPNameQuahfei_ itpstestssp kreonet net/sp/simplesamiphp”
ormat="urnoasisnames tc:SAM L2 0:namei
O e KB b3 50087 1335059035111 273¢020f02¢ samENamelD>
SAML Attributes
Attribute Value
uid student
displayName gildong hong
mail hong@example.com
eduPersonAfiiliation staff
schacHomeOrganization yourschool.ac kr
eduPersonTargetediD bObbO4eaf43a037 1852635065127 3¢ 024fb2
organizationName 'yourorganization

User attributes parsed by service provider

Fig. 7 User attributes
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Fig. 8 Creation of eduroam user account
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History reported by RADIUS server

NA: NAS o1

NO otolc] =23 ™ ZE E1R A3 Wy
raos@core| Access-Accept | eduroam | Wireless-802.11 | EAP-TTLS
1aos@core| Access-Accept | eduroam | Wireless-802.11 | EAP-TTLS
1aos@core| Access-Accept | eduroam | ‘Wireless-802.11 EAP-TTLS
raos@core| Access-Accept | eduroam | ‘Wireless-802.11 EAP-TTLS

eduroam ID Coreen ID Idp Stat
1aos@coreen.orkr 1a0s https://coreen-idp.k. Access-Accept
1aos@coreen.or.kr 1aos https://coreen-idp.k. Access-Accept
1aos@coreen.or.kr 1aos https://coreen-idp.k. Access-Accept
1a0s@coreen.orkr 1a0s https://coreen-idp.k. Access-Accept

History reported by eduroam AND

Fig. 9 Authentication history

1737



SR B ELISHS|=FEX|(J. Korea Inst, Inf, Commun, Eng.) Vol, 20, No, 9 : 1730~1740 Sep, 2016

39 9= FA @9 915 23 sl RADIUS A
W7} < 3] 7H(Access-accept) 3t o] 812 H o] Z&t) A}
BA= eduroam AJHIAS Al Fdhs =T oigollA] F
ARJNEY H&ES Aok (1E 6 J=2). 19 99 At
2 7] of o] kisti.re.krel RADIUS A w7} A&t A
87} ol= o] ot} slche ] o oJo] coreen.or.krel
RADIUS A1 2] o]= o]&8L eduroam AND7} =23}
7HABlRE Z1glolnk 915 87 A x| 9] 2h-' A7t
|4 2%(Hop) ool e <ol coreen.or.krel
RADIUS A HofA] ARGA7L 2524 2 QISE U=
1% 9of|A] Elgt 4= 9lck. AE 2 0 2, eduroam AND
7F =yl A7) als7]e] H/d¥=9] eduroam
AREAL QFS Qo Ao R ol 8EH 5 S-S &
%9l

eduroam AND7} coreen.or kr =m|ol o2 ZF= )
2E AR o8l v AlZtate; = RADIUS AH &9
Al Q15 84 HAAE SARTC =N AU 7HA S
I F 4,2123] Q15 23 wAA7F FAIEH NS
o RADIUS A Ao & olg] wayst 13] 9] ¢1& Al
& Al QJotal BF A ez QIS EHUAY A0S F
3lf eduroam ANDE: ©]-§-3F ARE-A} ¢150] A2 3UA

BAYS I3 5 e

Table. 6 Average turnaround time
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Fig. 10 Turnaround-time graph
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