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Abstract A variety of services for mobile payments by the activation of FinTech have been developed. Various
payment methods were developed, and an authentication method was developed to improve the reliability of the
payment. On the other hand, when mobile easy payment services are used, they have weak security because the
authentication by phone number. Therefore, this paper proposes a technique for increasing the reliability of the
authentication process using the unique device ID of the mobile device to improve the authentication process based
on the telephone number. The core research contents are the architecture and process for the authentication of mobile
payments based on the mobile device ID. The mobile payment architecture consists of a mobile device, authentication
service, and mobile payment application. The mobile device consists of mobile device ID and phone number, and
the authentication server consists of authentication module and encryption module. The mobile payment service
consists of a pre-authentication module and decryption module. The process of mobile payment service is processed
by the encrypted authentication information (device ID, phone number, and authentication number) among mobile
devices, authentication server, and mobile payment application. The mobile device sends the telephone number and
the device ID to the authentication server and the authentication server authenticates the user through an authentication
process and encryption process. The mobile payment application performs the pre-authentication process by decrypting
the received authentication number. This paper reports a difference that can prevent the risk of leakage of the
authentication number in existing payment services through the authentication process of the authentication server and
the pre-authentication process of the mobile payment service of this paper.
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import javax.crypto.Cipher;
import javax.crypto.SecretKey;
import android.telephony.TelephonyManager;

public String preAuthenticationService ( byte[] encrypted_deviceld,
byte[] encrypted_authentication_number,

SecretKey key ) {
byte[] decrypted_deviceld = decrypt(encrypted_deviceld, key);
// encrypted_deviceld is only used once

byte[] decrypted_authentication_number = null;
byte[] deviceld_of_current_device = this.getCurrentDeviceld();
it ( decrypted_deviceld == deviceld_of_current_device ) {
decrypted_authentication_number =
decrypt(encrypted_authentication_number, key);
// encrypted_authentication_number is only used once.
return decrypted_authentication_number.toString();
}else {
encrypted_authentication_number = null;
// encrypted_authentication_number extinction
return “Pre-Authentication Fail 1%

H

Fig. 11. Pre-Authentication Code
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public byte[] decrypt(byte[] encrypted_deviceld, SecretKey key) {
Cipher cipher = Cipher.getlnstance("AES/ECB/PKCS5Padding);
cipher.init(Cipher DECRVPT_MODE, key):
byte[] decrypted_deviceld = cipher.doFinal(encrypted_deviceld);
return decrypted_deviceld:;

}

Fig. 12. Decryption Code[12]

public byte[] getCurrentDeviceld(){
String deviceld = ((TelephonyManager)context.
getSystemService( Context. TELEPHONY_SERVICE )).
getDeviceld();
return deviceld.getBytes();

}

Fig. 13. Code for Getting Current Device ID[13]
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