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Using Cognitive Map Analysis
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Abstract

This study analyzed President Park’s speeches and the government’s industry policy in the field of
information security using cognitive map. The relationship analysis between policy tool variables and policy
goal variables was employed to derive revitalization strategy of information security. This paper found that
entrepreneurship revitalization has very strong causality with expansion of domestic market and global
market. But, on the other hand, HR development has very weak causality with job creation and future
growth driver because the labor market in the information security industry is poor and its transfer rate
to other industry is very high. This study showed that this cognitive map could be characterized by a scarcity
of feedback loops and a strong emphasis on the positive loops in the structure of virtuous circle. In this
paper, we also constructed a comprehensive cognitive map on the policy vision of information security,
showing that there are a risk of cyber threat, an opportunity of new fusion security market, information
security reinforcing circle, global economic circle, and domestic market circle.
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(Table 1) Cognitive Map Analysis from Literature Review

policy

dynamics model

Division Contents Research Method Author
Policy dilemma analysis using casual map : IMP| Casual map and policy Kiml[1999]
General policy | Preparation plan of President Kim, Daejoong | dilemma analysis
analysis Lesson from system thinking on real estate Cognitive map and system Kiml2007]

Green growth
policy

Cognitive map analysis of president Lee on
the Policy of Green Growth

Cognitive map

Kim et al.[2009]

Policy dilemma in green growth :

Cognitive map and policy

HRD

relationship diagram

cognitive map approach dilemma analysis Kim[2010]
Study on effective government support timing .
for SMESs using system thinking Cognitive map Oh{2006]
. Cognitive map analysis on the policy of SMEs and ..
SMEs policy ventures in the field of information technology Cognitive map Lee et al[2013]
Priority derivation of policy plans for .
ICT SMEs and ventures globalization Cognitive map and AHP Lee et al[2014]
Systematic dynamic anlaysis of informatio .
Information Seycurityd i duztr;?/ poliir;f as frofmation system dynamics model | Chun et al.[2003]
security industry — P - - - ; - ] 1
policy xploratory study on information security nterview and casual Suh et al[2015]
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Public awareness campaign

N : W Paradig shift of infe__ Action of infa security . for info security
The era of super- ber threats | security | © culture .
Appearance of connected ICT fusion o / el N ST/ —
new fusion / | / | T— Supply of excellent HR
security market — N / | Enactment of .~ ofinfo § 7
e | promotiondaw security ™
| ~ - Instability of national Tife/- " to infesecurity human ' - —~  Establishment for HRD
Embedded security of Crisis of national security 4 instry resources >
X\ .
| other industry 1 / - — —
N~ = —

| i ~ - Potential
| Revitalization of Acceleration of physical 7 HRD —
| |information security— 7 _seclrity industry .
| stry | JE —— Expansion of
\ \ e — P B { characteristic
\ ! Sfren‘gﬁ\emng’ of” Etab\k@ment university
\ _ Infrastructu T4 of caresr. path \
\ € Vet - lization of _ M S \
A Creation of futwre )/ —— Revitalization of start-ups <, | ~ N .
- wh a - \ h
grot powsrr. L | Incentives(tax exemption) | \ "‘ \
a | \ PAR . \ Cyber army
//,/ A‘Induc‘a(nent for corporate | _— \ :::;ﬂgﬁlt \ program
S \Security self-competition ———— ‘ .
/K £ . Normalization of strengthening of product HRD | .
Reglization of \ ‘}(\ "‘dESEW _ informatian security 7 competitiveness A | i;?c:g:y /
cpeative SSeclrement'ef  strengthening of ifEFI® “——_Noymalization of ] e enin
worlg clgss < ministerial R&D A © corporate profit / Tor enployees
-prodigt and ™\ collaboration . / B mﬂo“f of < ploy
ach,< . Settlement for “ excellel )
. " global open / __., Strengthening of .
I = tech competitivenass

R&D system
- pa—

strengthening of

IEx EHS\DA of ) —;\ Globalization B T response to new "
-Jn,;gt_rf\é?t_ - s -~ N B gﬁgﬂf:i‘\ market
oo A B E—— o G
tech 5 .‘-‘"‘ c;ebfrr:;(eﬂngn “ I Enhancement of cyber
Smart security / Security strengthening _ security dynamic stability
cognitive tech N N for major infra.
v A Solution to info
User security _— security gap
tech A
<Figure 2> Cognitive Map on Information Security Industry Policy
YETh o714 AAH o R FA Fbed WEE s me et ek JREal At
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o] el Ak o shutol el Q1 A H2ARS v Eaete 20156 K-ICT
of A FAR, AAAYAE oldd Ay AFelE TAAT 5 oz BAS st
Aol teiA g ets] 1AlS Ratar 317 ol <Figure 2>= 99| ARoNA FE2H HFE
FHRse ZRUFE 7] AAAAE A TAE Aukel AAAERE AR HRR T A
FeHKim, 1999]. Al Bd, AAA = A2 HAL A g A I FXE HAE
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<Table 2> Inflow and Outflow Analysis of Variables on Cognitive Map
Name of major variables pOllCSE(;S?fI]OZVa;Iable pohcy(Igr?fil“;/)a riable Total
Revitalization of information security industry 4 3 7
HRD for information security 6 3 9
R&D for information security 7 5 12
Infra. strengthening of information security industry 1 8 9
Globalization 2 9 11
Expansion of domestic market 2 7 9
Normalization of information security service 5 2 7
Job creation 1 6 7
Revitalization of start-ups 5 3 8
Creation of future growth power 2 6 8
Expansion of investment 3 1 4
Strengthening of technology competitiveness 3 1 4
Appearance of new fusion security market 3 1 4
Embedded security of other industry 2 1 3
Building of global open R&D system 3 0 3
Improvement of information security industry 2 1 3
Inducement of private investment 2 1 3
Solution to technology gap 2 1 3
Realization of creative economy 0 3 3
Enhancement of cyber security dynamic stability 0 3 3
Enactment of promotion law to information security industry 1 0 1
Total 56 65 121

* Major variables which are connected densely are considered

ojth, a2l AFTAA AAFZIF ey A

, while meaningless intermediate variables are skipped.
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(Table 4> Relation Analysis between R&D for Information Security and Goal Variables
tool variable goal variable # of route
Infra. strengthening of information security industry 1
Globalization 2
R&D for information security Expansion of domestic market 1
Job creation 3
Future growth drive creation 3

Average distance of policy variables

2

“In this study, the casual relationship between tool variable and goal variable was properly selected by the shortest route.

{Table 5 Relation Analysis between Normalization of Information Security Service and Goal Variables

tool variable goal variable # of route
Infra. strengthening of information security industry 2
N ot ; Globalization 4
ormalization o . .
. . . . Expansion of domestic market 1
information security service -
Job creation 3
Future growth drive creation 2
Average distance of policy variables 2.4

“ In this study, the casual relationship between tool variable and goal variable was properly selected by the shortest route.
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(Table 6 Relation Analysis between HRDD for Information Security and Goal Variables

tool variable goal variable # of route
Infra. strengthening of information security industry
Globalization
HRD for information security Expansion of domestic market

Job creation

|| DO DD

Future growth drive creation

Average distance of policy variables 3.6

* In this study, the casual relationship between tool variable and goal variable was properly selected by the shortest route.

(Table 7> Relation Analysis between Revitalization of Start-Ups and Goal Variables

tool variable goal variable # of route
Infra. strengthening of information security industry 1
Globalization 1
Revitalization of start-ups Expansion of domestic market 1
Job creation 2
Future growth drive creation 2
Average distance of policy variables 14

“ In this study, the casual relationship between tool variable and goal variable was properly selected by the shortest route.
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