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2 229 Es 27 FY A (uniqueness)S 7HTh
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g S8 EgA el o] s Ert. OIC Frameworks Appli-
X == of ZeA o] 273t
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g}, Networking A1 5 TEIMF 2-& U ES A/delA T
o] 2~ 7ke] Hlo|e] w3 7]5-& 33k, L2 Connectivity 7l
=2 52 ASF voldy JA A k] 94E AFsi

cation profiles #1%

42 HoV|=

(28 6] IoTivity H.oF +2EE HoJFt} IToTivity tl
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OIC Server, A 1|2~ 4] 9&& 48 5}+= OIC Intermediaries
E AT 74749 tutol &
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ow Hol AEE FAF7] Y3 Session Protection S©| E
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Application Layer

oIC OIC oIC
Clients Servers Intermediaries

Application Resources

Application profiles

Secure Resource Manager (SRM)

Security Resources

Application profiles

CoAP, DDS, XMPP, MQTT, etc.

Session Protection (e.g. DTLS)

‘ UPD/IP H BLE | ‘ 802.15.4 | ‘ ‘
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of Zdo we} = t}, OIC Client= ResourceE 23k
AE OIC Serverst VES A AZ4S 432, Connecti-
vity abstraction 713> F48tE B3l ot A4 S
A gttt OIC Hute] 25 2¥st7] f1aiA ToTivityoll A+
Device IDE AHE-gth YEYA —Zri% Device IDZ 93 5|
o, MEQA F45 T3 920 Aydth
ToTivityoll A E.9F A -2 Device IDE o] &-3}te] 7]
ol, (D)TLSE ]38t Bl AdS WAy, 2AZHE
A e ABINE ol&3td FT dF % H FA
S F3 3t} OIC Client”} Resource®l] H23F7] £l A1 OIC
Server:= OIC Cliento]l o3 2]¥ 9 0]Z8 4233
& AIA B et F Aol & e gtk SRMe] H
Ao1E e st7] 184 Security Resourced]] g8 Rd-&
223, Security ResourceE 7 215H7] Y84 ACL, A1)
2(Service), A5 (Credential)ol] st Zt2e] QHAEE
geojett}, o] W], ACL SEAE = Subject Resource, Permi-
ssiongr EFFatH, AH|A 9
CredDE X311, AHASH 2
Private DataZ T/ ¥t} 9]
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BA
oH



BEEHIKREE F27% $45E 2016%F 78

7] $13l 41 ACL®] subject®} AJH] 2 @ B A E ©] Device IDE
ZAstal, AH] 29 Cred IDS} A4 5 H LB A E & Device
IDE 23 Session Protections 9181 A41= $lollA <&
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(18 7] LWM2M®] AA] FREE BoFth. LWM2M

< LWM2M Bootstrap A1 H, 2FFEFFE LWM2M A ¥/}

o]OlER FAE T, LWM2M Enabler= LWM2M A9}
LWM2M Z2o|UE 245 7)&38t,

LWM2ME AF4-317) 9JalA] HZos A9 A0 2 Boot-
stap?AIE FA T 4 dth LWM2Me] FEXE B =
LWMM AHje] % HH B 435 Q% 5 7aset

7] 913 BEluHE Ao LWM2M Zelo| A Ee] 7%
= Aotk LWM2M Bootstrap A ¥ 9} Av[EJIEE o] &
3l LWM2M HFEXES 3t LWM2M ZEo|dE
= LWM2M Aujo] Feto]dE 528 433812, LWM2M
A= LWM2M FEoAEE #2|3517] $1814] Device Ma-
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LWMZM Enabler

LWM2M

Server
]
LWM2M-3

Device LwM2M-4  LWM2M-2

Management/  Information Client
Service Reporting ~ Registration
Enablement ‘
LWMZM
Bootstrap Server LWMEM=1 LWM2M

Bootstrap Client

[ 7] LWM2M #A) +2%

S| ET LWM2M AW el A A2 E 571 184
Information Reporting 715 &3t

LWM2Mel| A1 M2M User7t M2M A8 2 &l g2}l A A1 H]
25 AT, MM AE| 2 Al 227 LWM2M AT H 9 MM
SEAHAE A FET LWMIM AHE Y EYIE E3)
A LWM2M el Eo] {8 4= 9tk g LWM2M A
HE M2M AR 2 A g2t obd HEY D Mu) 2 At
7 LWM2M MM E 4317, LWM2M A H 9] QlE o] 2
& M2M $-&-A1H 20 A F3tal, LWM2M A H/Z 2t A E
7o) BAE it
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LWM2M 7]4ke] g a2~of thek 24 o] = ACO(Access
Control Object)ell ©Jaj4] 24 Erh. ACOE= LWM2M A H 7}
LWM2M Z2te]AE 9] A (Object)dll HE o, A43g @
2 THAEAE 18] Al ARS8k, LWM2Mel Al
ACOE 71%3}7] SJalA] XML 271k o] &8t} [17 §]
& ACOY F8 2702 HAZFT} Resource 27 PFE FA
=™, Operations Bl 1= Read/Write/Execution®l] of 3+ @ gk
A4S & 4 313, Range Enumerations 53814 A4 7}5 3
204 ACOE A4 o, [14 §]
9 FQo A7|n} 0]9101]‘}_ Object ID, Item ID & E38}7,
Resources =719}l T}4=9] TItemIDE ¥ 3314 3lube] Object
2ol 9= Itemol] that A o] 2] A (Access Control Object)
£ A3tk A4dH 02 LWM2M A 87} LWM2M Z2}o]
AEA LWM2M 7]8Ee] 2lAangE 848, Aojd Hd
Ao} AR o) 4 LWM2M A1 H 7} Object/Itemel] th g+ @gto] )

<xs:element name="Resources">

<xs:element name="Name" type="xs:string"/>

<xs:element name="Operations”/>

<xs:element name="MultipleInstances”/>

<xs:element name="Mandatory”/>

<xs:element name="Type""/>

<xs:element name="RangeEnumeration" type="xs:string"/>

<xs:element name="Units" type="xs:string"/>

<xs:element name="Description" type="xs:string"/>
</xs:element>

[d2 8] LWM2M RSt ~A7]w}

37



= A& sty 71ed HIZA A Q] Operation®] R/W/
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£ A= oneM2M, Allloyn, loTivity, LWM2M$] H.oF
71 A HAEA g <E D2 F2 AFERIEY &
HE Heles vud AL BAFETh
oneM2M<- CSE7} H.qk5 #1531, ACL/RBAC/ABAC?]
gk A77F B ejEo] lom, JAIEE 8 A0S
X/MAF 7]49}+2] SAEF(Security Association Establishment Frame-
work)E AH-8LY, A7) #2815 98] RSPF(Remote Security
Provisioning Framework)E AH&-3Hc}. AllJoyn<> AllJoyn Core
Libraryoll A Al 25 = ot/ 5& o] £38l] AllJoyn Applica-
tion®] Het 7]1%5E& AlFeth Policy 7192 ACLS 534
WP T8, AFA 719 AR 1SS st
™, A 7]+ Security Manager®} Application 7+l AF&-2 4
AATE, 7] #E]= AlFdHA E=th loTivity= Resource Layer
©] SRMo] A F3tE Hot71%S Ea) A ToTivity A H/E 2
O|AE 7t7t K7 5S Algstth ACL 714 7P 5<
A3k, A5 S84 DTLSel &&38ty, 7] #el=
A 3R etk LWM2MS LWM2M F2lo] 1 E 7} Beke
AgstH, XML 227]v} 7|9k 2 ACLS 24 5te] LWM2M
Aol digk 17b )55 Fastal, LWM2M A H o o gk <l
<2 DTLSel 939, LWM2Me] Ui ti A7) 5 ARS8
%71 Witel 71 # Vs AFsA e
AREQIE Y 2R E A oneM2M©] QA7E A%, 7] e &
oA =& B S AlFskal o™, Allloyn> ACL 714t
o] Aol o} Q1FA 719k Q15 RS Al STt nhEbA All-

CE D AF=IEY 95 BV v

HeHA A7t AS |71 &g
oneM2M CSE ACL/RBAC/ABAC | SAEF | RSPF
AllJoyn | Application ACL ASA x
IoTivity | Server/client ACL DTLS X
LwM2M Client ACL DTLS X
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Huto] 25 A YT UH 7159 Aol A 4 Utk IoTi-
vity ¥ LWM2M3} 7] (D)TLSO &3ty 915715 A+

S 9om, ol B SWLAR A8Y 4 Ak
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dlofe & tuto] 29f AntEZS] By upe} AT
po] 2 Hgko] F7kskith ol wel thFdt o] 71F
o] 2o A A B £ HE HolEE o] &3 AHEA T
o Mul g Rt Aol oA Sl o]71F H

nzﬂﬂ

Hlol 28 M2 dZeta, o]7]F HolE S o] &dte] AZE
AB)AE AAsI=E o] 71 A gt AFE QB Yl Hold t)
g Aol EoboH, 53] dlolB/ARE A AR 20l T g
de] B B F2 9= e AEdEY S9Ed &
242 d% 2otk 21U AR T AulAE AT
371 el M= Ak Bl S E0] AFEAS) ot WA

It A H| °]E1§ Al ofit atm, o] H gk Ky 5ol
gk A7F dketA AT At

2 =M E AFEQIE #oke] 8 SHEOE AR
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