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ABSTRACT

Many companies have struggled to manage Web vulnerabilities and security incidents have also frequently happened. The current
inspection methods are mainly based on the OWASP vulnerabilities. In practice, however, it is very difficult to cope with frequent
changes of Web applications. In this paper, we first investigate the existing quantification of Web application vulnerabilities and
verification process. Then we propose an improved inspection framework which is focused on removing essential and realistic
vulnerabilities and active verification process.

Keywords : Cost-Effective, Web Security, Vulnerabilities, Inspection

4 N4 APy BHL AT
[e)

R D

o
0x

81" - Trong-Kha Nguyen™ - = E™ . g M 2™ .o x| ™"

2 o

we /195 4 Ak Bl olelee X Qov, uel AmE A% wAsE stk @Al OWASP A e £ AdE
FE AFE AP AT AA wel A5E 9 TN e Wkl AUHOR v ool AAolth B AT E
WA Z1E Aok FA8 sk 4e ZeAsE ARanh ol Jwe ol Auxeln Bl Fa Aok AAY FEA A%
L

ZAzd S £ ALY A ZdgaE AL

P
-

JI9s Hig a1 @ et

A2 AR 42 AFRE dogl o] Lakel ARUE T Bx oANE 2o £ UxE o el A 9
wmare s 19 17007k 9] ol HahE el sQL D, A, ol Fa4 22 JIARE deshs SQL T
QANES 3l 39 ok 1967 W] MAFRI} EHH ] wE e AR 7 Sle ARS8 9 Alonh
w o] th2l. SQL 91#Aeld DBl ek Ae)(SQL T#)E QB 1ok A4 (Integrity) H3ie] Aott. o7&

Mulay Arel g4 dastud FAAA dAE AA
: e - | of & walth 53] § ofFAcld B AFE 9 =
# o] =R 20159 %E AR HFRAET)Y APoR FREN7|ET ol o =
FAlEle] AP vrop Sayl A7 (ITP-2015-R2213-15-0002, A% = o] o] Fold wmir} wk=Al Q3 Hl Aot
5T A, EAA L), B B AT vjddzdshy 3 ARE SIA| g ‘W2 ¥ 23le] AMAA e |5 o o=
A7EAFAE Y HACTAFA A FEEAMNGS] A7 A%z 53 ] T IFekel A Mlia_ o ]ji
1915 (NTPA-2014-H0905-14-1004). gAolde] Aoz s v Het HFE Sh77F A
T 3 9 gt A sk Ay o g 3 e °
t w8 9 eloon AAAAE A o oelw Adeltt T ARNAAS TE $40l AUB
MREER T s s o e e 2 gomz f7]9e me ez ST
HHE ] 3 S0 geloor AFE AL EA TR T MEEE H ]_‘j BE HAUAA N 4 A= T
T FA8 9 e e sk ag Astojop gt shAwk 712 SDLC (Secure Development
Manuscript Received : March 30, 2016 .
First Revision : June 17, 2016 Life Cycle) %4 F4HQ A2l SZ44A A 14,
Accepted : July 25, 2016 A A ol olFolNA ger MM s 2 4

* Corresponding Author : Seong Oun Hwang(sohwang@hongik.ac.kr)



190 dEXNelEs

of nlElste] At A =¥ o] Hlgo] QFEL, Al
2 FAdHo] wAFHALE ZZHH oz g o F Aol
wel Juo|ES 8l7] oYt

¥ =FolME 1) SDLC 714k ®Heob = 2) OWASP
Ziak FHobd B4 3) ofv] dxy FHFHe A 5 Ax
o w2 §1 HfEAl AR FAst zydda T
AE3IY Fosttn dehd SQLeIAA oY XSS 5 57HA
I AAE ol &sle] Het AFE 5T 4 A= A
d Feo 5% %j HFH 71# Eﬂﬂ"‘%ﬁ% A Qkge}, o]
g| H

21 @ 2ot Almel FokH 2z

Table 1 20053 aFt7]o Gartner”} A A 1,000037] 7}
9] Web siteE & 1 oflZFg]Ao]A 271Y(Web application
scanner)& ©]-&sto] HHE Aifelrt ofo] wEw 98% 7t
o] ¢ AW Ee] ¢ Z=R 3 Table 13 22 thoket
Hob HYHE /AL JSS & 4 UvHd, 51

Table 1. Web vulnerability distribution (2005, Gartner)

Bk # ok H] Z(%)
A ZEEA], Rl AR fE 32
Aol AW A 7% 21
MARE & 27
<ol & BR FE 11
ARFAH bE 7
g AfelE 2AA] 2

T W& H]&(%)
1 DDOS 32
2 SQL <1&AA 21
8 XSS 9
4 7434 (Brute—force)
) XSS 24 =z
7 47 A 34
8 del A4 g2 34 10
9 78 4 78 16
A 100
SEkQl AFYE WA Abe; 20119 A dAgiga g
AR A B Sl%ol JIRIAR & T Abale Et F
ofro] of-& TaA A6, 7). oA TFS WES

ﬁ
Hl
A
~
oy
3H
m
$o
OHT
z
>
o
>
>
[t}
>
EE
fot
F\J
<
()
x®

o

o ge mdan

e 7o) EHY AuAaE A
° 7)ol Trustwave’}

&
. Table 2& 20111 7R
1:

=

¢

73 F8 9 _ﬂokmo] olg HnE LeERTE o] = A]
SQL 144 5 ¢ m=R AF ¢ AHE S9ow BA
372

22 SDLC 2ot A4 =3

SDLCE Alzd saapgolr 7|A|, £4, 44, ¢,
A g A7 A Fagh BHet HEUh FUbE Z2A~
ofmei9l. ol § HAdH AAE T S ) FHE
A5} State Transition Diagram@. & Et}d g Fig. 1
I} 72t} Code Verificatione HotAl A4 ii*ﬂiﬂ e
S ety AEd ez HMolm ARAE sEzie] 4l

4 59 e A7 A% when LAY + A

g MRS JiAEE Y Fr1H R He ZRAXE 3

3 AAaok gk,

=

New vulnerabiliies
web coding,
update codes

Risk
State

Code
Verification

Fig. 1. Web security state transition diagram
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Table 3. Summary of Web vulnerability score study in overseas
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Fig. 2. Existing organizational structure of the Web vulnerability inspection flow
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Table 6. Procedure descriptions of the proposed active Web vulnerability inspection flow
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Table 9. Advantages of the proposed verification inspection
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