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[Abstract]

Safety assessment is an essential activity for developing a system in the CNS/ATM domain. Up to now, there are many
reference materials, but there is nothing that definitely specifies what to do and how to apply in the CNS/ATM. Another problem
is that software assurance level has to be determined for a software under development. But there is nothing that defines a
determination scheme of software assurance level. To solve these problems, this paper proposes a method to conduct a hazard
assessment based on target level of safety defined in ICAO Doc 9689. To be applied generally in CNS/ATM domain, it
mathematically defines procedures of hazard assessment. And it defines severity classification, probability, and safety objective of
a system, which are necessary for hazard assessment, and it describes a method to apply event tree analysis process in order to

conduct a hazard assessment.
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Table 1. Severity classification scheme[12].

Severity level Description

5 No impact on safety

Minor impact on workload or system functionality
4 but all participants (i.e. controllers and aircrew)
still believed the situation to be ‘safe’

Higher impact on workload or system
functionality but one or more participants (i.e.

8 controllers and aircrew) believed the situation to
have moved from ’safe’ to a less safe situation
5 Significant impact on safety with a high
probability of an accident
’ Accident (i.e. loss of life or collision between
mobiles)
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Table 2. ETA process[11].

Step Task Description
] Define the Examine the system and define the system
system boundaries, subsystems, and interfaces.
Identify the Perform a system assessment or hazard
. analysis to identify the system hazards and
2 accident accident scenarios existing within the
scenarios A 9
system design.
!dgﬁtlfy the Refine the hazard analysis to identify the
3 initiating o : ) )
significant |IEs in the accident scenarios.
events
Identify the Identify the safetyvbarrlers or
) countermeasures involved with the
4 pivotal ) . .
particular scenario that are intended to
events .
preclude a mishap.
Build the Construct the logical ETD, starting with the
5 event tree |E, then the PEs, and completing with the
diagram outcomes of each path.
) Obtain or compute the failure probabilities
Obtaln the for the PEs on the ETD. It may be
6 failure event :
probabilities necessary to use FTs to determine how a
PE can fail and to obtain the probability.
7 Identify the Compute the outcome risk for each path in
outcome risk | the ETD.
Evaluate Evaluate the outcome risk of each path
8 the outcome A s
tisk and determine if the risk is acceptable
Recommend | If the outcome risk of a path is not
9 corrective acceptable, develop design strategies to
action change the risk.
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Table 3. Determination function of DAL for DO-278A.

Software Failure DO-278A Severity classification
Effect Category Assurance Level scheme (table 1)

Catastrophic ALA1 1
Hazardous AL2 2

Major AL3 3

Minor AL5 4

No effect AL6 5

XE 4. DO-278A gt EZ == AY
Table 4. Determination function of
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DAL for DO-278A.

Safety objectives(SO) | DO-278A Development assurance level AL(x)
x<107® AL1
10 < x<107° AL2
10°<x<10™ AL3, AL4
10* <x<1072 AL4, AL5
102 <x <1 AL6
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Table 5. Visibility classification and exposure.

Vis. cond.
(exposure)

Description

Visibility sufficient for the pilot to taxi and to avoid
collision with other traffic on taxiways and at
intersections by visual reference, and for
personnel of control units to exercise control over
all traffic on the basis of visual surveillance
Visibility sufficient for the pilot to taxi and to avoid
collision with other traffic on taxiways and at
intersections by visual reference, but insufficient
for personnel of control units to exercise control
over all traffic on the basis of visual surveillance
Visibility sufficient for the pilot to taxi but insufficient
for the pilot to avoid collision with other traffic on
taxiways and at intersections by visual reference
with other traffic, and insufficient for personnel of
control units to exercise control over all traffic on
the basis of visual surveillance. For taxiing this is
normally taken as visibilities equivalent to a RVR
less than 400 m but more than 75 m

Visibility insufficient for the pilot to taxi by visual
guidance only. This is normally taken as a RVR of
75 m or less

Vis 1
(96 %)

Vis 2
(3 %)

Vis 3
(0.99 %)

Vis 4
(0.01 %)
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Table 6. Estimated TLS level in Doc 9830.

A-SMGCS function Target level of safety
Surveillance 3.00E-09
Routing 1.00E-09
Guidance 3.00E-09
Control 3.00E-09
Total 1.00E-08
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Severity
Taxi 4
Vis 1 92%
95%
Runway 4
8%
Taxi 4
Ho Vis 2 92%
Total loss of 4% Runway 4
surveillance 8%
function Taxi 4
92%
Vis 3/4
1% Runway 4
8%

T8 1. I8 H1of i3t O[HIE Ea| 24 Zj9)
Fig. 1. Event tree analysis result for hazard H1[9].
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