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A Design of Authentication Method for Secure Communication based
on Wearable Device
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Abstract Recently, many domestic and foreign corporates are concentrating in investment to wearable devices and
users are provided with various service based on wearable devices 26% more than compared to last year. It is
widely used in previous healthcare, smart work, smart home environment, and it is now introduced to get
connection to fused service environment. However, as products of G company are commercialized, the security
issue of personal information is causing dispute in society, and the danger of data management and security
regarding telecommunication is increasing. Also, because the password system used in previous wireless
environment is still in use, there are possible vulnerability considering the new and mutant security threat. This
thesis conducted study about protocols that can exercise safe telecommunication in the basis of wearable devices. In
the registration and certification process, the signature value is created based on the code wvalue. The
telecommunication method is designed to conduct safe telecommunication based on the signature value. As for the
attack method occurring in the wearable device environment, the safety was analyzed and conducted performance
evaluation of previous password system and proposal system, and verified about 14% of efficiency.
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Table 1. abbreviation

Symbol Description
Devicesn Serial Number by the device
Epus_a Private key encryption of A
Epria Public key encryption of A
Ence ECC-based encryption
Devicenonce Random number generated by the device
IMEI Subscriber Identifier
Codevate The generated code value in a hash function

Signauture Signauture Value

Converting the data extracted in the device
parameters

Parameter corresponding to the value of the
status from the server

Situationcode

Feedbackcode
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Table 2. Comparison of the security of the conventional
method with the proposed method

Classification Existing System | Proposed System
Data
confidentiality and Support Support
integrity
Mutual
authentication Not Support Support
Process of . .
execution of Z2Encryption + Z2Encryption
. 1Hash(Cert) +1Hash(ECC)
authentication
MITM
. Privacy Threat
Attack Technique Unauthorized user
access
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the proposed method with the existing
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