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ABSTRACT

As smart mobile devices having touchscreens are growingly deployed, a pattern lock system, which is one of the graphical
password systems, has become a major authentication mechanism. However, a user’s unlocking behaviour leaves smudges on a
touchscreen and they are vulnerable to the so-called smudge attacks. Smudges can help an adversary guess a secret pattern
correctly. Several advanced pattern lock systems, such as TinyLock, have been developed to resist the smudge attacks. In this
paper, we study an automated smudge attack that employs machine learning techniques and its effectiveness in comparison to
the human-only smudge attacks. We also compare Android pattern lock and TinyLock schemes in terms of security. Our study
shows that the automated smudge attacks are significantly advanced to the human-only attacks with regard to a success ratio,
and though the TinyLock system is more secure than the Android pattern lock system.
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Fig. 1. Smudge in smartphone touchscreen
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Table 1. Experiment environment

Capture Galaxy Nexus,

Photo Sony HDR-PJ580

Develop Python 2.7, Numpy 1.8.0

Environment

Library OpenCV 2.4.11

Machlpe K-NN

Learning

Spec Intel Core i5 CPU 2.60GHz,
P 8.00GB, 64bits
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Table 2. Results of automated smudge attack
(mean)

State  Pattern Lock(%) TinyLock (%)
Clean 97.5 2
Dots 90 1
Keypad 89.5 0.5
Mean 92.33 1.17
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Table 3. Results of hypothesis test (* within
subjects variables, ** between subjects factors)

Hypo- Independent
thesis Variables

H1 Pattern Lock® 32520.111
H2 State™* 1.681

F p-value Result

.000 accept
.324 accept
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