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ABSTRACT

In this paper, we propose a novel security system using hand gesture recognition. Proposed system
does not create a password as numbers, but instead, it creates unique yet simple pattern created by

user’s hand movement. Because of the fact that individuals have different range of hand movement, speed,
direction, and size while drawing a pattern with their hands, the system will be able to accurately recognize
only the authorized user. To evaluate the performance of our system, various patterns were tested and

the test showed a satisfying result.
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Fig. 1. Overall Process of the System,
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Fig. 2. LeapMotion Controller,

Acquire coordinate value of the hand
through LeapMotion controller

l

Transform acquired coordinate value
into OpenGL coordinate system

Extract features(position, direction and form) and store

Fig. 3. Registration Process,
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Acquire coordinate value of the hand
through LeapMotion controller

le |

Transform acquired coordinate value
into OpenGL coordinate system

| Extract features(position, direction and form) |

k|

Compare extracted position feature
with registered position feature
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if it does not match

‘ Compare extracted direction feature ‘

with registered direction feature =
Reject
if it does not match

Compare extracted form feature
with registered form feature
using the method of tempate matching _

Reject

Authorized User

Fig. 7. Authentication Process,
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Fig. 10. Preprocess before applying template matching. (a) original pattern (b) regularized Pattern (c) erosion proc—

essed pattern,
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Classification result wl(true) w2(false)
class Han's System[11] | Proposed System | Han's System[11] | Proposed System
wl(true) 149 166 31 14
w2(false) 0 0 180 180
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Table 2. TPR, FNR, FPR FNR of the first experiment

evaluation criteria Han's Proposed
System[11] System
True Positive Rate 82.2% 92.2%
False Negative Rate 17.8% 7.8%
False Positive Rate 0% 0%
False Negative Rate 100% 100%
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Table 3. security patterns used in second the experiments

23
ok
>
ig
v}

[T
>
o
2
R

S~
>
oo
i
f
re
R
)

A7) WEd me} e A%
FRel nek AHe o
o} o] AHelHE A

N A5}
2|

=
=48 4N

i
j=}
LN

it o 1o oo
e
o
o
_|>;
oo
X
K
e
12
for 12
i
olfl
I

A
o

oz

o

fu

-,

il

2

e
22 o

THTable 2 3+3). Table. 2¢] H.o]

A z='lel AR TAHET] AS TG E ]

z
=

o i X

—

N
-

£

CE

Moo jor (2 fo Y

o=

ﬁg:ﬁ% q'émﬁﬁlﬂ

4o o q2 2

>
>

Prl',
8
oz =

A7 2 ol = 5
% %1509 HEe oz Adsan. T WA
AGolA AgT BIE e Fel o]m A= Table
3ol el 4 itk Bt WE o) W 1%

il
ox
off
o
it
iy
—r
2
N
&

Holak EASA st ol@ @ 15719 Mol o
d 52d e YA AEA Azes A

of W2 FIAH(TP), FHA(TN), AATHNP), A
ARHFEN)Y] FeZ 7R3t BoFE otk Table
39| Axel] wret AFsl= Al2®le] FFAHE(TPR)
< 90.3%, FRAE(TNR)L 9.7%, AR FHE(FPR)
< 0%, ARAFAHEFNR)2 100% =
H(Table 5 #=). A WA Aol vls|
Ao FFHEol v FARAH Lol &
Ha AP A AL Bt sjElo) vls) o] B3
HEE AR W2 Aoz FetdHn, F

o

AN E A Axde G2 AES AF
e A9t B @ A% 9T
4.4 8

B EReAE £54 Q42 BF AR W4
o BeF N2He AASAT A Az
AR FEE WMEL AR FO2 THA
3, AgAEre] 43 Qi ABEEA BEG +3

complexity level form image of the pattern
middle \> I_D :
" /I §




Table 4, TP, FN, FP FN of the second experiment

Classification result wl(true) w2(false)
class Han's System[11] | Proposed System | Han's System[11] | Proposed System
wl(true) 244 271 56 29
w2(false) 0 0 300 300

Table 5. PR, FNR, FPR FNR of the second experiment

evaluation criteria Han's Proposed
System[11] System
True Positive Rate 81.3% 90.3%
False Negative Rate 18.7% 9.7%
False Positive Rate 0% 0%
False Negative Rate 100% 100%
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