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ABSTRACT

The susceptible, exposed, infectious, and recovered model (SEIR) is used extensively in the field of epidemiology.
On the other hand, dissemination information among users through internet grows exponentially. This information
spreading can be modeled as an epidemic. In this paper, we derive the mathematical model of SEIR in viral
communication from the view of optimal control theory. Overall the methods based on classical calculus, In order to
solve the optimal control problem, proved to be more efficient and accurate. According to Pontryagin's minimum
principle (PMP) the Hamiltonian function must be optimized by the control variables at all points along the solution
trajectory. We present our method based on the PMP and forward backward algorithm. In this algorithm, one should
integrate forward in time for the state equations then integrate backward in time for the adjoint equations resulting from
the optimality conditions. The problem is mathematically analyzed and numerically solved as well.
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I . INTRODUCTION

The term of viral communication refer to communi-
cation phenomenon which the number of information
sharing grow exponentially like how viruses spreading in
population. Viral communication is a new paradigm in
communication which is empowered by the development
of digital technologies especially in internet communi-
cation [1,2]. As many Social Networking Services (SNS)
has emerged and become mass media tool, people can
easily receive any information and at the same time
spread the information into public. This ease of SNS can
be used for various purpose, e.g. marketing, campaign,
social message, publication. Viral communication in
SNS and in other platform has closed relation with
content, so the information contents which are spread in
public hold a critical role to create social influence and
public opinion. In one hand, it will give a benefit for ease
of information sharing if the information contain
valuable information and for positive purposes. In
another hand, If the information violating the law,
contain fake or false information, or contain malicious
contents, it will give the negative impact to public.
Fortunately, in the latter case, internet system and SNS’s
users itself have some kind of *“anti bodies” to resist
against malicious content or fake information. Internet
has security system to detect malware or any kind of
malicious content and prevent it from being accessed. For
the fake information case which could public opinion
crisis if it is spread, the SNS’s users can identify by
themselves whether the information correct or not and
they will decide whether it should be shared or not. If the
users notice that the information is fake, then he will
decide not to share the information content. So, by
researching in information propagation mechanism in
internet especially in SNS, for example like above
scenario, can help us to analyze the information flow in
the network and make a better understanding how the
information spreading can create an impact in public.
The contribution of the paper can be summarized as
follows.

* We model and formulate the SEIR model of infor-
mation dissemination as a control problem.

*We propose a very efficient method
Pontryagin's minimum principle.

» We evaluate the proposed algorithm with numerical
analysis.

based on

The remainder of this paper is organized as follows.
We describe our SEIR model and the problem
formulation in section Il. Section Il presents our
proposed algorithm. Section IV gives the evaluation of
the proposed algorithm and section V eventually
concludes the paper.

II. Data Dissemination Model

2.1, Analysis of information data spreading

Each social network site has their own subscribers.
We define a social network users as active users when
they do some activities, e.g. read article, share picture,
streaming video, in the social network site. For active
users, they can share any information content in a social
network. When the content contain fake or false
information, or has malicious data inside, it will create a
problem not only for the accessing users, but also for
public if the content is related to some information that
is not suitable if leaked to public. To overcome this, the
network has some system to filter the content which are
shared by active users then the system will allowed the
content to be shared. This system is an action control in
the internet networks and in our model is referred as a
control function of the data dissemination. Any users
which their content is free from malicious date will pass
from filtering control system and their content is
allowed to be share.

2.2 SEIR Model

We introduce variable control « as the successful level
of all active users are being filtered. If v = 1, it means
that all nodes which contain malicious content in it are
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successfully being filtered and all of malicious content
are being blocked. In the case wu <1 the malicious
content which leaked from filtering control system will
spread in the network and become users who exposed
with malicious data. Any users who access the content by
clicking the malicious link, will become infected users.
In this state, users have some option what they will do
next. Users can share the content under same or different
social network site. Second possibility is, users only
access the content and then directly leave the content
without share it. In the last condition, the malicious
content will not spread by these users network, and the
impact are only felt by them. These users become
recovered who does not have malicious content in their
network after cleaning the malicious data. We define four
states for users as a nodes in the network based on
propagation model denoted by S, £, 7, and R [3,4]. State
S represents active nodes which ready to share
information. State £ represents the unfiltered nodes and
contain malicious data but still not accessed yet. State 7
represents any nodes which browse and access the
malicious information. The nodes in state 7 become the
infected nodes. State 7 represents condition that nodes
are filtered and exempted from unwanted information.
Nodes in this state become immune nodes. Adding
control function to the propagation model we have the
information dissemination model as shown in Figure 1.
The process of 5 —> R represents active nodes in the
social network site are being filtered with control
function constant and become immune node. 5 —> £
represent there are some nodes which not filtered and do
activity in the network with probability c.

Fig. 1 Proposed SEIR model
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It becomes exposed node which prone to access the
malicious files. The process of £—> I represents any
nodes who browse a web content or access the link
which contain malicious data and become infected
nodes with probability e. In this step, users have option
to share the malicious content to other social network
site by probability «. The process of 7—> R represent
the infected nodes which did not continue to share the
malicious content and become recovered nodes. Denote
T= S+ E+1+R as total number of active users in a
social network. The value of active users 7'is dynamic,
so we model this condition by introducing birth rate and
death rate constant, b and d. Birth rate represents users
who change their state from active to idle and death rate
represents users who change their state from idle to
active at time 7+1 in a social media network. We use
S(r), E(1), I(r), and R(7) to denote the number of nodes
in the susceptible, exposed, infected and recovered state
at time respectively. By this analysis, at time 7+ Ar,
we get following equation:

S(r+ A7) — S(7) =bN(H) Ar—dS(7) Ar—cS(T) I(7) AT
—u(nS(nAar

and we get the differential equation as follows:
S(T) =b7(t) —dS(t) — S(7) I(7) — u(7)S(7)

Similarly, other differential equation can be obtained

as:
S(T) =b7(1) —dS(r) — S(7) I(7) — u(7)S(7), S(TO) =5
E(T) =¢S(n) (1) — (e +d) E(r), E(TU) =k =0
[(7’) =eF(r)—(g+a+d) I(7), [(TU) =1, =0
R(T) = gI(1) — dR(7) +u(r)S(7), R(TlJ =R =0
T(T) = (b—d)N(7) —al(7), 7(7'0) =1

For simplicity, we express the above ODEs by using
a new function as follow:

z (1) = f(x(r)ulr) D

where, z = (S, E LR T): [r,, 7] R®. Let u(7), the
control that represents the percentage of active nodes
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which ready to share information being filtered for the
unwanted contents. As in reality taking such a control in
data dissemination is difficult, blocking contents
sometimes not effective for whole nodes and some
nodes may still share the unwanted information. So we
bound the control of blocked contents with

0<u(r) <09 (2)

The objective functional is defined as

min, / "R + u()?) dr 3)

where k is constant, can be interpreted the rates of

loss if the information leaked to public. We want to

minimize the loss and the effort for blocking the
contents.

Ill. Proposed Algorithm of SEIR Model

We derive the first order necessary conditions for
optimality via the Pontryagin minimum principle of
SEIR model (1-3). These necessary conditions form
differential algebraic equations (DAES).

Theorem.1l [5-8] (Pontryagin minimum principle):
Assume «" is optimal for the problem (1-3), and
=, E, IR, T) are the corresponding
trajectory.  Then  there exists a  function

¢ =(8E, T, R, T): [n,7]—R suchthat
(ODE-adjoint):

and

u= argmin H, (z(1),u(r),z(7)) = 0 (5)

In addation, the mapping r—H(z" (7),u" (1),z") is
constant, and,

Table. 1 FB-SEIR Algorithm

1: Choose initial control trajectory
u’, k=0, e, MAXITER
2: Do:
3: Original initialization z° = (S°, E°, I°, R
4: Original sweep 7: 7,—7;
5. if k>0:
Suf = argmin }L(a:f,uf,gf+ »
WD) = uF + ot
integrate forward:

aly —al = VFLHT(If,uf,EL )
10 Backward sweep 7: 7,—T;
12: integrate backward:

13 Efﬂ - Ei = Vx@fﬁ(vaufiﬁ 1)
15 k=k+1

16: while : H VUTHT H < eand k < MAXITER.

is the Hamiltonian function, and the # , # are the

derivative of the # with respect to the state and the
control, respectively. This leads to the forward
backward algorithm for SEIR model (FB-SEIR) as
depicted in Table 1 [6]. The FB-SEIR algorithm is
shown in Table 1. The first line shows the initialization
for the control «°, the tolerance ¢, and the maximum
number of iterations MAXITER. Line 3 shows the
initialization for the state functions z°. It is obvious that
at each iteration k¥ of FB-SEIR Algorithm consists of
two sweeps, the original sweep (see the line 4 of Table
1) and backward sweep (see the line 10), through the
time interval [, .] which one should integrate forward
and backward, respectively, in time to obtain the state
and the adjoint functions (see lines: 9, 13). In case k>0,
adjust the piecewise-constant control function by:
T (7) =uF + 8" where, &u" is the step size form, see
lines 6, and 7. In line 16, we notice also that the
algorithm terminates if the norm of the gradient of the
Hamiltonian w. r. t. the control «, during the run time of
the program is smaller than the tolerance € or the
maximum number of iterations has been reached.
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IV. Numerical Analysis

4 1. Performance Evaluation

Reference to the parameters settings in paper of
Neilan and Lenhart [9], simulation uses parameters as
depicted in table.2. Figure 2 shows the convergence of
optimal control (7). The control function is decreasing
in exponential, means that the blocking content as
control function strategy has big impact for preventing
the spread of malicious information. It will converge
nearly to zero when the malicious information is
annihilated form social network and stop from
proliferating.

4 2. The Influence of bad impact value on information
contents

Taking two values of bad impact value of leaked
unwanted information £ =0.1,0.9, we get the trend of
S(7), £(7), I(7), and R(r) shown in Figures 3 and 4. As
seen in Figures 3 and 4, there are two different trend in
the beginning of time interval and in the following time.
The short period in the beginning is the treatment phase
for the spread of unwanted information in social
network. The following period is convalescence phase
of the social network as the unwanted content is begin
to stop from being spread and start to annihilated.

Table. 2 Simulation parameters and constants as in [9]

Parameter Value
b .3,.8
d 5
c .0001
To 0
g.€ 1,.5
a 2
k 1
S, 1000
E, 100
I 50
R, 15
7 20

Viral StloilA{2] SEIRZS I8t ZIXHI0] 7Y
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Fig. 2 Control function at £=0.1, b=0.3

When & is small, the value S is reduced slowly at the
beginning of time interval and the value of R is increase
slowly at the beginning of time interval. This condition
indicates only few number of nodes being filtered and as
the result only few number of nodes become immune
nodes. As the increase of value of k, the curve of $
shows the decreasing trend more sharply at the
beginning of time interval and then begin to increase in
the following unit times. As the opposite of .S, the curve
of shows the increasing trend at the beginning of time
interval and begin to decrease and goes to 0. Both
minimum and maximum value of S and Rare also
increase as the value of k is increase. This phenomena
indicates the higher value of & is, the more number of
nodes are filtered to prevent the spread of harmful
information. The effort of content filtering to the more

S.E,I.R.T

Fig. 3 State functions at £=0.1, b=0.3

1491



SR B ELISHS|=FEX|(J. Korea Inst, Inf, Commun, Eng)) Vol, 20, No, 8 : 1487~1493 Aug, 2016

1200

1000

800

600 -

S.E.I.RT

400 +

200

Fig. 4 State functions at £=0.9, b=0.3

nodes for the more harmful information is for
maintaining the effect of the spread of unwanted
information, as modeled in objective function in (1), in
the same level for certain number of inspected nodes 7.
As we can see in Figures (3,4), the number of infected
nodes 7, which is the users who access the unwanted
information, is almost exactly same. So, to minimize,
we need to increase the control function w(t), which
represents the number of nodes are being filtered, for the
different value of k. When the bad impact of leaked
information is low (k=0.1,0.9,6=0.3) as is shown in
Figures 3 and 4 the network feel less threat, so the effort
to create security systems in social network sites and to
do information filtering is minimal. Thus, the number of
nodes which are filtered from susceptible nodes 5, to

become immune nodes £, is only few nodes.

= ]
350000 -- E z
aJ <
300000 ® ® F N
T
£ 250000
o
~ 200000
=
3 150000

0 5

Fig. 5 State functions at £=0.1, b=0.8

The curve of £ and 7 almost has same trend among
all values of k. This condition shows that our algorithm
is trying to maintain certain values for nodes in state £
and 7 for different values of parameter in objective
function. We only need focus in managing values in
control function w(¢) for the tradeoff information. It
indicates for higher level of information harmfulness, to
keep the number of user accessing the unwanted
information in the same level, we need to upgrade the
filtering system to block more number of the unwanted
information from nodes and prevent it from spread more
widely. Simulation result shows that the degree of
information maliciousness is affected the network effort
for do filtering by improving the network security
system. It is for preventing proliferation of inspected
nodes and keep it in certain values. The higher of degree
of information maliciousness, the more number of nodes
should be blocked from accessing the information.

4 3. The influence of birth rate in SN users

In this subsection of simulation, we change the value
for birth rate parameter ». This parameter denoted as
users who just active and also new subscribers of the
social media. Taking the value of »=0.8, the birth
constant parameter affect the total number of active user
7 in social networks as depicted in Figure 5. For these
conditions, b<d, b=d, and b>d, the total number of
active nodes 7" declined to zero, constant, and increasing
by time, respectively.

V. CONCLUSION

We modeled and formulated the SEIR model of
information dissemination as a control problem in this
paper. We presented a very efficient approach, based on
Pontryagin  Minimum Principle for the numerical
solution of a SEIR model, which provides solutions with
much higher accuracy than any alternative numerical
methods in solving the control problems such as the
direct approach. We introduced some numerical tests
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based on the forward backward algorithm to analyze the
influence of birth rate and the bad impact factor in the
SEIR model as well. We showed that the higher value of
bad impact prevents the spread of harmful information.

VI. FUTURE WORKS

Future work aims to compute the parametric
sensitivity derivatives of the switching points using
automatic differentiation which allows to determine the
sensitivity analysis derivatives of the optimal state
trajectories S, £, Rand 7.
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