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ABSTRACT

Public key infrastructure(PKI), principle technology of the certificate, is a security technology providing functions
such as identification, non-repudiation, and anti-forgery of electronic documents on the Internet. Our government and
financial organizations use PKI authentication using ActiveX to prevent security accident on the Internet service.
However, like ActiveX, plug-in technology is vulnerable to security and inconvenience since it is only serviceable to
certain browser. Therefore, the research on HTML5 authentication system has been conducted actively. Recently,
domestic bank introduced PKI authentication complying with web standard for the first time. However, it still has
inconvenience to register a certification on each website because of same origin policy of web storage. This paper
proposes the certificate based SSO protocol that complying with web standard to provide user authentication using
certificate on several sites by going around same origin policy and its security proof.
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Table. 1 Notation Used in the Proposed Protocol

Notation Definition
Cert 4 ¢ Certificate of Authentication server
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Fig. 3 Role Relationship within the Protocol
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