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ABSTRACT

Researches for oceans are limited to military purpose such as underwater sound detection and tracking system.
Underwater acoustic communications with low-probability-of-interception (LPI) covert characteristics were received
much attention recently. Covert communications are conducted at a low received signal-to-noise ratio to prevent
interception or detection by an eavesdropper. This paper proposed optimal covert communication model based on
direct sequence spread spectrum for underwater environments. Spread spectrum signals may be used for data
transmission on underwater acoustic channels to achieve reliable transmission by suppressing the detrimental effect of
interference and self-interference due to jamming and multipath propagation. The characteristics of the underwater
acoustic channel present special problems in the design of covert communication systems. To improve performance
and probability of interception, we applied BCJR(Bahl, Cocke, Jelinek, Raviv) decoding method and the direct
sequence spread spectrum technology in low SNR. Also, we compared the performance between conventional model
and proposed model based on turbo equalization by simulation and lake experiment.
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Fig. 2 Transceiver based on turbo equalization
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Table. 4 Error number of transceiver based on hard
decision

Interval # 1 2 3 4 5
Received error 509 | 508 | 503 | 504 | 506
Equalizer error 97 8 101 76 495
Decoded error 57 0 35 67 264

Table. 5 Error number of transceiver based on turbo
equalization

Interval # 1 2 3 4 5
Received error 526 | 504 | 484 | 501 | 504
Equalizer error 87 3 92 75 493
Decoded error 0 0 0 0 245
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