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Abstract : The purpose of this paper is to conduct ETA on six items of ESS: the whole system, battery, BMS, PCS, ESS and cable. To
achieve that, ESS work flow and its components are categorized. Based on performance, human, environmental, management, and safety,
this paper drew initiation events (IE) and end states (ES). ETA is applied to the main functions of each item, and the end states that may
occur in one initiation event are suggested. In addition, detailed classification was performed to induce various end states on the basis of
the suggested initiation events ; loss of grid electricity of ESS, loss of battery electricity(DC) of battery, impairment of electric function of
BMS, loss of grid electricity(AC) of PCS, loss of data of EMS, Mechanical damage of cable, event sequence analysis conducted on the
basis of event trees . If the suggested IEs and ESs are applied on the basis of ESS event cases, it is expected to prevent the same kinds of

accident and operate ESS safely.
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Fig. 1. The simplified ESS diagram showing the components and sub—components considered in the analysis,
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Table 1. List of initiating events(IE) for ESS

IE
Intemal IE
Loss of grid electricity (AC)

IE_INT_LOSSGRD

Grid electricity transient fluctuations

(voltage and frequency) IE_INT_GRDFLCT

Overvoltage IE_INT_OVERVLT
IE_INT_LOSSDC
IE_INT DMGRACK

IE_INT MEDAM

Loss of electrical connection (DC)
Structural damage to rack

Mechanical damage

Leakage IE_INT_LEAK

Internal fire IE_INT_FIRE
External IE

Flood IE_EXT FLOOD

Earthquake IE_EXT ERTQUAKE

Animals(mainly cables, module junction box,

ventilation holes) IE_EXT_ANIMAL

Lightning IE_EXT LIGHTN
IE_EXT_SABOTG
IE_EXT_ADVACT
IE_EXT _EXPLSN

IE_EXT FIRE

Sabotage(terrorism)

Adversary action(vandalism)

Explosion (considered for battery, inverter)
External fire

Mechanical shock(including module cleaning
actions, ground-works affecting cables, structural IE EXT MECHSHCK

damages to all electric components)
High humidity IE_EXT HUMID

Human error [E_EXT HUMAN

35



N
4n
ra

Table 2. List of end states(ES) for ESS
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ES

Production-oriented ES

Normal operation P NO Complete success

No power P NP F  Failure

Reduced power to grid P _RP Partial failure

Loss of performance/efficiency P_LPE Failure

%rfr;[r)r(\)fg?{aé’:v‘/cirrglt,gr;fequency level) P_IP Failure
Safety-oriented ES

No pove e S

Overheating S OH Failure

Overcurrent S 0C Failure

Open S OPEN  Failure

Fire S FIR Failure

Part fire S P FIR  Failure

Arcs(Overvoltage) S ARC Failure

Explosion S_EXP Failure

Structural damages S SD Failure

Reverse current flow S RCF Failure

Corrosion S COR Failure

Electric safety issues S_ESI Failure

Explosion
External fire

IE_EXT EXPLSN_BAT
IE_EXT FIRE_BAT

Mechanical shock(including module cleaning

actions, ground-works affecting cables,

IE_EXT MECHSHCK_BAT

structural damages to all electric components)

High humidity

Human error

IE_EXT HUMID_BAT
IE_EXT HUMAN_BAT

3.2 Li-ion Battery

Batteryt= UL-19737°]1 4 A A8k 7158 Fxatct
Z7|APEE W 2714 1270, 9F 1I7HE & 2370
TdEe] o, ARES A AR 37, ¢F
AEE 1272 & 1572 FA3F9c) Table 3-& %7|

AP, Table 4= AARES HEISITH

Table 3. List of initiating events(IE) for battery

1IE

Intemal IE
Short
Degraded output
Out of specification
No output
Cracked/Fractured
Intermittent operation
Loss of battery electricity (DC)
Overvoltage
Loss of electrical connection (DC)
Leakage
Internal fire
Heating
External IE
Flood
Earthquake

Animals(mainly cables, module junction
box, ventilation holes)

Lightning
Sabotage(terrorism)
Adversary action(vandalism)
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IE_INT SHORT BAT
IE_INT DO_BAT
IE_INT OS_BAT
IE_INT NO_BAT
IE_INT CR_BAT
IE_INT I0_BAT
IE_INT LOSSDC_BAT
IE_INT OVERVLT BAT
IE_INT _LOSSDC_BAT
IE_INT LEAK BAT
IE_INT FIRE BAT
IE_INT HEAT BAT

IE_EXT FLOOD BAT
IE_EXT ERTQUAKE BAT

IE_EXT ANIMAL BAT

IE_EXT LIGHTN BAT
IE_EXT SABOTG BAT
IE_EXT ADVACT BAT

Table 4. List of end states (ES) for battery

ES

Production-oriented ES
Normal operation
No power
Loss of performance/efficiency
Safety-oriented ES

No power

Unsafe operation
Overheating
Overcurrent

Open

Fire
Arcs(Overvoltage)
Explosion

Structural damages
Reverse current flow
Corrosion

Electric safety issues

P_NO_BAT Complete success
P_NP_F BAT Failure

P_LPE BAT Failure
SNP_S_BAT ssgjre(?(l);if eglccess
S _UNSAFE BAT Failure

S OH BAT Failure

S OC BAT Failure
S_OPEN_BAT Failure
S_FIR_BAT Failure
S_ARC_BAT Failure

S EXP BAT Failure

S SD BAT Failure

S RCF_BAT Failure

S COR_BAT Failure

S ESI BAT Failure

3.3 BMS &4

BMSe] tjsto] 7|eA] B A27F A= S3t] 72

SHAT Z7IAMRE U
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271414, Table 6 ATIRES Ehglc

Table 5. List of initiating events(IE) for BMS

IE

Internal IE
Short
Loss of electric function

Impairment of electric function

Loss of configuration
Brackets detachment
Open
Poor contact/intermittent
Function Failure
Bond failure
Microcrack
Open without stimuli
Does not open
Loss of battery electricity (DC)
Overvoltage

Loss of electrical connection (DC)

IE_INT SHORT BMS
IE_INT LOSSEF BMS
IE_INT IMEF_BMS
IE_INT_LOC_BMS
IE_INT BD_BMS
IE_INT_OPEN_BMS
IE_INT_PC_BMS
IE_INT_FF_BMS
IE_INT_BF_BMS
IE_INT_MICRO_BMS
IE_INT_OWS_BMS
IE_INT_DNO_BMS
IE_INT LOSSDC_BMS
IE_INT OVERVLT BMS
IE_INT LOSSDC_BMS
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IE IE

Mechanical damage IE_INT_MEDAM_BMS Open without stimuli IE_ INT OWS_PCS
Leakage IE_INT_LEAK BMS Does not open IE_INT_DNO_PCS
Internal fire IE_INT_FIRE BMS Fails to transfer IE_INT FTT_PCS
Heating IE_INT_HEAT BMS Degraded output IE_INT DO _PCS

External IE Function Failure IE_INT_FF_PCS
Flood IE_EXT FLOOD_BMS Out of specification IE_INT_OS_PCS
Earthquake IE_EXT ERTQUAKE BMS Intermittent IE_INT INTER_PCS
Animals(mainly cables, module junction box. Drift IE_INT_DRIFT_PCS

ventilation holes) IE_EXT_ANIMAL_BMS

Lightning IE_EXT LIGHTN BMS

Sabotage(terrorism) IE_EXT SABOTG_BMS
Adversary action(vandalism) IE_ EXT ADVACT BMS
Explosion IE_EXT_EXPLSN_BMS

External fire IE_EXT FIRE BMS

Mechanical shock(including module cleaning
actions, ground-works affecting cables, [E_ EXT MECHSHCK BMS
structural damages to all electric components)

High humidity IE_EXT_HUMID_BMS
Human error IE_EXT HUMAN_BMS

Table 6. List of end states (ES) for BMS

ES
Production-oriented ES
Normal operation P_NO_BMS Complete success
No power P_NP F BMS Failure
Loss of performance/efficiency P_LPE BMS Failure

Safety-oriented ES

System safely
shut-down, success

S_UNSAFE BMS Failure

No power S NP_S BMS

Unsafe operation

Overheating S_OH_BMS Failure
Overcurrent S_OC_BMS Failure
Open S_OPEN_BMS Failure
Fire S_FIR BMS Failure
Arcs S _ARC BMS Failure
Explosion S _EXP BMS Failure
Structural damages S_SD_BMS Failure
Reverse current flow S_RCF_BMS Failure
Corrosion S_COR_BMS Failure
Electric safety issues S_ESI BMS Failure

Loss of grid electricity (AC)

Grid electricity transient fluctuations (voltage

and frequency)
Overvoltage

Loss of electrical connection (AC)

Mechanical damage
Internal fire
Heating

External IE
Flood
Earthquake

Animals(mainly cables, module junction box,

ventilation holes)

Lightning
Sabotage(terrorism)
Adversary action(vandalism)
Explosion

External fire

Mechanical shock(including module cleaning
actions, ground-works affecting cables,
structural damages to all electrc components)

High humidity
Human error
Operator failure

IE_INT LOSSGRD PCS
IE_INT_GRDFLCT PCS

IE_INT OVERVLT PCS
IE_INT _LOSSAC_PCS
IE_INT MEDAM PCS
IE_INT FIRE_PCS
IE_INT HEAT PCS

IE_EXT FLOOD PCS
IE_EXT ERTQUAKE_PCS

IE_EXT ANIMAL PCS

IE_EXT LIGHTN_PCS

IE_EXT SABOTG_PCS
IE_EXT_ADVACT_PCS
IE_EXT _EXPLSN_PCS

IE_EXT FIRE_PCS

IE_EXT MECHSHCK_PCS

IE_EXT_HUMID_PCS
IE_EXT_HUMAN_PCS
IE_EXT OF PCS

3.4 PCS A

PCS:= BNLOJ A AAJGE 7|2S PO & &9l =
7IAVEE W 271AMS 1871, o 127] % 5 307
JElo] glom, AIJFES MY AR 470, bd
HB 13702 &2 17702 L4319k Table 78 27| A}

4}, Table 82 AWSe5S YERY ST

Table 7. List of initiating events(IE) for PCS

IE

Internal IE
Short IE_INT_SHORT PCS
Open IE_ INT OPEN _PCS

Parameter change Breaker IE_INT PCB_PCS

FRQPESIE|R|, MI31E 3%, 2016

ok

Table 8. List of end states (ES) for PCS

ES
Production-oriented ES
Normal operation P_NO_PCS Complete success
No power P_NP_F PCS Failure
Reduced power to grid P_RP PCS Partial failure

Loss of performance/efficiency P_LPE PCS Failure
Safety-oriented ES

No power S NP_S PCS System safely
shut-down, success

Unsafe operation S_UNSAFE PCS Failure

Overheating S_OH_PCS Failure
Overcurrent S _OC_PCS Failure
Leakage fire S_LF PCS Failure
Open S OPEN PCS  Failure
Fire S FIR_PCS Failure
Arcs S_ARC_PCS Failure
Explosion S_EXP PCS Failure
Structural damages S SD_PCS Failure
Reverse current flow S_RCF_PCS Failure
Corrosion S_COR_PCS Failure
Electric safety issues S_ESI PCS Failure
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Table 9. List of initiating events(IE) for EMS

IE

Internal IE
Degradation of Processor
Loss of Processor
Loss of data
Loss of SRAM
No signals
Degradation of graphcard
Loss of graphcard
Input high and low signals

Degradation of DRAM controller

Loss of DRAM controller
Loss of DRAM
Loss of RAID controller

Fails to transfer data
Loss of Hardiest
Leakage
Internal fire
Heating

External IE

Flood
Earthquake

Animals(mainly cables, module junction

box, ventilation holes)
Lightning
Sabotage(terrorism)
Adversary action(vandalism)
Explosion

External fire

Mechanical shock(including module cleaning
actions, ground-works affecting cables,
structural damages to all electric components)

High humidity
Human error

IE_INT DP_EMS
IE_INT LP_EMS
IE_INT LD _EMS
IE_INT LS _EMS
IE_INT NS_EMS
IE_INT DG_EMS
IE_INT LG _EMS
IE_INT IHLS_EMS
IE_INT DDC_EMS
IE_INT LDC_EMS
IE_INT LOD _EMS
IE_INT RC_EMS
IE_INT FTD EMS
IE_INT LH EMS
IE_INT LEAK_EMS
IE_INT FIRE_EMS
IE_INT_HEAT EMS

IE_EXT FLOOD EMS
IE_EXT ERTQUAKE_EMS

IE_EXT ANIMAL EMS

IE_EXT LIGHTN EMS
IE_EXT SABOTG_EMS
IE_EXT ADVACT EMS
IE_EXT EXPLSN_EMS
IE_EXT FIRE EMS

IE_EXT MECHSHCK EMS

IE_EXT HUMID_EMS
IE_EXT HUMAN EMS

Table 10, List of end states (ES) for EMS

ES

No power

No power
Function failure
Not saved(data)
Leakage fire
Unsafe operation
Overheating
Overcurrent
Open

Fire

38

System safely

S_NP_S_EMS shut-down, success
S NP_F EMS Failure
S FF F EMS Failure
S NS F EMS Failure
S LF EMS Failure
S UNSAFE EMS Failure
S_OH_EMS Failure
S OC EMS Failure
S OPEN_EMS Failure
S_FIR_EMS Failure

oy

R
ES
Arcs S_ARC_EMS Failure
Explosion S_EXP EMS Failure
Structural damages S_SD_EMS Failure
Corrosion S_COR_EMS Failure
Electric safety issues S_ESI_ EMS Failure
3.6 Cable &4

Cable> BNLOJA AAIRE 7|&S vigo= Sl
Z7|APEE Ul 271K 1071, 9 972 5 1970
TAEFAT ATAERES 11702 1448kt Table 11

& 27|AMS, Table 12= AaH3ES UESIth

Table 11, List of initiating events(IE) for Cable

IE
Internal IE
Short IE_INT SHORT_CAB
Open IE_INT _OPEN_CAB
Excessive wear IE_ INT EW_CAB
Improper output IE_INT I0_CAB
Broken IE_INT BRO_CAB
Intermittent IE_INT_INTER _CAB
Loose IE_INT_LOO_CAB
Mechanical damage IE_INT MEDAM_CAB
Leakage IE_INT LEAK CAB
Heating IE_INT HEAT CAB
Extemal IE
Flood IE_EXT FLOOD_CAB
Earthquake IE_EXT ERTQUAKE CAB

Animals(mainly cables, module junction box,

ventilation holes)
Lightning
Explosion

External fire

IE_EXT ANIMAL CAB

IE_EXT LIGHTN_CAB
IE_EXT EXPLSN_CAB
IE_EXT FIRE_CAB

Mechanical shock(including module cleaning

actions, ground-works affecting cables,

structural damages to all electric components)

High humidity
Human error

IE_EXT MECHSHCK_CAB

IE_EXT HUMID CAB
IE_EXT HUMAN CAB

Table 12, List of end states (ES) for Cable

ES

No power

No power

Unsafe operation
Overheating

Open

Fire

Arcs

Explosion

Structural damages
Corrosion

Electric safety issues

S NP_S CAB

S NP F_CAB

S UNSAFE_CAB
S OH_CAB
S_OPEN_CAB
S_FIR_CAB
S_ARC_CAB

S EXP_CAB

S SD CAB
S_COR_CAB

S ESI CAB

System safely
shut-down, success

Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
Failure
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& 3 67)°) ETAZ AAEH dsto] 4T3 A ojo] wE ESE 2H5}%ck
Fig. 2= AAA|2Hof] tigt 572 ESSO| =4]o] ¢H Fig. 3-& Battery= &t o] ehAsoF 3l v - 932
I L L T N
Loss of grid Inverter control Breaker 2 (AC) Operator Electric safety issues
electricity (AC) and disconnect 2 intervention 2) No power(success)

3) Improper power to grid
4) Structural damage

’ IE_INT_LOSSGRD ’ INV_D2 ’ B2 ’ OPERATOR ’ £ END STATES
SUCCESS 1 SNPS
SUCCESS 2 SNPS
S¥aty Shut-down)
FAILURE SUCCESS
3 S_NP_S
FAILURE S¥aty shut-down)
FAILURE
4 P_IP

Fig. 2. Loss of grid electricity of ESS,

Loss of battery Degrade output Intermittent No output No power(success)
electricity (DC) operation 2) Loss of
performancey/efficiency
3) Open
IE_INT_LOSSDC_BAT Degrade ‘ Intermittent ‘ No output ’ # END STATES
SUCCESS 1 S_NP_S_BAT
SUCCESS 2 P_LPE_BAT
FAILURE SUCCESS
3 | s_OPEN_BAT
FAILURE

FAILURE

4 S_EXP_BAT

Fig. 3. Loss of battery electricity(DC) of battery.

Impairment of NFB 1(in case of Disconnect 1 Operator Overcurrent
electric function short circuit) intervention 2) Fire

3) Overheating

4) Arcs

5) No power

6) Explosion

7) Normal operator

|E_INT_IMEF_BMS ‘ NFB1 ‘ Disconnect 1 ‘ Operator ‘ z END STATES

SUCCESS 1 S_NP_S_BMS
succEss 2 S_NP_S_BMS
FAILURE SUCCESS
3 P_NP_F_BMS
FAILURE

FAILURE

4 S_FIR_BMS

Fig. 4. Impairment of electric function of BMS,

SH20KM 313| X|, X313 K32, 20161 39



Loss of grid NFB 2 and Breaker 1 Inverter control and NFB 3 and Breaker2  Operator Overcurrent
electricity(AC) disconnect 2 intervention 2) Fire
3) Overheating
4) Arcs
5) No power
6) Explosion
7) Normal operator
IC and
IE_INT_LOSSGRD_PCS N2 and B1 ‘ Disconnect 1 ’ N3 and B2 ’ Operator ‘ # | END STATES
SUCCESS 1 S_NP_S_PCS
SUCCESS 2 S_NP_S_PCS
FAILURE SUCCESS
3 S_UNSAFE_PCS
FAILURE

SUCCESS

4 | PNPFPCS
FAILURE
FAILURE
S_EXP_PCS

Fig. 5. Loss of grid electricity(AC) of PCS,

Loss of data Mainboard Memory board Hard disk Operator Overcurrent
intervention 2) Fire
3) Overheating
4) Arcs
5) No power
6) Explosion
7) Unsafe operation
IEINT_LD_EMS ‘ Maing ’ MemoryB ‘ HD ‘ Operator ‘ # | END STATES
SUCCESS 1 S_NP_S_EMS
SUCCESS 2 S_NP_S_EMS
FAILURE SUCCESS
3 S_NP_S_EMS
FAILURE

SUCCESS

4 P_NP_F_EMS
FAILURE
FAILURE
S_UNSAFE_EMS

Fig. 6. Loss of data of EMS,

Mechanical Excessive wear Intermittent Operator Fire
damage intervention 2) Overheating
3) Arcs
4) No power
IE_INT_MEDAM_CAB EW ‘ Intermittent ’ Operator ‘ # END STATES
SUCCESS 1 SNP_S_CAB
SUCCESS 2 S_NP_S_CAB
FAILURE SUCCESS
3 S_NP_S_CAB
FAILURE
FAILURE
4 S_ARC_CAB
Fig. 7. Mechanical damage of cable.
Kol GFom sl HHo] 2 EA] g AUt W BMSS) F87]591 BAREe] n4E o I
AEIT) o]& 9llo] rAA A7 ZZo] EAES do tjsle] A71F 7|5 X1-0H(Impa1rment of electric function)
it} whebA IE= Loss of battery electricity(DC)2 5} £ 7Nk = sieitk 7137l sk E o
gk 314 3kof| théfj A= Degrade output, Intermittent NFB/Disconnect, Operator intervention 2] Failure
operation, No output® 2 1917 Z}7ro] Azlo] tfate]  Eventso]l thate] WA 7Rsak S, o} W Luk 5o
4E3 s ofio] wiE BSE AHeITh Fig 4= ESZ AWKtk
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