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A Method for Preemptive Intrusion Detection and
Protection Against DDoS Attacks

Dae Hwan Kim* - Soo Jin Lee**

m Abstract m

Task environment for enterprises and public institutions are moving into cyberspace-based environment and
structing the LTE wireless network. The applications “App” operated in the LTE wireless network are mostly being
developed with Android-based. But Android-based malwares are surging and they are the potential DDoS attacks.
DDoS attack is a major information security threat and a means of cyber attacks. DDoS attacks are difficult to detect
in advance and to defense effectively. To this end, a DMZ is set up in front of a network infrastructure and a particular
server for defensive information security. Because There is the proliferation of mobile devices and apps, and the
activation of android diversify DDoS attack methods. a DMZ is a limit to detect and to protect against DDoS attacks.

This paper proposes an information security method to detect and Protect DDoS attacks from the terminal phase
using a Preemptive military strategy concept. and then DDoS attack detection and protection app is implemented and
proved its effectiveness by reducing web service request and memory usage. DDoS attack detection and protecting
will ensure the efficiency of the mobile network resources. This method is necessary for a continuous usage of a wireless
network environment for the national security and disaster control.
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(Table 1> Method of DDoS Attack Detection and Protection
Division Method Description
Abnormal Protocol | To block and detect attacks using a vulnerahility in the TCP/IP protocol combinating
Defense abnormal packets and using abnormal packet size and abnormal packet source address

Blacklist Defense

To block the traffic by registering the IP address to the blacklist to cause the DDoS attack

Automatic learning
Defense

To extract automatically real-time patterns of attacks and To block abnormal traffic patterns
by learning automatically normal traffic situations

Community-based

To block lump traffic on the DDoS countries

Defense
Denial of Service | To detect and block SCAN - Flooding attacks to detect vulnerabilities on the protected
Defense internal systems and networks

Application Layer

To register and block attacks attempting to exploit the vulnerability of a variety of

Defense application layer protocols such as Web, DNS, FTP
Signature To block DDoS attacks Match Matching the latest DDoS attack signatures and patterns
Defense provided by the National Intelligence and Security Agency

DDoS &5 BAlste] Apdates Al2glo] 48 = ol AREE AL F7le] 3] FAot) k=
¥ ok wol WS AeElskH <Table 1>3 2 zol= HESA HF& T8 WHoE TCP-
o] At} Cecui, 2014) dumpZ o] &3}a, o2 WHH 0 2= tpacketcap-
o]} -8 DDoS &7 ©# 2 ek W ture PEZ )= o E Ao o] o] §HT) 1E| 1
o] T4 o2 DMZ @AlolA DDoS 2% th-s-dh= t=ol= SgAA7} Al FsHE VPN AH|~E
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of tist TA 4 W 7IE A= AajolA H oM o] ARSAIE BEA TdEv]d AX 1
S S S Qioh oAl "alA 7)E 4 Itk A= F DDoS &40 #ed glo] Ax=
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O oloh 2e WAm FHap) 8 R 1 A 9L gAske] Avehe Aol a7en
Grge d AL JAen dAdes AT
oz S s el fFoz G ke <{Table 2> Analysis Type of Packet
= Q. A o
Aol ARGETHINSS, 2013). DDoS 24 °© D The average number of packets transferred per
T 7€ AYshE geuyoes gx 9 e second
7] o189 AAA A QEdS A3 DDoS @ The average packet sizes transferred per second
- _ o @ Total number of bytes
324 x]0] EFx ;(H—Hl—?l—oj 7} Q3§
&4 A9 8 ¥ ° Tk daskt @ The average number of bytes transferred per
olu] AT WAk i AR ek Hop] cecond
AL5 3 vk USBE Fotat vkt Bzx3d4 (& The average megabit transferred per second
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<Figure 1) Data Traffic of Transfer File
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