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A Study on Factors Influencing Telecommunications Fraud
In the Case of Voice Phishing
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B Abstract &

With the gradual development of IT technology, voice phishing victims are increasing in number. In the past when
only voice phone calls were made, personal information or financial information were stolen mainly by a direct phone
call, but recently, as smart phones are widely in use, it is evolving into a way such as smishing that leads an access
to a site with malicious codes spreading out.

Since it is easy to run away after committing a crime, and trace are rarely left in case of voice phishing, it is
difficult to find out criminal. In addition, it is most likely that a victim be would be exposed to further damage from
another voice phishing. Its technique is growing in kinds and turning more intelligent day by day; Therefore, its victims
are increasing in number. Previous researches mainly focused the area of legal studies while the factors exposed to
voice phishing have not been made.

Therefore, this study has analyzed the motifs in which voice phishing is done to draw out its outcomes as follows.
First, a victim comes to trust the criminal by the factors of favorability, rare message, and mutuality. Second, the
more sophisticated the technique of a criminal, the more likely a victim is exposed to voice phishing.
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stk AEA, &4 R oonA| tolHE WA
AE A 7)go] el whe) AQlE Fo A ARE o8BS VIR A Ry AEAds
3= o] 83 A3}t FHAY] Yart soivta Ytk Azt ATt 7HAE AlFEEHA He 82
A= T2 A Adts o] 2o E 7 AR S FAE] S8 AAE AT 2EE EUE A
& A AR T& AE59 2HCho, 2012), A9 24 2 olnA dolHE AlFsle] AES
F 2ol 2utEEC] HASIE WA At wAAE sty Ads T
3 TRl ARE AEsAY I ETE 24 AL
JEZ H&EE R 2 4(Lee, 2012) 59 2. 0|23 w7 1l Az A
WHo R tgsiAaL Ak HE AR Al “44 =
Ho|2u A3t F5A 17 5 A w7}°h- A 21 NMsl 28A7|9] R
THYoon, 2010). A3} S5A71¢] 71aiab= W9
S5 s e AY, AT Ee 5‘—5}3} Kaky At F§A 71 Hol2T A (voice phishing)o]
S A 5o Mo R FEiaE Elth(Kim, = gol2 oA Quk Holxg uAle] A
2010). A3t T8 1= POHZ}J ol ot oJuj o] ti(Doosan, 2010). I /el HH7} B3
Yolslw A ATE, R35Y, 9, o 73 wo] QlE BE oA dojd 4 o, g3
Fo g2 e 4 UHCho, 2012) N ARE o]&3ste das AEFIAY AFE
Astag A71e BalAE F2 €50 H(Cho, Ndste] ohggith Rl ARE =89 IaAt
2012). Ab7] WE Hehs st 975 SRt = ARE A A kshar, Apale] Wolg dE
m zAH 0w A] HHE AAETHLee, 2008). n] o] w7} Bt Lee, 2008). £3] wd=
FAZIE WA, g FEolut i TS A & A3t A s Sg Al wE2EE A9 e
&30 WS FHa] ofelem, HsE Ad ™ (Jang, 2009), Al¥F L= AH]2=0] gk 519 - 7}
g w2 oA vlelE 9 7 AtHLee, F ARZ AtE #2871 % dtH(Jang, 2001). R
2008). A7 R0l At thks}, A5 stE o] s o] 4 (voice phishing)e H3E F3 A4S
7} Z7beka 9eH(Kim, 2012). AAate, Ak 28 - 5 - AT - )
st FgAlel gk M8 Age FE S AR A FoE AP EE HEtE FsiatE 7
= wE Ao Bl P of ol of CH(Kim, 2010). ¥.0]223]4(voice phishing)2 <1
3 o]FolA ki, FaAte] IHelA M3t 58 Bl H3Hvoice over IP)E £ I &f|zlol| 4] H3}t
A e 8R1S A7e A7 SRSk 9tk £ do] 7Rl ARE o] ®A o] oF&3l= A&
B =S A3t S5 o) FolAE 89ls # dA= dolAnt Fuje = vsjatE 7|dsto]
Asta, A7) SEiE BAE e IEs AR Az o)A E = A3t w5A] FHZA X
Ha o Qlrh 2 AT As S8AIE Av grate] A3 Ark(Lee, 2008).
= 7bsta, gEjart 7hejAke] AlEE ek 20061 59l A5 LAg o] F ARk ARS o
= A8 Zds FeiAM AuEd & die o BapdA o vlejrt wAlsla glon F
A3t F5A19F Al tigk e AFE s} 2 95s AR F=2, dwel T o=
I AlEel JEE MA = Ad 8QlS EEse] o S0l 93f o] FolAaL Stk Hol~uAS FEd
T BRI 7S AASATh 9 B9 Mayer 2 Urd B Aed 55y duky o Ra
et al.(1995)3} Chen and Dhillon(2003)] A1) o ) 74 F8o2 U= 5 ArhCho, 2012).



A Study on Factors Influencing Telecommunications Fraud 37

AF = 545 SA oeiA FAHH, Abghell
gt We-o]tk(Flavian et al., 2006), 212 < Al
ot} AlF B AH|AE sk, F77) flol®
g b= dAstE S e o R a7zt
TH(Nam, 2008). 218 Al o] Fvijrbe} 4
H| 2} Abo] o] Bt 7 AR 7F vl A9l A8
Al FuA] S ste] A ALl oA Z4H
¢l @27} ©thRyu and Choi, 2003). A1&+= A)
WS AEEkA] Xabe 2l AddA U T8
s, o) ool JeS m I th(Son and Cha,
2006; Chang, 2005). A8+ 544 W% JANH
F44Q =] gk AE e # A (vulnerability)
(Rousseau et al., 1998)%} Al4tel 9 (calculated
risk)(Williamson, 1993)5- H skaL glo] A 4
Atell o7t & ¢ Qlty B A Ao A BH, 4
e AdHo 2Ry s s
Takar, AR FAARTE AR A el o5t
S Aojghe WEoR Rl s
ﬂ% doE A 99 FFE wu A
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o] x](Mayer et al., 1995)°|t}. o|2
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7Fx] A} o] T Mayer et al.(1995). A1g 7HAAHE &
2w, #2444 Folth 59 (ability)S 543
o UjellA] < % H3lste Ve TEoln, dEA
I} fArebe) AEAde 4lFEAke] 7 diel s 413
RS A Zbels d 3o tHMayer et al., 1995).
A BAANA Aujate] TEHE A Lol
238 7)o A Aelt), an|AtE Fjzke] T
o] mFatrial AAEHH ¥ HX}% 28] Keg
tH(Bhattacherjee, 2002). 2 AlF 7)Aol 2l
o] Fagh alolH, HH& UH7HE st A Al
A 53] F238tHCho, 2010). ¥i# (benevolence)
= Ao B4 Wds #ilol O”jri Tgoltk
(Larzelere and Huston, 1980). Hl g e
A7}E o))z} WR A Fshe o= ”&UHXV} <+
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B AnRbe] i e ghuaie] 28-S HA o
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I deE e, ARk IS 98] A4
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Likeability

Reciprocality

Scarcity
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quality

Behaviorintent

{Figure 1) Developed Research Model
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(Table 1) Questionnaire

Variables Number of Sources
items
. . Kim(2005),
Likeability 3| Kim and Na(2005)
Scarcity 3 Kim(2005)
Reciprocality 3 Jeon(2003)
Authority 3 Lim(2010)
Information quality 3 Cho(2010)
Trust 3 Flavian et al.(2006)
.. . McKnight and
Behavior intention 3 Chervany(2002)
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(Table 2) Voice Data Which Being Provided

Variables Descriptions
Scarcity Now you can buy only this product in
here.
I will give you for free any presents
Reciprocality | what is 4 large size salad bowls, if
you buy the product.
Food quality is changed depending on
Authority | the bowl. Many homemakers want to
have the bowl!
. This bowl is made by an artisan who
Information . .
vality bakes bowl by the primary in seven
q hundred or eight hundred degree.
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A9 FE2 <Figure 2> Zo] 4 dolH <Table 3> Demographic Analysis(n=143)
o AET} oA AHeEtel 245, .
Variables |  Division | ~umber of | Sampling
participants ratio
Male 38 25.3%
Gender
Female 105 73.42%
20s 16 11.18%
30s 21 14.68%
i Ages 40s 30 20.1%
_ . 50s 42 29.371%
e U T over-60s 34 23.77%
) 208 BN B2
o e s Student 8 5.59%
Technical post 7 4.89%
Source : GS SHOP. —
_ . _ _ Office job 15 10.48%
<F|gure 2> Provided Image for Questions about Authority Occupation | Specialized job 2% 16.78%
AL gAFAA, FA, FAAAA 1437 ) Self-employed | 22 1538%
0,
Ak WS TR 20139 119 BARE 129 H"g;maker ;‘Z 3?;2;
142717 A, = 2
4.2 M3t F8A7| ¥l Chst 24
4, AZ #A
setel A8k FgA1) Hid AFe stobst
41 B2 Sy 24 Stk A O Ak FEAVIE 4L 5
R s LR
SHARE T EASA 2= <Table 3>} 2. A3 FgA)” Aeo] 0% 7MY =k Ast F
A SEA 143 F 24 M8 2657%, o4 S FEld A8 <Table 4>} 2k
H]-&-2 73.42%0]tt. A#E o= 5011(29.37%), 6041
o]/(23.77%), 40tH(20.1%), 30tH(14.68%), 20th 43 EAH BM
(11.18%) &olth ﬂ"“ﬁ X FH7H32.86%),
AR (16.78%), A321(15.38%) w=o]t}. SPSS 20.09F AMOS 20.00] Aol A&-F At
(Table 4 Types of Experiences with Voice Phishing
Type of voice phishing
N Misrepresentation | Misrepresentation of | Misrepresentation | Misrepresentation of
of Banking giveaway event of various fees government office
143 84.7 88.7 85.3 90.0
Male 38 789 86.8 76.3 84.2
Gender
Female 105 86.6 89.3 884 92.0
20s and 30s | 37 83.8 86.5 7.7 86.5
40s 30 733 86.7 80.0 83.3
Age
50s 42 89.8 91.8 89.8 93.9
over-60s 34 832 88.2 M1 M1




374
574 3Eo] B 'AA 89l #A1S AREste] M EfdAde] drE Ao ‘/}E}‘)’D}.
AS3IAH<Table 5> #Z). Q91F&5L FAE Kaiser-Meyer—Olkin(KMO) &

A I AweE s AREETh B Aol A HHATE HE Wl o8 AR EE

= 243 Ae] Alg Y a(varimax) 7| HS 483t 25 87608 29 BAS 93

ALk AHE F FAR 80.6%= YE T Ak Ege Ao w velyith )

o] 1.0 o]/, 2 A7} 040 o]Foz g5 6>3 2t}

(Table 5) Exploratory Factor Analysis

AEZZ KMO
FEO] A

XL <Table

Ttems 1 2 3 4 5 6 7
Scarcity 1 0.922 0.207 0.225 0.062 0.094 0.123 0.046
Scarcity 2 0.871 0.192 0.238 0.060 0.070 0.04 0.070
Scarcity 3 0.747 0.130 0.370 0.010 0.115 0.050 0.115

Reciprocality 3 0.383 0.579 0.324 0.068 0.104 0.055 0.104
Reciprocality 1 0.389 0.572 0.339 0.123 0.209 0.198 0.119
Reciprocality 2 0.379 0.566 0.241 0.107 0619 0.204 0.283
Authority 3 0.290 0.387 0654 0.183 0.283 0.031 0.225
Authority 2 0.137 0.330 0.448 0.180 0.225 0.042 0.174
Authority 1 0.290 0.181 0.491 0.190 0.174 0.013 0.168
Information quality 3 0.240 0.101 0.163 0.892 0.168 0.120 0.042
Information quality 1 0.252 0.14 0.155 0.891 0.165 0.114 0.013
Information quality 2 0.144 0.188 0.074 0.845 0.030 0.261 0.120
Likeability 2 0.329 0.225 0.048 0.036 0.773 0.179 0.192
Likeability 3 0.190 0.18 0.18 0.174 0.713 0.148 0.130
Likeability 1 0.103 0.134 0.180 0.205 0.708 0.133 0.115
Trust 1 0.144 0.139 0.101 0.074 0.290 0.883 0.261
Trust 3 0.183 0.068 0.14 0.048 0.437 0.890 0.179
Trust 2 0.185 0.123 0.183 0.185 0.290 0.655 0.120
Behavior intention 2 0.387 0.188 0.329 0.324 0.183 0.042 0.873
Behavior intention 1 0.330 0.225 0.490 0.139 0.180 0.013 0.903
Behavior intention 3 0.281 0.18 0.203 0.241 0.190 0.120 0.782
Characteristic value 4821 3.721 2619 2.086 1.226 0.811 1.086
Variance % 10.4% 10.6% 13.8% 11.0% 6.5% 13.3% 15.0%
{Table 6) Correlation Coefficients
Scarcity  |Reciprocality| Authority I“fé’ﬁiso“ Likeability |  Trust iigi;’lfé
Scarcity 1
Reciprocality 819 1
Authority 412 512 1
Information quality 64" 634" 332 1
Likeability 4327 653" 363 762" 1
Trust 776 657 362 673" 6327 1
Behavior intention 647 5327 422 663™ 6327 753" 1

“p <001, p < 0.05.



(Table 7 Reliability Analysis
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(Table 8 Average and Standard Deviation of Variables

Variables Number of Cronbach’s o Higher group|Lower group SUM
items M | SD| M |SD| M |SD
Likeability 3 0.72 Likeability | 449 | 0816 | 3.35 | 0.836 | 4.25 | 0.941
Scarcity 3 0.80 Scarcity | 448 | 0.790 | 3.06 | 1.005 | 419 |1.018
Reciprocality 3 0.75 Reciprocality| 453 | 0915 | 260 | 1.434 | 413 |1.303
Authority 3 0.82 Authority | 456 | 0724 | 3.10 | 098 | 4.26 | 0.933
Information quality 3 0.88 Information

Trost 3 08l qality | 200 | 0000 | 357 | 0962 | 470 | 0723
Behavior intention 3 0.4 Trust | 474 | 0347 | 388 | 0.718 | 456 | 0.569
iﬁgﬁ;ﬁ 492 0286 | 379 | 1.020 | 468 |0.697

T 238 YWY EHe Cronbachd &
Fow A didE Sk <Table 7>
7 2= 4 A3} Cronbachd &
W }

AEe %

S91LE- 1M = 388)7} 744 A vEe,

44 0 M2 ME 9l ExE £ A% + 0.944, TLI(Tucker-Lewis
Index : NNFD+= 0945, CFI= 09652 =& 4
ALY W gk 29l A AES v A e 42 Yeha 9o] R3] A3r gy
W EE B 29 4FE mEanh B A sftha wols el 4 9k,
Al 891 HAg(factor score)= T T3 §A AE 24 A3 53k — A1=(t = 2075, p < 0.05)
A e it ow AFEstlth <Table 8>3 2 = 7Hdol AXNER L, FAaAT AF AeAT A
o] AR AL E=A At A 1FS HEY A 2] <Table 10>} o] #o|gk o= Hepyith
(M =5.00), &5 =M = 492), 2=(M = 4.73) AF ot BE gt FRE 7o 5 0.01004
o] &M E Hto] EA vEhsh gk FEe) A SAH SR FofatA Y
(Table 9> Goodness of Fit Index
, s TLI RMSEA
* ¢ o GIT CI (NNFD) 90%C - 1 MR
170.804 58 295 944 965 945 .069(0.057~0.081) 049
(Table 10> Results of SEM Analysis
) CR
Path B SE Jéi (--value) o)
Likeability — Trust 0.076 0.037 0.126 2.075° 0.039
Scarcity — Trust 0.250 0.037 0.447 6.669™ 0.000
Reciprocality — Trust 0.077 0.032 0175 2.361" 0.019
Authority — Trust 0.011 0.042 0.019 0.260 0.7%
Information quality — Trust 0.350 0.012 0.347 6.729" 0.000
Trust — Behavior intent 0.603 0.057 0492 10517 0.000

*p <001, p < 0.05.
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Aol wiAERTE A SR fFodhA] Lot oA A Mall 89 F A= 2= 9
7] {48 FE~EM(Bootstrap) AAE AHE-31 T e MAA g AR Yyt ol wet 2l
FEZERS o] &3 m/iadt A5 v/ ase] 27F Aok FEef=ite] #AE visa Aot
FAFES AT Pl REAEY B4 A & M 74 7149,

o A 7F B2 4SS s (F R = 366, 4
Aash = 319, FEET = 04D, A AT G A 2
o ul$ fele Ao ek ol e, ¥
o] vt 7He] AXHATHp = .009). W3k FEAPIE AREA JlEe) el uel
b gelE gusda ok Ay AvE
46 7td A= 2ot ARl wxlel A 7hEAde] oRE dhvelal Atk
ko] JAolA Azt FEAIC wE2HE A
7Pl Ae o]F= <Table 11>3} 2t} o1 ol thgh Aol WPHA| ehokar, oS
0019
Information
quality
<Figure 3> Results of SEM Analysis
(Table 11> Results of Research
Hypotheses Choose

1. Likeahility of victim about attacker increases trust of victim. O
2. Reciprocality of victim about attacker increases trust of victim. O
3. Scarcity of victim about attacker increases trust of victim. O
4. Authority of victim about attacker increases trust of victim. X
5. Exquisite information of attacker increases trust of victim. 0O
6. Trust of victim increases behavior intent. 0O
7-1. Trust mediates relationship between likeability and behavior intent. O
7-2. Trust mediates relationship between reciprocality and behavior intent. (6]

7-3. Trust mediates relationship between scarcity and behavior intent. O
7-4. Trust mediates relationship between authority and behavior intent. X
7-5. Trust mediates relationship between information quality and behavior intent. O
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