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Security Enhanced User Authentication Scheme with Key Agreement
based on Fuzzy Extraction Technology
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ABSTRACT

Information and network fechnology become the rapid development, so various online services supplied by multimedia systems are
provided through the Internet. Because of infrinsic open characteristic on Infernet, network systems need to provide the data protection
and the secure authenfication. So various researchers including Das, An, and Li&Hwang proposed the biometric-based user
authentication scheme but they has some security weakness. To solve their problem, Li et al. proposed new scheme using fuzzy
extraction, but it is weak on offsline password attack, authentication without biometrics, denial-of-service and insider attack. So, we
proposed security enhanced user authentication scheme with key agreement to address the security problem of authentication schemes.
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A3t7] ¢34 Chuang? Chens AFIETFFE S} ARE2L
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59 2719 off-line password attack, authentication without

biometrics, denial-of-service, insider attackoll %] 2Fa}ti=
AL Hold ol& wAs] f8l HAFE71E 7]k

P ARG 915 B 7] T 23S AT

2R PAE thest 2tk WA 2404 B R
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A8 AelE £, Awd 22 AAADE ve 5 A
o ARARE QIS fg UIH F olFsd
(Two-factor) QUZoNA = 9 3714 F 27HA1E Z§she]
AHEgE AnEFRE 9L A ERES o] &l ST
Holl A off-line password attack®. 2 Q1a A AF&-=}e] =
ATt =E2E el = ol o]z adlolA
Asle Bt FARE dldsr] g8 AAER 58 F
7Y8ke] AFQ 9l(Three-factor) 152 A3t} dubyo g
Abgro] BHE glo] AMEE £ e HAEe Aol
SHAZE 71 wsmol]l F219) i da el F ket A
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o} A AAAHRE o] &3 2l
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Yol 7t gloja] AWEJIEE o] &8t 342 27

gk Zlo]th[7.8].

2.2 HX|FE 7Y

WA 5278 (Fuzzy extraction)S ©]-831H AAHRE
AY 2EHYOZ vl F e, ol & o] E435tH A
HE gosha 7yl ARE 4= 9tk o] W2 Gen
3} Rep ©l2hs E&F AAAERZ FAFHO 9o,
Generate 9} Reproduce & 53tk Gen(B) = (R, P) Sl A}
AGE B & ol&ste] Gt WY 2ESY R A5 &
E3 p & QXS A R = Rep(B), P) oA AHEAH
7t 25 UE B & dYsbE= P & o835t ZAH
A RS AAANE F A= Aolth F, A g A
AR} =)Ao FARRE kel tlslA oA 22
£ AEF7] 98l P& AMESIER, AAAES] A
4 SR ool WS 7Y ok & < glnh o
FZ 7IHE ol Ee S 2o E TF WA R
P E AAdsta 2391 BAlA P & o438k FA4H
R & TEUEZR, J3d uat 254 g e A
AR Ao 208 4= A & 4 Jti9,10].
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ZA) gt} o|w Elliptic Curve Discrete Logarithm Problem
(ECDLP)Z Q=xP = Q 9P & ¥t x & Yol
1= Al o1™, Elliptic Curve Computational Diffie-Hellman
Problem (ECCDHP)+= aP, bP %S Lol abP 7S ¥o}
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¥ 4= Qle FAlolW, Elliptic Curve Decisional Diffie-
Hellman Problem (ECDDHP)= ¢P = abP & W, cP 25
aP, bP & & F Y= LA OITH11]. & =M BEet

%—E— Qsled xP oM x o P 7F EFEFA AAE * 2
Algtth &, ECDDHP= BRI A AL * gl A ¢ * P
=a*b* PN FHAI ¢ * P HS YUE = a* P H
b * P FE Yo F §loe AE

4

b=

Li 52 ECC 71"8& o] &3 AR} Q1% 275 At
et 2 FolAE Li ol Altst 1% 2719 F&
g F Ak S BAETH2513] E 12 & =EolA
AHEEE olE AEsATh
(£ 1) 80f MH
(Table 1) Notations

£ o A9
R 5 AlE
Si AW
G AR} i
Ai A7
ID; AR GO ID
PW, AHSAE G ] 29 E
B; AREAE G o] A B
P g ZRAE 7
h() QRS sl Ao
X; R o] A3l Sl HIEA R
R AR G 7 /‘ﬂ”‘éf@ A gk
Ry ARS2E S 7F Ade Y 3t
1 ik ?34}1}
D ey =g Ak
* BRI A Akt

3.1 Li S0| RMigkst A2 e
3.1.1 &5 of8

2 o)1= AL 37 Ao ¢ 9 R & e
HFA4E& AXA Bk C = ID; & PW; & AH]
7k
BA

e oofn

il uin} Jt ro,

K & AR AT G & AHERe] AA)
A F%7)0) Q@ ¢ & A I, o
B,, RPW, = h(PWJIK) & SZ AE R Srder Ealo2

REAGM A d)

Sk R & AHEA] Uﬂ AR HIREL XE ol g-sto]

ox b my
R orle

&

Gen(B) = (R, P), fi = WID|IR), e = h(ID||X,) & h(f
|[RPW), r; = h(IDJIRPW)E 4@ E R & < ¢ f, 1, P,
h(-) > Z~RtEFNE] A48t b ek AR &
G oA A$3h ¢ & K & 2vfEFES 93

G £ S 9 JAF5HF & 37] Aol Al JEE o]
S3to] Ay Q1E AR E Ak 2O S o
=3 o] AXA "k G = A *U}Eﬂte 2y
o YL ID; ¢ PW; & 4Esith. 1 ¥ G & B § 238
X R = Rep(B, P) & Ak *UPE?}EL =
WIDJIR) & ARSI G 8] 2rtEFFES] A7 o Sl&
9]— H]—! 6]—1;]. u}OE L= %ko] 71—OD4 = Agxﬂ;dy_e o].&l
3 AZAA L A7, g2 279 AAE Fsith &
WFEZYES RPW; = W(PW]IK), ri” = W(IDi| RPW) & A3tst
I 9 AntEFIES ARE r7h ZF2A ERlgt) 7 3%
o] o™ Ip 9} 9= ASHA S vpXI, tEH 2
e S AMETNEE M, = e @ K(f||RPW) &
AL a € 4 & AT I F AFEFIEE M, =
a* P Ms=h(M ||M) & AFsch TG &S A
2791 24 wAA < ID, My M; > & AFgTh

S = G 9 84 WARAE w2 F, MEE IS
Wﬂ?la Tk 9% HFE AR § = wAA

D & A3y A ID; 7 AWHEE, S M, =
h(IDi”Xx) £ ARSI My= h(MJ|Mo) & AAY8EAL WIAIA]

E_‘

o M; 9} H2A] AEdth oW § = G 2 2 wA
2§ golgola ﬂ%z‘zu} S = %H gw p €25 2
AL Ms = b * WMA|Mo||Ms) 5 A2E3t.

IS = G olA *P-Q- %Tg: et < M5, Me> & W%
Seh G 7F S 9 < Ms, Mg > WIAAE WOH, G & Mg
= W(Mj||M2||Ms) & A87d3ted ih M, 3 vlarste] Agstth
7 %}O] Z2oH S = G ol I3 Q1F5E WA Hol MR
B3 Q%] ek G o S MR I FEE o]&35t
23 722 MAT7] SK = hia * Ms) = h(b * M) = h(a
*b* PE A =1, T S ks Heggith

3.1.3 WA= #F oty

B 2ol HE G 7t AN AZAEE AR S 92
Y Py, 2 537 39 A BHE 5 Stk 3
£ 5% AE R 9 B flolE AN A2 g}
A A=Y WAFL Juk ¢ & A 2vrE
E2 7)ol YD % PW § QST A2 =

et QlE{Hl HEsE| (17233)



HOMYO| SME HAIFE 72 T ARSAH 2F & 7| 39 2

AE 8A%h G = A AAARE sty R
Rep(B’, P) & HA FE7|& o|&ste] Ailsitt 1 &
Ci= RPW; = W(PW||K), ri’ = h(ID||RPW) & AX}at3 2~
HEFIE k9] f; & vl STk F gho] ZEO W G ol A Al
2 HEAE PW & Y8 b AEFIEE

= h(PWyerl|K), €’ = e © h(fil|RPW;) © h(fi||RPW,),
1’ = h(ID||RPW;) & AAret) 2ulEFNE e 9 1 & o
o}’ 02 WASHA WA s WA Aol QPAEHA
= Rl

M
~

3.2 Li 50| Mokt A219| F4H

HI

3.2.1 Insider attack

Li 5] Atst 27lolA] shte] Aol 2dH )
AARE vlolEHlo] 26l Lt § o HUAH X,
obd 4= 9lom, ¢ o BAIFGANA AEAS ID;
obd 4 9t o] & o]&3ted FAAE TE AH
£ AlE R ol &% TE oy AHEA X**“—i
AFEAAE 20 2 o= AL 97 4 gk

Li 5ol At 7oA ¥ FAR= Dy, X, P,
h(-) & olg&3ted 2 HAA < IDg, Mo, Ms > & A4
g Atk A71A Dy 2 B4A0 AHAL F el ID
g Solth i FARE A4 *}*‘lx};ﬂa M, =
e D h({f’||RPW) & AT & vl 1 olfe M, =
h(ID||Xy) Vel WHEFARE ID; 9 X, & BF &7 o
wolth AR AY | a & BB Me Ok M; &
AASL < IDy, Mo, M; >5 THE01A4 52 AE R ol &
L8 A FollA FAA 219 B Cdve— Skal A
AW Sl A Q1% “ﬂ/‘lxlg A&t ©th < Dy, Mo, Ms
> & W W, 252 WA WA S st
Xl“P o] AR 7} *7—:!%}*01 e AR RS 91

g u)\‘jr J8Es S] = < M, Mjs > £ st 34
x}oﬂyﬂ $3p "ok TAAE 50 A% HARAE o
&3t %kzi A8 AT SK = h(a * M) = h(bg *
M) = ha * by * P)E AT & Atk o]H 7 shte] A
Ho A Y F FARE 55 A 258 OE EE A
HEANA 34 AHEAAE 20 2 ASHAH S 4=
o 5 STH14].
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3.2.2 Off-line password attack

AYLHFE 8o RUEYslE SPA(simple

power analysis), DPA(differential power analysis) 42 ©]
ﬁé}‘ﬂ 2HLEFIE Qb AEY e BE GH AL
/'\ 11;]. Li Co] /\710 /\u]_Eg}l: o]-_/] FQEI_D]— ]
3 oP&i ALEARS] W AQEE Yokl F Stk FAAE
Got 5o AR E A D & 5Tk 1
Gl ~ntEFNES] AXH ¢, f, 1, P, b(") % K & SPASt
DPAE o] §3lo] E5gth 34 ol FEE o
St o3 222 A 1 = WID)||WPWIIK)S E*CB} o]
TAA FARE WA E P E Zﬂilﬂ BE %
& ¢ T2 13 2EAM FAAE A F4, FAS]
kel 23 B HolE 34 5 thgs m‘%
of HAYEE gob dll F Utk o] HEYER AT
73$-2] 7} d Ao}, HAYET REE A FA}
[e]

7F oAEA GA HEUEE ok E 5 e Aelt14).

3.2.3 Authentication without biometrics

Li 5o] A¢g 2ol AR = AR AAAYE
7F gdgts A4 5348 5 Aok FAAE G
S 7k BN A DS 3 EF T AFEAY AnESEES
FE538 &, 322 A9 Offline password attackS ©] 83}
AHEALS] PW & Doldity, 1 & FARE PW, K, e, f;
, P 3k& ol g3te] RPW, = h(PW||K)S T3 b 2
S e | F Ak FAAE olHHE ALk RPW
e 9 f & olg3le] FAA My = e  h(fi|RPW) <
ARG vk 1%, FAAE Qo) dE AW oy &
WABT, ag S P 2 0|88t My, = aiP 2 WA BT}

AR ol My 3 My, & ©1831] My; = h(MAJ (M) S

ARSI ID;, Mgy 1813 Mys & S; oA A3t § =
FAARRY DL AZ WA ol Ealel ALEAE 2

o e, § = 2 AR ¥
S Yol ¥ F Rtk IYHEZRE § = FTAAE A=36HA
H ZYHOZ Ms 9 My & ARSI FAANA A
o Az e wAAS e A4

B o1& o] &3le] § o AR A ¢
o3tE FAS & 5 ATH4lL

AReRE & 2

3.2.4 Denial-of-service

Li 59 2790HE 5 & ASAE A3 o), 0o
My & olgale] S8tk 12T 57 MiE AESHE 7
A HE ID, X, My TS o183 Bk Tk s A
$A7F B < D, My, My > 7 1 WAAA obilA
Selg ol itk TEE FAR) G o) s, 1) 4
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A4F33] I3 §H HAAE HUlE A4tk 1
A "k sl AR T A Fol H7] wiiel
1= ¥A, Al Lﬂﬂi Agsta 2z F&
= SAM AT G5 AHA Fiol 2 5
|2 ko] 7] wstell, lem 22 AR E B A
AR Mu| 2 A7) AHA HE Aolt14].

) R

ro
i) :101.
A
i
2

4
N
e
T o

ngu_xln
o -

b
S
d
—_

L g2 o

b ;."é o, Mo oy
oy MY T B oo
X0 rlr ko o oot mu

ol
—-

40r1rr&2‘~'_-&>o§_ﬂ_&oﬂé
rlr

4. A3t Bde] 33g 23
Li 5 ECCSt #l413t+E o3t a&3<l 44
/A% 23S AFstATE AR oA FA8 AAH
Li 59 238 thgsk Bt FA o] o] MAE .
7} QAT off-line password attack2 3 A3}7] $lsiA= &

A A EE YAG R} T ARSsfoF gk 8|2
authentication without biometrics =45 s Z3}7] $13] 4
T A ES ARGA SPEAERORE G8F §; Al
94 o]z;].;ﬂoﬂ}q A}.&g].‘;. Uﬂ/\]X]‘E— @M& e oh:%
slok gtk %, ALEAe) B glol 9 WAAE BE

NEE 3oF 3t} denial-of-service 3742 | A3}7] 4
M BRIAREZE o] &35} Uﬂ/\lXH 4"

A
Al °P6¥E‘r Zl° e 272 55 HA
4, HAYE MARH o7 Utk AL A= ID, PW,
832 B & ol&3tH, R HY X, & &Rska Sltk
Li 59 23olA vehd 7t7te] A o] WRAR F
B s EAE siAs] fElA, £ =EAAE S

(1D, PWi, By) (X,

chooses [ 1), PW;

imprints By

generates a random number K
computes RPW; = A(PW;| K)

1Dy, By, RPW,
>

computes Gen{By) = (R, Fy)
fi = h{(ID;| Ry)

g=IDis X,+ P

e = g¢ @ h(fe| RPW})

ri = h(I.D;| RPW;|| R;)

smart card (eq, fi, ry, Fi, Poh(-)

-
stores K into the smart card
(38 1) meksts AZe &5 =
(Figure 1) Registration on proposed scheme

4.1 88 ¥

79 2 9= AAL &) Aol ¢ 9 RS 1% 13}
SEHGE AXA Ak
£ AdEsty AA AR B
E HA F27d dF3h 2P A G KS
ARG} C = AHEAL ID; 9 B, 9 RPW, = h(PW||
KE 55 AH R o s TR AFsich
) R & AREAE] wAIA] 9} v X E ©]-8-31] Gen(B),
g, €, i AT
Gen(B) = < R, P; >
fi = h(ID||R), g=ID; * X, * P
e = & h(f||[RPW)
ri = h(ID{|RPW{|R)
@GR T g ws A3 < e, for, P, P, h(") >&
2ulEFIEd AAsly o EA IS B
A At
@) G & K & ZvfEFIES dF et

4.2 2391 1A

01]7ﬂ A= 8, X * P& A drh Li 59 233904 C = 19 23 o] 2719 HAL Es) AW AL
EE S 7L 5L X & 2FL AN i, Algkehe AR AZuA @ g3 2391 34 Aol §; & R

——uoﬂ}\']L *1]'2—11'9’] Si 7]’ X]')\ —’] Sn o]] HJFF/]' 4’ ] D]'E _,4_0 E}‘\_% 3H S; t‘xl-g] Ai=S,*X,*P 7u)]\"‘% :6'_%3}3/_

s s Hol, T2 5 9 4 7 & s E‘E‘r &% 4L 78 ai),

512 olEfA &5t (17233) >



HAFE 7|2 7|8 ARSAH 21T & 7] 39 2

= =

¢y) *FC-LZP G E Eals }57}5—% 2iH 7]l ¥aL ID; ¢

Rep(B,, pP) ER 71] f&“/}.

(1D, PWy, By) (A = Sp+ X, + P)

inputs ID; and PW;

imprints B;

gets B = Rep(Bj, F;)

computes f{ = k(1D K;), and checks fi 7 = f;
computes RPW; = h(PW{||K), r} = h{ID:[| RPW}| Ry)
checks whether rj 7 = r;

generates a random number a € 2
retrieves timestamp Ty

computes My = e & h{f{[|[RPW}), My = 5, « My
computes Ms = a + P, My = h{ M| M| Ty)

1D, Mz, M3, Ty

(3% 2) ®ekstk= A2 &5 oty
(Figure 2) Login on proposed scheme

() 22|32 2VEFFEE f7 = W(ID||IR) & ARSI 2
PtEZLES] AgE o] Sl f o Wl stk whef
A7E Zod e ARE AP,

() ZPIEFI=E RPW; = W(PWIK), i’ = W(ID; ||
RPW|IR)E ARFSIIL 17 oF 2PFEFFE] A3 ny
7F Z2EA #lgith

@) 2PEFNEE g € 7+ 9 84 BI28E 1,8 A
AT My My, Ms, M; & A2V} 187 AREA}
C e S oA BFd2-ZE okl 27792 9 1)
AMAE A

My = ei D h(f||[RPW), M; = S, * Mo,
M =a* P, Ms = hMi|IM:IT)),
29 8 WAA < ID, Mo, M, Ty >

g =G 9 29 2 HARE
v H, ME Y S 2 AAYE %%6}% s

() 8 = HAAS D o] =R T & A3

@) B5F7F AW, S = My = ID * A & AR
M; = W(MJIMAIT) & ARBET W A2 2] M; 9]
TS ATIH 2o col UMZF 1%5&
¥ M5 = b * P, Ms = h(M4||M2||M5||T2) Ak
5 GOl B QTS AT vIAA < M, M,
L > & Atk

@ 1 F G 7SO < Ms, Ms, T, > HIAA| & o™,
G BRSHE T S ASSIL M| | M| M5 T) =
3] W M, SR F glol BOH S, =
G ol 28l 52 W Hlo] 45 1ol AT

Oy 1}

1Dy, PW,, B A=E. e X P
(1D, My, M3, Ty

checks the format of II) and the timestamp Ty

computes My = ID;+ 4;

checks whether My = h{M,|| M| T1)

generates a random number b & 2

retrieves timestamp Ts

computes My = b+ P, Mg = h{M,|| M2 | Ms|T2)
(M5, Mg, Tz

checks the timestamp T
checks whether Mg = h(My | Mz| Ms||T3)

- >
SK = hia+ Ms||T1[|T2) = h(b+ Ma|Ty|IT2) = h{a + b+ P|Ty||T2)
(38 3) Heksts 229 &5 =
(Figure 3) Authentication on proposed scheme

6) C oS EAHNE FHE AEE o83t o
& A7) SK & A, o] e o]&-3td
o729 BAE HAsHAl WAl =ik

SK = h(a * M;||Ty||To)= h(b * My||Ti||T2)
= hia * b * X, * P|TI|T)

He

4.4 HAQE HA 1F

AR G 7 RS Y E PWe, & A785}
o ASAH R U AH §; &F glo] 44 |
Utk I8 4= AseE 279 HA9E WA A
HoF3 9]

chooses ID;, PW;, PWinew
imprints B;
1Dy, By, PW;, PWinew )

L
>

computes RPW; = h(PW;||K)

computes RPWiw = M PWipew | K)
Gen(B;) = (R, F;)

fi=h({IDs||Rs)

€inew = € B h(fi| RPW) @ h{fi| RPWinew)
Tinew = AT D;|| RPWinew | Rs)

replaces e, 1; With €inew, Tinew in smart card

(38 4) miekst= AZ9| HAflE HETHY
(Figure 4) Password change on proposed scheme
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(1) G = AvEFEE gyr|d ¥ ID; o PW; o
PWyew & YL HAYE WHS S5 A
AREE gtk I F AvEJIEE RPW, =
h(PW|K), RPW; = h(PWye||K) & AT G &
Gen(B) =<R,P>E A FES LA R &

Z3t}y, 183 f = h(ID|R) & Al4t3ith

2 ’\D}E TV Cinews Tinew & AAFSTL
einew = € D h(f|IRPW,) D h(fi||RPWinew)
Tinew = H(ID}||RPWien||R:)

(3) ZHEFIETL 7129 ¢ 9 1 & eiew S Tinew 2 F
DA HH BE HAYE WAGA o] Btk

O Mutual authentication : Al Fsl= 2o A= Az ol
< AFsaL Aok G = 23R J WMAIA] < ID;, My,
Ms, T; >5 8 oA A3, § = IDSE T AANE &
M, = ID; * A; & ARl HW3E G 9 S T ME T
T UL o] & o] &3t Mz o h(My||M||Ty)S Bl
LN el AAEE S & G E AWE AMAR
Yot Ms ©F Ms & ANt 1213 < Ms, Me, T > &
AET G = MMIIMS|IT) & Ast] Ms F
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Session key agreement : A S8l A7 271
o] vlAl T Cio} §; 7] SK & A gt S,
AN AY gha 9§ 7F B M & o] &3},
(@*Ms) S A3t 0|2 SK & AHEET) S5 = Al
z% bet C; 7t B2 My & ©l&3t hb*M|| T )=
83l SK = o3k h(a*Ms||Ti|T2) <} h(b*M||TH| T)
= B, Wa b XS P T 2 F 32 22 s 2
HH o) SK Z o] &3t BSo) HIAHE T, L
Abgste] wjel k2 SK 7S AREsHA "o
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2le] YA EE I A & wj, 55 AlE
5 9] =4 flo)] AEA s E WAT gt O
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ot ME2L AEAE PWiew & AHIL NELE e
Tine® THE 3201 AT S )

einew = € D h(f||RPW,)Dh(f||RPW))

Vinew = h(IDl”RPVVmew”RJ)

I 3% A enew & rinew T 7159 ¢ A 1 & WA=
Ao R HA9E WAANES 45T F Uk
@ Resist forgery attack : A<= 2FNA = FAA}
7F G ¢} S e A E fEste J5E wE 4§l
G = S A < ID, Mo, Ms, T; > £ 75381 El=tl, M;
MM T)E Moll= 2 W3 ARg-AFate] AJ2d
= & FID % X * P 7F £¥EA Yo 92T
S; 7 CAA <Ms, M, T>5 HAE3HA Heu, Ms ©
h(M4||M5||Tz) A o] FollA My o= S* X * P o] E3H
wo] 9lo] At 5 who] AT 0”3} t5o] Ms 9k Ms
25 ERla9EE T 2o ERIaUER WS
71E9] HAIAE IUE BlE ZEAE B7bssith
® Resist replay attack : 3AA= G 2 S§; 7Fe] HAIAE

FHS F, ol E OA AAETEZH G ZL 5 oA 9l
S e AL T F Uk AN AldEE 270A
=G oSt AE g, b 1P BASHE T, T

O]‘ji }*E*ﬂ’“«] M3 I+ Ms & 7:“/1\_]_'5}'{[:

® Quickly detect the wrong password : C; 7} 2%
29EE AEEAe W, ol & WEA & 5 Slojof AHE-
A A 221 FF& ANET F UEF A&
W & Aok & 2712 A" o AN WDy
RPW||R) & Wlalate] 27131 g A S AYPEE w2
A AAT S YTk T olKE RPW = (PWIK) ©17]°
A5E HAYEE A r ghol O ghol A E
o o] ok

@ Resist insider attack: ¥ 271 A= insider attack <
A Astr] Asf A, S witk AR o2 HEgE 7H 5 Q)
L& A3k & R VLS oAl $oE AR Q15
AR MRS A o), S, ¢ X, * P POE A5

T S ritk MR O s M F RS sisith a8
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43s g5ty st oE s o Ay HEg
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® Resist off-line password attack : ¥ &A= SPAS}:
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HEE ol SFOEN, AN AHEAS HAE HH
b Eolle wolM T A2 EE £ 5 ATk 1
A AN2AEZ AT S Qle AR o] Hof 7249
B $AS Tl A2HES F5T 5 27 Wl
AT Akt e Ao M E A E Rt 23E ®
T ol AR BAHELS A Absisted, A E
& EER HAER dopd £ Qs AAS 5,
AL e ¢ AAGEGYS 1§t HES
F3E 5 QS stk 2vEAE Y A 29E PR
7b 23 32 i = WIDIIRPWAIR) ER1E, 3AAE
AX PW; & FFalt7] SIsiAE R 3k dotokel=],

R 32 AFEAFS] AAH B B LS dolobd AT
A= Frolth AAAGRS B 17:‘7\}7} P& A
g glon FA9 gy FHCE 3T F jleE
2 B 27 g9 /F %73,01] AT 3l
® Authentication without biometrics : 3|2~ =9} A&
2 AAREE BT At 27oA AASY] oF
o 7oll, FARE ALY ARfEFIE 9L s A9 EREe
2 ZRRS Ao A 4 Q= Bz} uA
S ok AN 2 =l A Aljtete A7 A= W
TA] AR AutETIE, sfA9E T8 3 AAAHRE
R ob= Ak AbEAe] G ¢ S *}Ol ATl A
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27l A ARRIZE Q1SS W] 98] wiEA] Z o et
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2 mRlA AEHE 292 Li Fol AL YE
21 M A skE FHOpHERE ofYzl, An, Das 12|13
Li & Hwang o4 WASHE FHPISE 8|28 4 Ao,
O3B ASsls A7 AnlEJE, | AYE, I87
AAYEE o) §3o] ALEAE F3T o)n HARE

71HE &gste] Bt obds 2318 sk
(¥ 2) Hotd H|w
(Table 2) Security comparison

B | An | Das | Li&Hwang | Li et al. | A2
O |o0] X X 0 0
@ | X] X X 0 0
® | X|] O 0 0 0
@ | X X ¢ ) 0
® |O0] O [¢) 0 0
® |[X | O X ) 0
@ | X ] O X X 0
® |0 X 0 X 0
©® |0 X 0 X 0
W | X | X X X 0

6.2 &

Ano] A ¢tel AbE-2} 91 2~ 7ol thal B
7] 938 Li o] Aletst g3 r|e3 AR
S ke A2 9l AR A} Q1E A7 T & F AT
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3] offline password attack, authentication without
biometrics, denial-of-service, insider attack ol | }&}th+=

BAZL QAT B ERAME Li 59 27004 24
g FAME ddste] Botdol S4E WA 2714
S BED H2Q A7 AHEA AF W 7] £ 2L
Atg. 13 BE 9F 27 vag Fa
A 279 RS AFH
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