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ABSTRACT

A hardware implementation of ultra-lightweight block cipher algorithm PRESENT that was specified as a block
cipher standard for lightweight cryptography ISO/IEC 29192-2 is described in this paper. Two types of crypto-core that
support master key size of 80-bit are designed, one is for encryption-only function, and the other is for encryption and
decryption functions. The designed PR80 crypto-cores implement the basic cipher mode of operation ECB (electronic
code book), and it can process consecutive blocks of plaintext/ciphertext without reloading master key. The PR80
crypto-cores were designed in soft IP with Verilog HDL, and they were verified using Virtex5 FPGA device. The
synthesis results using 0.18um CMOS cell library show that the encryption-only core has 2,990 GE and the
encryption/decryption core has 3,687 GE, so they are very suitable for IoT security applications requiring small gate
count. The estimated maximum clock frequency is 500 MHz for the encryption-only core and 444 MHz for the
encryption/decryption core.
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Table. 1 Comparison of PRESENT crypto-cores
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