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Enhanced Method for Preventing Malware by Detecting of Injection Site
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ABSTRACT

Recently, as mobile internet usage has been increasing rapidly, malware attacks through user's web browsers has
been spreading in a way of social engineering or drive-by downloading. Existing defense mechanism against drive-by
download attack mainly focused on final download sites and distribution paths. However, detection and prevention of
injection sites to inject malicious code into the comprised websites have not been fully investigated. In this paper, for
the purpose of improving defense mechanisms against these malware downloads attacks, we focus on detecting the
injection site which is the key source of malware downloads spreading. As a result, in addition to the current URL
blacklist techniques, we proposed the enhanced method which adds features of detecting the injection site to prevent
the malware spreading. We empirically show that the proposed method can effectively minimize malware infections
by blocking the source of the infection spreading, compared to other approaches of the URL blacklisting that directly
uses the drive-by browser exploits.
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Table. 1 Feature of Sociable Engineering and Drive-by
download attack
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Engineering

Drive-by
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Fig. 1 Download Path stages
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Fig. 2 Download Path stages
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Fig. 3 Sample Analysis of drive-by Download Path

9 32 [10]¢ +7HH A
Malware Domains)& 3t AFC|EE %S|
f+ Aol E9 7]”.% *4 et 413E Yepfar gloh
aulaua Aole Adstel HA 9 ARE A5t
o Al 2 A Y owu} o1¥A wam

=l

Eg o

E-Z(Immortal

2 2Astel 2t

=
T

R (z;am EEPISER
oA Qo] 27k thE Aol E2 Bjrj = st
3= YRS ehirt

<iframe frameborder="0" height="0"
src="http://skyblogs.be"
style="display:none" width="0"></iframe>
<script type="text/javascript'
src="http://modern-stencil-art.net/xx/xxx.js"></script>
<script>
if (document.referrer.match(/xxxxx\.com/)) {
window.location("http://modern-stencil-art.net//"); }
</script>

Fig. 4 Redirect script source sample
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Fig. 5 Flow chart for Detecting Injection Site

Table. 2 Results in Comparing with Products

Feature GSB Eset Proposed
Landing 38(76%) 26(52%) 41(82%)
Injection 30(60%) 0(40%) 44(88%)
Probing 38(76%) 26(52%) 39(78%)
Exploit 38(76%) 27(54%) 43(86%)

Download 38(76%) 25(50%) 44(88%)
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Table. 3 Feature Ranking

Rank . FEEIND Feature
importance
1 100% (D Successor of Landing site
2 90% (2 Code Injection
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