KIPS Tr. Comp. and Comm. Sys.
Vol.5, No.7 pp.173~180 pISSN: 2287-5891

i0S(iPhone, iPad)OlA Q] EFUAET

M- X~

S RN 173
http://dx.doi.org/10.3745/KTCCS.2016.5.7.173

S ]
Bt 017

10

=
EAR=2

A Study on the Evidence Investigation of Forged/Modulated
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ABSTRACT

Since smartphones possess a variety of user information, we can derive useful data related to the case from app data analysis in

the digital forensic perspective. However, it requires an appropriate forensic measure as smartphone has the property of high mobility

and high possibility of data loss, forgery, and modulation. Especially the forged/modulated time-stamp impairs the credibility of digital

proof and results in the perplexity during the timeline analysis. This paper provides traces of usage which could investigate whether

the time-stamp has been forged/modulated or not within the range of iOS based devices.
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1. Run Jailbreak to iOS device. Jailbreak is performed using a tool provided for each version.
2, 3. Extract the CurrentPowerLog in Jailbroken device.

4. Analyze whether the system time has been changed at extracted logs.

5. Extract General.log to investigate whether the device was recovered.

6. Analyzes whether the device was recovered.

7. Backup iOS device using iTunes tool.

8. Analyze Menifestmbdb whether the records relating to the time.

9. Analyze whether there is a reversal of time from the default Application Data.

Fig. 1. Flow chart of timestamp analysis
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Table 2. Example of Menifest.mbdb record structure

No. Offset Data Explanation

1 2byte 0x000A Domain string length

2 String HomeDomain Domain name

3 Zbyte 0x0012 File Path string length

4 String Library/SMS/sms.db File Path

5 2byte 0xFFFF End of Domain and File Path

6 Zbyte 0x0014 File Hash string length

7 String 0xC5B0....7DBD File Hash string

8 Z2byte 0xFFFF End of File Hash

9 Zbyte 0x81A4 Mode(File, Directory and Authority)

10 4byte 0x000000 NULL

11 4byte 0x00000099 Node Value

12 4byte 0x000001F5 User ID

13 4dbyte 0x000001F5 Group ID

14 4byte 0x54FD8061 Last modified time (UNIX Time)

15 4byte 0x5502C62F Last access time (UNIX Time)

16 4byte 0x53F73BA5 Created time (UNIX Time)

17 8hyte (0x0000000000807000 File size (byte)
1:8A60h: 04 00 00 OA 48 6F 6D 65 44 6F 6D 61 69 6E 00 29 ....HomeDomain.)
1:8A70h: 4C 69 62 72 61 72 79 2F 50 72 €5 66 65 72 65 6E | Library/Preferen
1:8A80h: 63 65 73 2F 63 6F 6D 2E 61 70 70 6C 65 2E 74 69 ces,lc:om.apple.til
1:8A90h: €D 65 €64 2E 70.8¢.4°8 72 J4_FF FF 00 1l4pddeifeise [med.plistyy..wau
1:8AA0h: 04 84 c9 BD 7ELastaccesstime ;s pe pg 3p Create Time “—wrmrms sps1.+
1:8ABOh: F4 FF FF 81 80%J0 00 00 00 00 13 6F 30%00 00 01 | &6yV.€...... 00...
E::-ol) AN RO VNOMES 54 FD 80 00 54 FD 80 00 54 FD 80| |-MMMSTVE . TVE . TYE]
1:8ADO0ON: WOO 00 00 00 00 00 00 6E 14 00 00 OA 48 6F 6D I ....... n....Hom

Last modlf' ed tlme
UNIX Time of 0x54FD8000(16) is Mon, 09 March 2015 11:12:00. UTC

Fig. 2. Analysis com.apple.timed.plist through Menifest.mbdb file
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Fig. 3. Text Message on SMS Application
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Fig. 7. Photos Application

Table: || ZADDITIONALASSETATTRIBUTES |T] =

ZEXIFTIMESTAMPSTRING ZORIGINALFILENAME
Filter IFiter Filter

ZORIGINALPATH

2529 | 2015:08:25 21:03:55 IMG_4362.JPG DCIM/104APPLE
2530 | 2015:08:26 11:56:06 IMG_4363.JPG DCIM/104APPLE
2531 | 2015:08:25 11:56:34 IMG_4364.JPG DCIM/104APPLE

Fig. 8. DB Table of Photos.salite
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03/04/15 19:01:15 [Assertion] state=released;
03/04/15 19:01:15 [Assertion] state=created;
TrueType=FreventUserIdleSystemSleep;

Level=255.00;

pid=151; 1d=1T6; held_Tor=00:00:01;
pid=151; id=1T8; held_Tor=00:00:00; Froc

03701715 19:01:57 [Locale] timezZone_secondsFromGMT=32400;
03701715 19:01:57 [CorelLocation Client] id=/sSystem/Librarys/LocationBundles/TimeZone.

3/l /15 190l 57 [Assertion] state=created,
UserIdleSystemSleep,; Lewel=255,00,
B3/01/15 19:01:57 [Assertion] state=released,;
03/01/15 19:01:58 [Assertion] state=released;
03/01/15 19:01:58 [Assertion] state=released;

prd=151) 1d=1Te] held_Tor=ou:ou:uu; Froc

pid=151; 1id=1f8; held_for=-71:-59:-18;
pid=151; 1d=1f7; held_for=-71:-59:-17;
pid=151; id=1fe; held_for=00:00:01;

Fig. 9. CurrentPowerlLog.powerlog file

mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile

Leekeezzs-iFad:/var/mobile/Library/Logs/FLArchive root# 1s -al

mobile 408 Mar 2 17:06 /
mobile 442 Mar 2 0757

mobile 224064 Feb 19 00:1) PL_2015-02-18-001200_CB761EAB-5741-4796-8472-9CAAA6F34DE7 .powerlog . gz
mobile 217640 Feb 20 00:11 PL_2015-02-19-001145_817556FF-E594-AFAG-B70B-3AASDDFEQSCF .power 10g. 87
mobile 218082 Feb 21 00:0Z FL_2015-02-20-001130_23082DF7-1F71-4478-9DEB-547B0O5C6EQAS .power log . gz
mobile 221233 Feb 22 00:11 PL_2015-02-21-000221_0DD22FDC-C654-4115-A4AE3-B29C1C164017 .power 10g .52
mobile 255521 Feb 23 00.0) PL_2015-02-22-001100_ES142E78-9F31-49A0-A359-259E95EFOATYD .power log . gz
mobile 211613 Feb 24 00:0¢) PL_2015-02-23-000145_54398025-FDC7-421B-8F05-434EQ7B56530 . power log . gz
mobile 214881 Feb 25 001 PL_2015-02-24-000000_A135ASE8-DAA3-45F7-ABDD-2B3A8B8298B9.power log.gz
mobile 228525 Mar 2 00:0¢) PL_2015-03-01-111617_7C07894D-59D3-46CA-BI9ES-D5D19BF3489E .powerlog . gz
mobile 15959 Mar 4 2015 PL_2015-03-02-184807_3A47F268-9169-48C0-A83B-87A1ESO6E/CA .power log . gz
mobile 24767 Mar 2 2015 PL_2015-03-03-121900 DABO7EO2_BC34-AD37-84BB-91237BDD2D64 . power1og.52

Fig. 10. Archive files of CurrentPowerlog.powerlog

PLStorageOperator_EventForward_Ti <] =]

Filter Filte

timestamp baseband

New Record Delete Record

kernel system
ter Filtes

14839.0278980732 1436511805.21519

14842.8140920401 1436511805.21519

-0.00121104717254639 1436511806.23503

-0.00121104717254639 1436475757.27837

total 1812
drwxr-xr-x 2
drwxr-xr-x 10
Srw-r--r-- 1
-rw-r--r-- 1
Srw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
Srw-r--r-- 1
Table:
o
17 17
18 18
19 19
20 20

14843.8270920515 1436511805.21519

14845.0546010733 1436511805.21519

-0.00121104717254638 1436472156.24242

-0.00121104717254639 1436468555.01076

Fig. 11. PLStorageOperator EventForward Timeoffset Table on CurrentPowerLog.PLSQL

Version:

2015-07-14
2015-07-14
2015-07-15
2015-07-15
2015-07-15
2015-07-15
2015-07-15
2015-07-15

2015-07-15
2015-07-15
2015- 1

2015-07-15

OS—-Vversion:
Model: iPhone4,1
Serial Number:
Created: 7/14/2015 6:35:18 —-0700

Device Software Diagnostic Log

iPhone 0S 8.4 (12H143)

C38GQ3QHDTD7

:29 +0900,backup,iTunesRestore, @

124 +0900,198, 2ED3CA1A-FC32-45B9-A8D7-0C24254DF@2F, installd, installd, 102268928

:53 +0900,backup, iTunesBackup, @
140 +0900,backup, iTunesBackup, @
:47 +0900,backup,iTunesRestore, @
:16 +0900,backup, iTunesRestore, @

:25 +0900,109,8F3FFABC—EA4B—-4C53-AEC0—-69976B1B1275,0@, taig,MEMORY (Limit 5 MB) Cro
:46 +0900,109,ECAAD6DO—-733C-4A77-907D—-07F3C43D81BA,0,taig,MEMORY (Limit 5 MB) Cro

117 +0900,backup,iTunesBackup, @
:58 +0900,backup, iTunesBackup,®
128 +0900,backup,iTunesBackup,©
:26 +0900,backup, iTunesBackup, @

Wol  EASH10]. ol
generallogE EdlA &<l

=~

Fig. 12. general.log
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Table 3. Summarized in the table for the analysis

Filename Type Table name Referenced column or line Details
service Whether used for SMS or iMessage
sms.db message - -
date Unix Time value
. ZDATE Unix Time value
CallHistroy.storedata ZCALLRECORD
Datah ZADRESS Target phone number
atabase
Phot it 7ZADDITIONALASSET | ZEXIFTMESTAMPSTRING | Taken time
otos.sqlite N
N ATTRIBUTES ZORIGINALFILENAME | File name
S D Event procedure
CurrentPowerLog.PLSQL PthorageOperator,Even : D
tForward_Timeoffset system Unix Time value
CurrentPowerLog.powerlog Text - Locale Notification that there is a change in the Timezone
ex
general.log - iTunesRestore Notification that a recovery occurred at that time.
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