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ABSTRACT

To find the pattern of personal data leak incidents and confirm which distribution is suitable for, this paper searched the
personal data leak incidents reported by the media from 2011 to 2014. Based on result, this research estimated the statistical
distribution using the ‘K-S Statistics’ and tested the ‘Goodness - of - Fit’. As a result, the fact that in 95% significance level,
the Poisson & Exponential distribution have high ‘Goodness-of-Fit’ has been proven quantitatively and, this could find it for
major personal data leak incidents to occur 12 times in a year on average. This study can be useful for organizations to predict
a loss of personal data leak incidents and information security investments and furthermore, this study can be a data for
requirements of the cyber-insurance.

Keywords: The Date of Personal Data Leak Incidents, Cumulative Distribution Function(CDF), Optimal Distribution
Estimation
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o REE Ao glFstux} g} w3t A EH Date Exposure Date
oIS B K-S BAY A58 B wdel A3 Organization | Gap
A AR ohe AAn ez selstadt g market
e T o - 07-26 | **card 63
07-28 | ***portal 2
. i7aHE 08-13 | **video service 16
08-20 | ****producer 7
3.1 JIMME 09-01 | "**card 12
09-19 * government 13
department
2 AP LR aE A e o0 - -
A 22E Fstad ohee) e st oo
01-03 | ™ wire service 38
. 01-05 | **card 2
Hy: MNAAHEAGZ Abae] S A 55 Zold 03-12 | **resort 67
2012 PP
2x2 o= so|}. 05-17 broadcaster 66
- o - 07-20 | **wire service 64
: OlA B 8- Al7y9] HF Al = Folss
s VYA Al i A s Eold 09-29 | maternity clinic 71
E_T‘_“g’_ 22 ?1—% 7-]0 *okok .
w22 ¢ Aotk 02-06 water purifier 130
company
TR oA o]EA mAL Ei xSRI 02-07 | **town office 1
FoHFRES} £ QWYL AL AL AT ol e =
insurance
g Qleh Folgixrl dA7 Az Wl A= 05-28 company 17
Aol el g Fxebd AetEe 54 Ao 065 ***goverment 98
QQolub A7RHAG R RES A @ ) A4 agency
AEH10). steb 2011 2014dEk 2013|0102 wire service :
« ~ gane conmpany
S| upAe] 2y ARZE w2
7HO]X E— A]'jl A ‘4 T ]’ :.L_O]— s [q", 07-21 ***forum 17
s 7P YA RS AEe AR E FEREEEE g ame
£ ohEeh s e A Fekad fo mel P | oy »
A B AT T JHE festdr 10-03 | software 41
company
iy AAABSE Amdge] ARAe A5y 10-30 | national 27
police agency
5 ubE Aot} 12-11 | **bank 42
Hy: AQARSE Age] AR A5 01-08 | ™%, **, “card 28
5 wEA] oS Aol 02-26 | o . .. 49
association
03-06 | **wire service 8
3.2 EZSHI0|EQ &E 03-07 | *social conmrerce 1
03-16 | ™wtamn asoddion 9
Table 1. Date of Personal Data Leak Incidents 0405 **‘(hdmm 20
04-13 education 8
Dat Exposure Date 2014 04-16 | ****cosmetics 3
ate Organization Gap 05-09 | ****cosmetics 23
01-01 | **capital 0 07-14 | **education 66
04-10 | **capital 99 09-13 | *™*video service 61
**electronic 09-18 | ****retailers 5
04-11 . 1 7 -
corporation 10-12 retailers 24
2011 ek sk ok d 1 koo : N
05-07 industria % 10-19 retailers 7
complex 12-02 | ™**wire service 44
05-18 | **capital 11 12-09 | ™***power plant 7
05-19 | ***secondhand 1
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Table 2. Date Gap of Personal Data Leak

Incidents

Date Gap(z) Frequency %Ziiit(l;f

0 2 4.2
1 4 12.5
2 3 18.8
3 1 20.8
5 1 22.9
7 4 31.3
8 2 35.4
9 1 37.5
11 1 39.6
12 1 41.7
16 1 43.8
17 2 47.9
18 1 50.0
20 1 52.1
23 1 54.2
24 1 56.3
26 1 58.3
27 1 60.4
28 2 64.6
33 1 66.7
38 1 68.8
41 1 70.8
42 1 72.9
44 1 75.0
49 1 77.1
61 1 79.2
64 1 81.3
66 2 85.4
67 1 87.5
68 2 91.7
71 1 93.8
93 1 95.8
99 1 97.9
130 1 100

0 20 40 60 80 100 120 140

Fig. 1. CDF of Personal Data Leak Incidents
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Frequency) & AHE3tich.

WrAg  AFARIE (Occurrence  Frequency)
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Table 3. Occurence Frequency of Personal Data o714 A= HEASFEE e, o= 309
Leak Incidents 71%22 3= ‘Occurence Frequency(AFAS]
5|2~V 2 o )
Time of Occurrence Occurrence A= Slmli
- freduency 23 ol AP MERE 2l
1 . .
02 0 Actual Frequency (A ARl %) 9} Actual
03 0 Percent(AAIgHE) 9] k& 3l%ch. ‘Expected
04 2 Percent (o] 24 &5)' = Foliixo Ad H
05 ! AZSE Aol Blglse] e A3t ghele
2011 07 2 Y -EARS AR AA  EA%(Value of
08 9 ‘Goodness-of-Fit)<& =% &3t '0.106551772'¢]
(1)9 2 ok o] gt xPEEE o8 fol5E 95%9) 717
0 0 .
11 1 #A Xigs(3d.f)=0.99104%c} A4 Homz ¥
12 0 oFFREE wEtky & 5 glvk 5, JdATIE w9t
01 2 o] MIAHRFE Al e {FFE 5%0lA
= : TolfrEE henR, ¥/ BE AR
04 0
05 1 Table 4. The Value of ‘Goodness-of-Fit" on the
06 0 Poisson distribution
2012 07 1
08 0 N ?‘;;uuael Actual Expected ‘(\}lsélc;releosfs
09 1 ”L d Percent Percent L
10 0 ncy -of-Fit
11 0 0 21 0.438 | 0.367879441 | 0.0133655
12 0
01 0 1 11 0.229 | 0.367879441 | 0.052428859
02 2 2 11 0.229 | 0.183939721 | 0.011038555
03 0
04 0 3 5 0.104 0.06131324 0.029718858
05 2 Chi-Square Test Statistics 0.106551772
2013 8? ; P-Value(x{ (3 d.f.)) 0.99104
08 1
09 0 4.2 XFEEO| Bz AN
10 2
y : MR AZe] ANl Fohp s et
01 3 Ao g FAZE 7] wiel ArEATEES A eEE
02 1 & mEthe S ASHOR A5kt 3
03 3 SEREIEE S RERESERS SO IEE
o : ApEE wlaste] HAe) FApEPsE e
06 0 K-S SA%F %3 '\ A% 24 wgEs 4
2014 07 1 ]
08 0
09 2 3™ =XMETsIA XX
10 2 421 -‘-|—| THTEET T3S
11 0 _ -
12 9 Table b& T7HA #2342 43 7 425 4




804 MAARFZ Aol B3 FA o g A+
Table 5. Excel Codes to Calculate The 1¢
Cumulative Probability of 7 Distribution Types -
= o8
Excel codes to =
Distribution | calculate the Variable 'E osl
Types cumulative Types % ’
(a) probability (c) =
b) = 04t
=
. (z,p, E
Poisson POISSON.DIST . 5 0.2)
cumulative) o
Exponential | EXPON.DIST (@A, 0
cumulative) -4
Normal NORM.DIST (@.p.0.
cumulative) ) i . o
(z.a.8 Fig. 2. lllustration of the K-S statistic
Gamma GAMMA.DIST cumlyﬂa’ti\}e)
@08 K-S B Es & AT 449 (2o
Beta BETA.DIST o = 2 = s
cumulative) A =% ET’HF(QC) V2 A=dlole o] FAHA
Weibull | WEIBULLDIST Cu(limo;'f\;e) E ZHEF, (z))e] Aol gt A Fhe e},
Chi-Square | CHISQ.DIST (a k. (@72te] wgkl W@ 17, () — Fla)le) g5&
cumulative) 25k} o]

:
@ A A e 2§
=

_('3,]

B

z#(Date Gap)s FHEEEFA | disigc}t, 1
| &l

=

=
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K-S EAZS Kolmogorov-Smirnov test,
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o AFA wEe FAREINE Aole] Al e
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@ Ae oheah g
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o714 D, &
=
9] A #=&
olol] digk A

K-S A’
ol5 %3
glo]g] %

i
=
o gkele

I 34kske] ‘Similarity Gap <
(o)

2 Aejshd kgt e},

> b=

Similarity Gap=X(F, (z)— F(z))? (6)
o] w ‘Similarity Gap-> sl SAEEZ} #=
dloJe] Hxo] 2] & ofulsie, ‘Similarity
Gap'9 :37]7]— zrow 2hEE FSdolE]e} 71
=2 RS A = G) AT #Eke] v
oEE TzJ 3o HAe ke FAE)

(1)~ (5)9] A WEZ oz AgHolidste] v
Zke Table 4e A=k,
FollM yehdRoe], B4k "A=0.0354" A&

Table 6. The Result of ‘K-S Statistics' on 7
Distribution Types

Distribution Values of Similarity
Types and Shape Gap
Shape Parameters | Parameters
Poisson 7 21 - 1.95207733
Exponential A 0.0354 | - | 0.11652498
Normal ulo 20 31 | 0.14070352
Gamma 164 10 2 1.60548
Beta 164 2 2 0.15190157
Weibull 164 1 28 | 0.11666471
Chi-Square k 3 - 0.11910662
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0 20 40 60 80 100 120 140

Poisson —eGamma -+ Chisq =e=Observed Value

0 20 40 60 80 100 120 140

Normal —sBeta —+—Observed Value

0 20 40 60 80 100 120 140

—e—Exponential Weibull =e=QObserved Value

Fig. 3. Comprehensive Cumulative Distribution
Function

227} “0.11652498' 2% 71AF 2He $AlE Afo] 7k
(Similarity Gap)g AYx 9= Aoz vehyt
t}oo] W, A& HFE A EHeASE 8 AEE #

= FEldoleo|al 7EaHZS et 238
A um oh2 ez} ulwste] R4Exe} ‘ofo)
LR} s)Eadzete] fakert b e A
3l

o
=

4.2.19] FAA AFEE, go|BEE, FholA

F ORI BF pe AYEE Mz Idew

z3k8l Date Gap(A77H4)e $9] FHExE

EEREEE L
al

TE, golE RE, FlolAlF HES x-
0.132326", '0.137753", '3.518911'% jefytel.
Al e} so] Stz e Aol AR e

Table 7. The Value of ‘Goodness-of-Fit on the
Exponential distribution

Act
Gap | oo | At | Buad | gl
(z) que Percent | Percent of-Fit
ncy
10~9 18 0.375 0.471229 | 0.019651
2009 | 6 0.125 0.191359 | 0.023012
320~ | 7 | 01458333 | 0.219484 | 0.024714
43049 | 6 0.125 0.191359 | 0.023012
500~ | 8 | 0.1666667 | 0.246631 | 0.025927
6@0~9) | 2 | 0.0416667 | 0.068352 | 0.010418
7(100~) 1 | 0.0208333 | 0.034781 | 0.005593
Chi-Square Test Statistics 0.132326
P-Valuelx{ ;(6 d.f.)) 0.999954
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Table 8. The Value of ‘Goodness-of-Fit' on the
Weibull distribution

Act
Gap | fro | Actual | Boeed | ol
(x) que Percent | Percent of-Fit’
ncy
10~9 18 0.375 0.474212 0.020757
2(10~19 6 0.125 0.192882 0.02389
320~2) 7 | 0.1458333 | 0.221199 0.025678
4(30~49) 6 0.125 0.192882 0.02389
5(0~19) 8 | 0.1666667 | 0.248523 0.026961
6(80~9) 2 | 0.0416667 | 0.068937 0.010788
7(100~) 1 0.0208333 | 0.035084 0.005788
Chi-Square Test Statistics 0.137753
P-Valuelx{;(6 d.f.)) 0.999948

Table 9. The Value of ‘Goodness-of-Fit" on the
Chi-Square distribution

Act
e || e | | S0
(x) que Percent | Percent of-Fit’
ncy
10~9 18 0.375 0.99956 0.390247
210019 | 6 0.125 0.88839 0.655978
320~2) | 7 | 01458333 | 0.928102 0.65935
43049 | 6 0.125 0.88839 0.655978
5B0~19) | 8 | 0.1666667 | 0.953988 | 0.649772
680~ | 2 | 0.0416667 | 0.427593 0.34832
7(100~) 1 | 0.0208333 | 0.198748 | 0.159265
Chi-Square Test Statistics 3.518911
P-Valuelx{; (6 d.f.)) 0.741452

A
P2dlolel} A $ES e & 5 ok W
, FhlAIFEEE 71243kl '0.741452° 8 2 %
¥ 5 gk ASREs) 9}
Z
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284 5 ol ez AgE 58], Al
58 53 EAlE dlAbeta 2o mE ArRsh 4t
o) AT b ot AW fEA
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& e A5elElzk 20114 %= 2014

7HA1 2] 470de] ElelE o A F o]
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2b g} 5 2 Ao 201549 Rl A
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