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ABSTRACT

The number of subscriber of digital pay TV service such as Digital Cable TV and IPTV is increasing from various kind of
service provider world widely. These services require personal information of users to provide VOD(Video on Demand) and
customized contents. Therefore, massive amount of personal information collected by service provider can cause social confusion
such as leakage of privacy and property damage. This paper investigates whether broadcasting stations are providing enough
notification for privacy policy and methodology of collecting private information in proper way. Furthermore, we analyze actual
network traffic of IPTV service between user and service provider to suggest solution of privacy protection along with current
status analysis.
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Table 1. Number of Digital Pay-TV subscribers

DCATV/IPTV | Service Provider | Subscriber
A} 2.5 mil
BA} 1.59 mil
CA 1.58 mil
DOATV D*{ 0.18 mil
EA} 0.69 mil
FA} 0.67 mil
DCATV Total 7.21 mil
GA} 5.99 mil
IPTV HA 2.97 mil
IRy 2 mil
IPTV Total 10.96 mil
Total 20.11 mil

(mil:million)
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Fig. 1. Digital Pay-TV industry structure
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o} ARzl AMuiele] FAle]l FHAlClES T3l ol F 2.3 IPTV MH|a
oAtk o]} glont AAAL Azge] Fai
oz}, AleAM= STBE Ed TVZZ e A|FL [PTVe 82 A2d Auass 7hssh 8kal
22 SP7h AgSs VOD. AY, Fxd3t 2o v th ITUSAE IPTVE] Aulsg 22 Mc, <
gt FHEE o] gl Fxolth. AM|AE o]£3) uhek Au|s §Al Mu|x2 EFsislen(6), 7 &
= Sela] STBE S8 Aul~ ol8dn, Addn  Fol dgshs APlA2 geish kg Table 3.3
o e AMgAS) AQARA BEADAGA P 2
T BEARIAE AR AERE Agen ¥4
slo] A|alukEal | Aol e Hr) aH|AZ AZ  Table 3. IPTV Service List
=] &8s ek Category Services
Linear TV (audio, video and
2.2 STB 84l Z2EZ data)
Linear Broadcast Audio
STBelA IPTV Au]2e] 7]%5-& Algstr] <13l Linear TV with Trick Modes
W EX] TR EFo| ALgE tieksk o] Eg]A o] Multi-View service
Azt [PTV A2 715 2937 94 2] o= Pay Per View (PPV)
ZZEZS o83 do|e]EAle] o]Fo|xltt [TUe Personal Broadcast Service
Ax IPTV #8 B4 Z2eF 8 e Table 2.9} PVR service (network or
o] TCP/IP A%l o5 H-2atedrh(5 cl.ient—be.lsed)
B =Tox] BAE [PTVY EA]OHA-] alE = Content \T/{me*shlft ™
o moe=e thos) gl ot ideo o.n Demand (VoD)
Near Video on Demand
Content Push
' IiTlffﬁeﬁxa ;?n;ielfg }ng_g;]i) st Music on Demand (MoD)
AR | =T u e Content download service
A8l STB 2ke] AdrAleld e #1354 Service Information (EPG, ECG)
* RTSP(Real-Time Streaming Protocol) 3rd party content services
ANAY, AdA A= ke 7)o} 2 o] AlAd End-user Originated content
9] P55 Ay 13 A Regulatory Information services
+ RTP(Real-time Transport Protocol) Advertising
AAZE wir]e] ZHlze] AF (o], wr]L)3} Hybrid services
7] {18k §Al Interactive TV (iTV)
+ IGMP(Internet Group Management Protocol) Learning services (education,
AHgAR STBEI TV A 74 913 $41 languages. )
Information services (news,
) weather, traffic, -+
Table 2. IPTV Protocols Intelzactlve Entertainment services (photo,
Service
Layer Protocols games, kar.aoke. blog)
DHCP, DNS, DVB-IPTV, FEC, Portal services
Application | FLUTE, FTP, HTTP, IPDC Commerce services (security.
Layer CDP, LC, MBMS, RTP, RTSP, banking, shopping, )
SIP, SNTP, TLS Interactive Advertising
. Communication services
E;i‘;ipm TCP. UDP Communic | (¢-mail, IM, SMS, Chat, )
BGMP. ICMP. IGMP. IP. MLD atl?r} Communications Messaging
Network ' X o ' Service -
MSDP, PIM-SM, Anycast-RP, Presence services
Layer SSM
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Table 4. Personal information collected on the Service agreed entry form

Collect and use personal information (required agreement)

information Information,

Subscriber Name, Social Security Number,
Information, Alien Registration Information, Contact, Email Address, Payer
1. Collecting Name, Social Security Number,
Location Information,
Quality Information, Use History, Subscription Information, Cookies, Access
Log, Connecting IP, Statistical Data, Configuration Information Website, etc

Passport Number, Immigration

Accounts (Card) Information, Terminal
Credit Information, Billing Information,

Identification,
judgment, billing, service,

9 Collection characteristics,

and utilization

mobile identity verification services, credit
product offerings and descriptions,
service delivery according to demographic
service,

authentication,

frequency identification and
personalized
specialization, the user and statistics on services and analysis,
delivery, Customer Relationship Management, and other business transactions,

using the

product development and
Luggage

services,

Retention and
use use

Purposes identity theft protection, Wi-Fi location services and broadcast audience
measurement and partnership services and guidance, contract enforcement,
business consignment, cancellation refunds descriptions, location-based
information and advertising transport services

3. Period of After using the service during the subscription period and termination fees for

settlement, the dispute holds up to six months, compared to rates paid in full
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Table 5. ACT ON PROMOTION OF INFORMATION AND COMMUNICATIONS NETWORK UTILIZATION
AND INFORMATION PROTECTION, ETC. and PERSONAL INFORMATION PROTECTION ACT violations
in Sign Agreement

Law Article Main Content Problem
No provider of information and
communications services may collect
personal'lnformatlor.l of a person, Collecting Personal
such as ideology, faith, and past . .
. A .. information that could
medical record, which is anticipated violate vour privac
ACT ON " to otherwise intrude seriously upon a y p Y
PROMOTION (Aétlctle. 2t3 right, an interest, or privacy of the
OF estrictions
person
INFORMATION | on Collection of - - -
AND Personal Every provider of information and
Information) communications services shall,
gggﬂﬁgg\;%%gé whenever it collects personal No statement for the
UTILIZATION information of a user, limit the extent | minimum range
AND of collection of personal information required for the
INFORMATION to the minimum information required service
for providing the information and
PROVI]:ZE,:I‘%TION' communications services
Artlclg 2{3_2 A provider of information and Ind}ldmg. Resident
(Restriction on .. . Registration Numbers
. communications services may not . .
Use of Resident , . . . in the collection of
. . collect/use users resident registration . .
Registration personal information
numbers -
Numbers) items
Article 4 A subject of information has the right | cannot choose
(Rights of to choose and decide whether he/she whether he/she
Sulf:ect of consents to the management of consents and
Infoeration) his/her personal information, the cannot decide the
scope of consent. scope of consent
Article 23
(Restrictions . e .
on Management Collecting sensitive information No separate
of Sensitive requires a separate agreement. agreement
Information)
Article 24
(Restrictions . . . e
PERSONAL
INFORMATION | o1 Management .Collectln.g unique identification No separate
of Unique information requires a separate agreement
PROTECTION
Identifying agreement.
ACT .
Information)
Article 24-2
(Restriction on Collecting resident registration
Management of . No separate
. numbers requires a separate
Resident aeTeement agreement
Registration & '
Numbers
Article 22 'Obtamm.g Conser}t of 2 SUbJE.}Ct of No seperation of
information requires seperation of the e .
(Methods of L. . . essential information
L essential information for service and .
Obtaining L . and selective
the selective information for . .
Consent) L. . information
additional services.
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Table 6. Use Cases by user in IPTV Service

Use Case Descryption
Power on the STB is connected to
STB Power | the Internet router, capture the
On network packets to the IPTV
service during the initial connection
Changing Capturing network packets in
TV Channel | process of changing TV channel
Capturing network packets in
VOD play | the process of selecting and
reproducing the VOD
Run web Cap.turlng net.work packets Whlle
application surfing websites after running
pp the web application
STB Power Off the STB’s power switch and
Off capture the network packets
while the power of the device off

323 MH|A 0| THAY Tzl A
* STB Power On

STBe] S 7|4 HA STBE AHAF d5S
sk, AFEAFe] ID(user number)®t STB 7171
o] MAC F45 &8 AHAF Ad5S g} o] 4
oA o Fig. 3.3 3ol AMEAe] User
number, STB ©% A% STB 7]7]19] MAC F
4, STBY AL A(act) A7k AR} Asgo),

>-data (187 bytes)]POST /read_stbhc HTTP/1.1Host: hdslog. kraAccept =/*Expect:
ueUser-Agent: STB_QCAgentContent-Length: 207Content-Type: application/x-www-
icoded[Server-side-data (25 bytes)]HTTP/1.1 100 Confinue[Client-side-data (207 bytes)]<?
n="10" encoding="UTF-8"?>

<devinfo> <usernumber>5( 51</usernumber> <dmodel>TI320-

Jel> <fw>04.04.0808 </fw> <mac>98 33</mac> < /devinfo> <act>20150602230322
sdata>[Server-side-data (388 bytes)]HTTP/1.1 200 OKDate: Sat, 02 May 2015 14:04:20

r: Apache/2.2.15 (Red Hat)Content-Length: 219Connection: closeContent-Type: text/html;
TF-8BODY : [ <?xml version="1.0" encoding="UTF-8"7>

Fig. 3. Network packets when STB boots
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Fig. 4. Channel and program information
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IGMPV2 60 Membership Report group 233.18.145.120

IGMPV2 60 Membership Report group 233.18.145.120

IGMPV2

IGMPV2

IGMPV2

IGMPV2

IGMPV2

IGMPV2 EO Memhershw Report group 233 1E 145 194

IGMPV2 60 Membership Report group 233.18.145.194

IGMPV2 60 Membership Report group 233.18.145.194

IGMPV2 60 Membership Report group 233.18.145.194

IGMPV2 60 Leave Group 233.18.145.194

IGMPV2 60 Leave Group 233.18.145.194

IGMPV2 60 Membership query, specific for group 233.18.145.194
IGMPV2 60 Membership Report group 233.18.145.192

IGMPV2 60 Membership Report group 233.18.145.192

Fig. 5. Network packets when changing
channels
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Fig. 6. VOD title and thumbnail image
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[l 00 01 00 01 cO Oc 00 05 00 e. com.

Fig. 8. Web addresses of sites visited
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e-data (187 bytes)]POST /read_stbhc HTTP/1.1Host: hdslog.

krAccept: =/*Expect:

JueUser-Agent: STB_QCAgentContent-Length: 211Content-Type: application/x-www-
Jcoded|[Server-side-data (25 bytes)JHTTP/1.1 100 Continue[Client-side-data (211 bytes)]<?

n="1.0" encoding=
-<devinfo> <usernumber>50
del> <fw>04.04.0808 < /fw> <mac>98!

"UTF-8"7>

31</usernumber> <dmodel>TI320-
33</mac></devinfo> <sleep>201506022313

> </fpsdata>[Server-side-data (392 bytes)]HTTP/1.1 200 OKDate: Tue, 02 May 2015
iMTServer: Apache/2.2.15 (Red Hat)Content-Length: 223Connection: closeContent-Type:
charset=UTF-8BODY : [ <?xml version="1.0" encoding="UTF-8"?>

Fig. 9. Network packets when STB power off
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Table 7. User’s personal information transferred in each use step and Privacy Risk

Included in

Step . Collectgd Transfer Information subscription ([1legality Privacy Risks
information
agreement
U q User number Personal information exposure
Zif]iig STB device information(Modell Using the appliance vulnerability]
. . number, MAC / IP address) attack risk
STB information - - . :
STB power-on time Not included Personal privacy exposure
Power On - -
Channel Full channel list Not, included
informati.on andUser rights for pay-per-view| Not. included 0 Sensitive information (Adult]
user rights  |channels (including adult channels) content using record) collection
User number, STB MAC address Personal information exposure
Changing Channel / Channel information Not included Targeted ) atta'cks th.rough
Channel Program personal propensity analysis
information -
Program information Not, included Targeted atta.cks th.r ough
personal propensity analysis
User number, STB MAC address Personal information exposure
VOD viewing / . . .
VOD play| purchasing [VOD information Notinduded| o  [oensitive information = (Adult
information content using record) collection
VOD validity Not included
User number, STB MAC address Personal information exposure
Run web App usage
application| information |Website visit history (time, web Not. included Targeted attacks through|
address) personal propensity analysis
User number Personal information exposure
User and  |STB device information(Model| Using the appliance vulnerability|
STB device number, MAC / IP address) attack risk
Power Off information i i
STB power-off time Not included Risk  of  personal  privacy

exposure
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Table 8. Example for Personal Information Collection and Usage Agreement

essential consent information

Personal Information

purpose of collecting and
usage personal information

Period of possession and use of
personal data

name, email address,

Personal identification,
delivery notices, new product
introduction

delete with secession

agree O

not agree O

selective consent information

Service usage history, access

Seamless and always-on
log services, dispute resolution

delete After three months from
the Members withdrawal date

agree O [

not agree O
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Table 9. Leveling of transferred Personal Information

Level 1 Level 2 Level 3
User’s viewing history | Viewing history and | Viewing history
Personal Information | only (no information on | information about any | personally identifiable
collected what  the user is | user authorized | information (e-mail
authorized) (attribute information) | address, etc.)

Terminal Type “003" in
the channel 228. being

Terminal Type "003” in
the channel 228. being

Terminal Type "003” in
the channel 228. being
watched by hong gil

user

Data example watched by anonymous | watched by female .
. . dong(email:
users from 12:00 to | users from 12:00 to i
15:30 15:30 hgd:iptv.net) from
' ' 12:00 to 15:30
The consent of the
necessary necessary necessary

Privacy Risk

Low (Because it can not
identify the individual)

Low (Because it can
not identify the
individual)

High(Because it is a
personally identifiable
information)
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