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ABSTRACT

The Internet of Things (IoT) is an infrastructure of physical objects that could be connected to the Internet. Most of these
are low performance to ensure a reasonable cost for the smart physical objects. Thus, these devices usually use a lightweight
messaging protocol: message queue telemetry transport with SSL/TLS. Cipher suites in device are fixed by default and selected
based on preference in SSL/TLS. However, the selected cipher suite provides high security level more than expected. This
limitation causes energy waste and overhead of devices. In order to counter this problem, we proposed fuzzy logic based cipher
suite decision method to improve energy efficiency. Our proposed method saved 36.03% energy.

Keywords: Internet of things, security service, SSL/TLS, IoT security, MQTT, fuzzy logic
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Table 1. Security flexibility

ﬂsg;i%?ﬁgy functional classification

1

) communicate indirectly to
transmit data

2
able to interact with other

2 devices and able to read and
write data,

3
able to obtain environment
information and convert to

) digital signal, include sensors
and actuators which can
communicate with other devices
and use gateway.

4
embedded processors having

) communication ability including
home appliances and smart
phone.

5

321 Mebr[yel & Hoky

ARRlEl 71715 S8 elldA] EaAS ol
AN Bt FAEe} FAGe] HARE TS Bt
AL IETF #HAl 25 ekl TLS 1.2 wAlA
Hashs AR go(5]. vEAdes §419 4
= 71EA FAAE A3 4 oldka dERl RC4
IDEA, DES®} %22 dvg]=2 Al9stay AES &
2|50 AH-S AAE} wdl 1.2 el Ags)
= cipher suitesg ARE3le] FAlo| A= cipher
suite® Pt

1

3.3 x| 23

2] 2219 /1Y sepulel= Fko oUA|(RE) =
{(VL(very low), L(low), M(middle), H(high),
VH(very high)}¢} AR Zeo](LM) = {S(short),
M(middle), L(long)}, Z8]x Hst FA%(SF) =



664 A4

7 ll4 SSL/TLSE AHE3h= ToT9] oAl 284 35 413 7Y

{SF(flexible), SS(strict)}elc}.
=% I2rlel= cipher suite(C) = {C1, C2,
C3, C4, C5, Co6ioltl. D] L= Felrle=
Fefolgdee} Mu7} EA]ell 2|9J3k= cipher suites
Z ZefololEl] AFER A 671 cipher suite®
WXz Zo] 100 bytes 715 AnH|AHE AXbsto]
el W2 AEsk Zlo|r)

Very Low Low Middle High Very High Short Medium Long

o 30 50 70 80 9% 100 o 130 180 250
(a) Residual energy (b) Length of message

1| Frexible Strict

c1 2 3 4. cs 6

1 2 3 4 5 1 2
() Security flexibility (d) Cipher suite

Fig. 4. Fuzzy membership function

Fig. 49 (a), (b), (c)= A= FAA 22 A
2de] 9l g Al ZK(RE, LM, SF)9] =4l
3ol (d)E &% (Cipher suite) WAl o)
o} H72] 22 A2sEe] WWA] s AFEQIEY 7]
719 274 aesle] A=t agFos A3
7] S18iA dlelel g 317 WA o] Fd A =H[6]

olgsto] 2SI, o] HolelE suko s W
2 RSt 1] 24 A|Ad wlo] =2
sreh] wde] SAMPHITIS AHeka o sxs)
HoRE A FA e AR

o rlo > rulo N

rl

(a) e oA 7)7]ol] - oA E WEE
2 A=Y fH== gholth &m| oA E £
olx 71719 & w87] A AMe-H)

o (b) wWAIA AHo]: A== cipher suited] T+
Aea F SAlEke w3 B dUAE AnE)
2L ot5st Aot e wAA] Aol

of &l aefdel &n duAE £ 4 ik
MQTTelA &8ss 2o wAA Helal
250MBXT} 22 Fho] Heoizic),

o (c) B frd=: AFEQIEY 71719 7leel )

E HokAe #odd Axolr) FHA4o RS

frAIEEA 7171 B4 wel Heks 7]

flafA AR,

3.4 HX| 73

Table 2. Cipher suite evaluation score

score E_ P
o E p T 7 7 - BS

C1 1 6 7 -0.71429
C2 2 5 7 -0.42857
C3 3 2 5 0.2

C4 4 3 7 0.142857
Ch 5 4 9 0.111111
Cé 6 1 7 0.714286
C1 X X X X

Table 3. The rule of selecting a cipher suite

rgﬁggl selected cipher suite
very high | the highest preference cipher suite
security
flexibility
high strict a cipher suite which has

the highest preference
flexible | a cipher suite which has

- the smallest absolute
strict value of ES

if the cipher suites (only
for cipher suites which
have positive ES

middle number) is rearranged in
flexible | order of increasing, the
first, second and third
cipher suites are
selected when message
length is S, M, L

if the cipher suites (only for cipher
suites which have positive ES
number) is rearranged in order of
decreasing, the first, second and
third cipher suites are selected
when message length is L, M, S

low

very low | the highest ES valued cipher suite

A2 F2& Asle AL A7) $1s Table
59] cipher suites® AFE-3le] Table 2 72 A
o AL B} Table 29} 7o)l Z2+e] cipher
suite(Q)vlel A42 2AS Y. B 2nAES
Zala Pe A3sE, T $4+ 53k Cipher
suitesol|A] Aet7|He] A HokHS ukRslz] &
o A5 CTH o] aejtidellA A A7} 1 o]
9]9] cipher suites AB[AHo] HL4E AZT
I} EoaE 2 Haz Qur) ARE HARZ s|ut
w2 FHF WM —’F ES(Evaluation Score)& 7l
Akghel, ESghe] &9 Bl AS e+ E3 4
HAHo] & Afoln ofrd A5 A Ln)dHo]
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Table 4. Fuzzy if-then rules

rule input output
No. SF RE LM C

2 SS M SM C5

6 SS L MM C3
17 SF M SM Ch
29 SF VH LM C1

2] elyA] mla A¥S S8 ¥ 20003]9] A
= Sl Ad R ER 71719 Ate] elux| e} w4

2 Aoz} Ay og QYA Hol fArE 13E
574219 qlEe] #glo g AAHL} cipher suite

9] A% %= Open SSLE #HAlMAl 1.0.29] A
355 Fudc) FeloldEs} Ay} FEoR A
= cipher suites® Table 5& A 2lgkc}

Table 5. Output cipher suite parameters

No. cipher suite

Cl1 | TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
C2 | TLS ECDH_ECDSA_WITH_AES 256_CBC_SHA
C3 | TLS_ECDH_RSA_WITH_AES_128 CBC_SHA
C4 TLS DH RSA WITH AES 128 CBC_SHA

C5 TLS_RSA_WITH_AES_256_CBC_SHA
C6 TLS_RSA_WITH_AES_128_CBC_SHA

C7 TLS_RSA_WITH_RC4_128_SHA

SSL/TLSS}F Aot 71¥e] Al&lgl cipher suite
o] &) olUA= [8, 919 dloleE Frarste] AXk
ok dizZdezg SHAE vle|E" 0.75 nd,
AES 256_CBC+x nlolEd}t 2.29 pJ& ZAn|3c},
Ade] AHg" 7]7]= Compaq iPAQ 3670
pocket PCelnl 206MHzel CPU 2% £x9}
64MB2] RAM< 72 e}, 7] aghollA A8
DHE 512 bits¥ 715 7AW ECDH+ 163
bits, <152l RSA+ 1024 bits, ECDSA+ 163
btis?] 715 7M& daFo] A=}
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