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ABSTRACT

In this paper, we propose new detection and detour methods against packet drop attacks for availability in the Internet of
Things (IoT) based on the IEEE 802.15.4¢ and RPL protocol standards that employ IPv6. We consider the rank value of RPL
and the consecutive packet drops to improve the detection metrics, and also take into account the use of both sibling and child
nodes on a RPL routing path to construct the detour method. Our simulation results show that the proposed detection method
is faster than the previous result, and the detour method improves the detour success rate.

Keywords: IoT, Packet drop detection, Detour algorithm
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Table. 1. The simulation environment variable

Variable
Ranking of node 5

Simulation Value

Packet dropping
threshold

Packet dropping

0.4

60% (Only, n=50, n

probability is packet number)
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