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ABSTRACT

Ransomware was first created in 1999, but its existence become widely known in Korean by 2015. As information and
communication technology have developed, the storage capacity of computer has enlarged, it accordingly is getting more
important to effectively manage these information, rather than the information itself. In such situation, the ransomware break into
other people’s computer and encrypt an files without a user’s permission. So, it adversely affect the user. In this paper, we
monitor an access of a specific process to the file. And on the basis of this monitoring information, we detect whether the
abnormal approach happened. Through the detection result, we block the permission about access to the file for a specific
process. Using this method, we propose a blocking technique for the ransomeware’s abnormal approach and encryption to the
files.
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Table 1. The first cryptolocker sample’s File
Encryption

experiment lead time 5 file encryption
average
1 8.15 0.20374
2 5.69 0.14225
3 0.75 0.01875
4 0.07 0.00175
5 0.07 0.00175
6 0.66 0.0165
7 20.94 05235
8 18.27 0.45675
9 0.26 0.0065
10 0.6 0.015
11 2.83 0.7075
12 0.81 0.02025
13 1.08 0.027
14 2.34 0.0585
15 3.51 0.08775
16 2.64 0.066
17 2.32 0.058
18 2.75 0.06875




A B H 583 =7A

(2016. 6) 651

A2 SAlsobd a3} @ ol sl vl ojg
947} 7Pssi}.

A 7l
AlZko] vz BARLE 7l S ES s} s
dl Aeji= AZkel Blejd 53] waA es) =
A& o 5 odsdrh 2HA "aEselS Wi oA
Fdg A3S A3 s}OﬂD} A= Table 29 2},
gre gdS A3 100719 dUdE Halew
AlgS Z83a 10709 std& shte] Agg =
ol AZME A 59 S st s

o del= Hi A7 0.04%e04 o 10.87x7}
CHAE 3le)l A9ty vA] gl S

&2 & Afell= 71E2] 0.001759] A17F

0.0428] ALE WAshE

S g2 QF A7te] Eolub= A& Faldint
3k A8e F WA crpytolocker ME

& Abgete] Qg diE s £g] s
ECE NV ERE DR EA)
A 0.00175%04 i

3 e},

T WA cryptolockerE& AHgstH € ~Ed)
EFE A5 2 0.00175%2] A A7)
shar el mEstel S Al9lshd 0.02%2] FAA1Z
Aotk 9o 7 Ao WAl AEe A3t

e 1S
, o rulo

°

Table 2. The first cryptolocker sample’s File
Encryption excepting .txt Files

Table 3. The second cryptolocker sample s File
Encryption

experiment lead time 5 file encryption

average
1 8.26 0.2065
2 6.13 0.15325
3 0.83 0.02075
4 0.07 0.00175
5 0.08 0.002
6 0.54 0.0135
7 0.73 0.01875
8 18.74 0.4685
9 0.26 0.0065
10 0.58 0.0145
11 2.76 0.069
12 0.84 0.021
13 1.06 0.0265
14 8.95 0.22375
15 2.62 0.0655
16 4.83 0.12075
17 2.26 0.0565
18 2.83 0.07075
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7395 HkEA] "Ajobt Al ol ZrA~R Ql
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Table 4. The second cryptolocker sample’s File
Encryption excepting .txt Files

experiment lead time 5 file encryption experiment lead time 5 file encryption
average average
1 1.97 0.985 1 2.49 1.245
2 3.01 1.505 2 13.43 6.715
3 0.08 0.04 3 0.07 0.035
4 0.4 0.2 4 0.23 0.115
5 0.07 0.035 5 0.09 0.045
6 0.3 0.15 6 0.2 0.1
7 0.03 0.015 7 0.04 0.02
8 20.45 10.225 8 0.17 0.085
9 21.74 10.87 9 11.99 5.995
10 0.83 0.415 10 0.6 0.3
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