613
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.26, NO.3, Jun, 2016 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2016.26.3.613

gukk AS vES T2
25 Alo] Z2EZ 9 dlo|g] ¢33} wAUE”
S IR T

'S AMCHEm, 2(F)oHoHof| Al

Error Control Protocol and Data Encryption Mechanism
in the One-Way Network*

Jaecheol Ha,1T Kihyun Kim?*
"Hoseo University, NNSP Co., Ltd

(@] oF
e =

dolEl/} ke AT E W= BN dolele] it 25 Aot w5 A
A ddst7] SAaiA AU oF A F3 7Pgelu A A3E 3]Alste] dloleE AdSshe 7ol AHE
Z 501 5] =

she At =4l At 3AlE = ol HEe] Aol ode vES
5k g o
= gl

oL

N

B

<t

M

EY

>

+

°

2 o

ol

3}

o

(ASDU) +x%& A8},

ABSTRACT

Since the error control problem is a critical and sensitive issue in the one-way network, we can adopt a forward error
correction code method or data retransmission method based on the response of reception result. In this paper, we propose error
control method and continuous data transmission protocol in the one-way network which has unidirectional data transmission
channel and special channel to receive only the response of reception result. Furthermore we present data encryption and key
update mechanism which is based on the pre-shared key distribution scheme and suggest some ASDU(Application Service Data
Unit) formats to implement it in the one-way network.

Keywords: One-Way Network, Error Control Method, Data Encryption, Session Key Updating
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Fig. 1. One-way data transmission between two
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