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ABSTRACT

With the adoption of cloud computing, the number of companies that take advantage of cloud computing has increased.
Additionally, various of existing service providers have moved their service onto the cloud and provided user with various
cloud-based service. The management of user authentication and authorization in cloud-based service technology has become an
important issue. This paper introduce a new technique for providing authentication and authorization with other inter-cloud IAM
(Identity and Access Management). It is an essential and easy method for data sharing and communication between other cloud
users. The proposed system uses the credentials of a user that has already joined an organization who would like to use other cloud
services. When users of a cloud provider try to obtain access to the data of another cloud provider, part of credentials from IAM
server will be forwarded to the cloud provider. Before the transaction, Access Agreement must be set for granting access to the
resource of other Organization. a user can access the resource of other organization based on the control access configuration of
the system. Using the above method, we could provide an effective and secure authentication system on the cloud.
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Table 2. Comparison of the individual cloud

identity management-model based on selected criteria

Federated
Criterion / | Identity in the Identity to the Identity from Cloud Identity Cle e;a]; ntit Proposed
Model Cloud Model Cloud Model the Cloud Model | Broker Model oud JEenbB AN System
Broker Model
Number of SPs One Multiple Multiple Multiple Multiple Multiple
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umber: o § One One One Multiple Multiple Multiple
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Trust model Direct Direct Direct Brokered Brokered Brokered
Single Sign-On No Yes Yes Yes Yes Yes
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External rovi ider ial
Storage location Cloud identity ,Xtme Cloud identity provider and provider and cssont}a
of identity data rovider identity rovider external external Identity
Y P provider P identity idnetity Provider
provider provider
Scalability Medium Low Medium High High High
Extensibility Low Medium Medium High High High
Gover
overnance No No No Yes Yes Yes
framework
Cost . . . . . .
) Medium Medium Medium High High High
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User Control No No No No No Yes
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