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Abstract To solve various problems of the Internet as well as to enhance network performance, various future
Internet architectures utilize cached data in network nodes or in proxy servers. Named-data networking (NDN),
one of future Internet architectures, implements in-network data caching functionality, and then responds itself
to request messages. However, it can cause users’ privacy invasion that the publisher of data can not engage in
the sharing/using process of the data anymore after the data was cached in-network. So NDN implements both
encryption-based access control and group access control. But, since such access control schemes need to
exchange additional messages in order to search for a proper access control list and keys, it causes
inefficiency. This paper surveys the access control schemes of NDN, and then proposes an improved scheme.
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2. Named Data Networking (NDN)
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<Table 1> Characteristics Comparison
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