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Abstract The PSK (Pre-shared Secret Key) based method is appropriate for the IoT environment consisting of
lightweight devices since this method requires less computing time and energy than the method to configure the
session key based on the public key algorithm. A fundamental prerequisite for the PSK based method is that PSK
should have been configured between the communication entities safely in advance. However, in case of a small
sensor or actuator, no input and output interface such as keyboard and monitor required for configuration exists, so
it is more difficult to configure PSK for such lightweight devices safely in the IoT environment than the previous
Internet devices. Especially, normal users lack expertise in security so they face difficulty in configuration.
Therefore, the default value configured at the time of manufacturing at factories is used or the device installer
configures PSK in most cases. In such case, it is a matter for consideration whether all installers and manufacturers
can be trusted or not. In order to solve such problem, this paper proposes a secure bootstrapping scheme, which
utilizes the NFC (Near Field Communication) as an OOB (Out-Of-Band) channel, for lightweight devices with
limited resources.

Key Words : Secure bootstrapping, Internet of Things, Resource-constrained devices, NFC, OOB

‘239, 9o Elm R Hu|u]ojsla} Received: 14 May, 2016 / Revised: 8 June, 2016 /

A 3)9, PRt o X o)) ojstul( @Al A A} Accepted: 10 June, 2016

AR} - 2016 59 14, £AU4RE : 20161 6 8Y "Corresponding Author: kang@duksung.ac.kr

AL LA} - 2016 6 10 Dept. of Digital Media, Duksung Women’s University, Korea

13 -



Secure Configuration Scheme for Internet of Things using NFC as OOB Channel

.M 2

H AHEAEYoT: Internet of Things) 7]&S &
B3 g FAEH S8 Aujaso] pEEL ok
IoT 7Rt 3852 7|E9] AHFE $4 A28 28
U] A4S kA Fkd FH| AFEETA

<

Ares Fan=gh W og 5 59 o)y

7149 AEE A &t oT 84L& o)F9 AAE
o]F<] UIEHYA |&o] EAH] 3, Mg} 22

@ A A= B Ve gAsll 2ol Al

2 o
de At 2y e T dAss 99 5
[e] Z S
[e]

ot

g A= v ] Aol o=t B3 el

= HE TRl AUA AR BEE fls) A

HE]Z] 7Es AREa7] wiiZol dlo
A

2

o
2
opy
off
2
2

I, B Ealel BEYow Qld
7] WiEo] Belr|<e] Akl 2 Qs
ARl 70T FARES AFsa, AL Ads)
T Q18R Bk Au) 2ol A 7 s ojof ah= 7]
o odsH 712 Bajsta Belshs 44 7)ol A
A Ak} ol U] ARl o Qls) thkgk Bek A
2do] #4851 9l PSK(Pre-shared Secret Key) 71
WA By daEEs vuko g AMT)E HAE)
AR Ao ugoR Hol /|es pEE & gle
v Aas gX 2 FAEE T 3 Ada® 4,
719 Hek AlzElo A Fad AAlE Bk Au|
2 AFE7] Aol F B FA) Ao]ol| = PSKF ¢k
4

slo] glojof gtk Aojth 2t thHEe

L

% AAER TAEE 0T $494% Abdel PSKE
Ashl dAga) oy
0T 3% X158 44S 913 Bad 453 4

3
E3} LED #A1%5)S Ag3it). webr] 71E00 A18-5 30
o o) oEEeE % AA WS

o= Algte] M) w3 thekst FEZR A oT

ol A 8H= Bt Vs Aol H5F

ol A3 A3 B =RoAE Aol AFH
g FAES 98 ‘NFC(Near Field Communication) S
283k obd g %7] 74 (secure bootstrapping) 71&’ <

ok = RFIDS /a1 A v)g9] &
Fo] 2nlEE A8 9]
& SgellA ggdm It

SR ol AHEE BFF

b )

£ >
r +
i =
do
= N
iy
2 T
o 0%
o o
rr g; r@
N
o g
(r
r
v
X
)
%0
T
u
)

L

etk Al ®

SR 27| AAS AdPshe= AHEAE 27 A4
oI FARS) o wow AR @ 5 ek, B
B2 u4o = NFCY glolgls =4 4= g

=

e SuE A7k Qofobtt Bl Asa] HE

= Py BAlo] A5tk NFCE the 279 54
% o) F 3 Afolo] §41 44o] 01% o= )
Fe AH= 9o

71E Ag-E0] PSK7F eHdskAl Aol glrkar 7}
AP, & =odAe NFCE &-83te PSKE oH4

=
s st A & Qe BEES AN, 5



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 16, No. 3, pp.13—19, Jun. 30, 2016. pISSN 2289—-0238, elSSN 2289-0246

& A== AAIE
W =Tl TS vt 2k 2%l = B ATl
telA 7]&gte) ojolA 3ol A= AQE AladlE, 4%

0TI AHEEE 28 AA 5 Aglo] 34
ol ‘ﬂ%é ;g A7F BAel7) o] AHgAT} 4R
] e o gol A ol sjdslr] A%
PHow QRW:, 9, 2 & o]8ahs 71&Eo] Agh]
T Yok 2Y1E QRAEE ol g3t ATFANE AE
o] SEahe A2 Bhage vepag?,

controller 4

secret

OTP,secret

»

Device - 5 =  Controller
use secret

Light Blub House Controller

a3 1. e He 58
Fig. 1. Simplified high—-level information flow

SAAH 2™ 19 Introducer)= APFEEAH QRAE
£ 98 T v FA otk AR AAHH FAAE A

Ao A QRIEE 270 sto] FX)7F 7HA AL Q= OTP
secretS 7P2THH A A1), OTPE ZA 555 413l Al
ZA7F A28 One Time Password®] 3l secret 4]
S AEZY7} SAE & T s ALAPE AAE )
U grolt) o]F FAAE A% olo] W E(Transfer
Agent)oll Al X427} AHE & FAEF2 O] Y|ES A AH9}
OTPE ALstan(MAA2), AEEHANA secrets A%
gt} A7 AF o2 FEEL HEAAE S sHd
A& olo]HES} A4S gl HF dlo]dEx A9
A AEZ ] EA BRE AFIH(HAIA4). FA
= AEZ Y HEHA FEE 47] wio] o]F &A

o

o 2% A AEges 47 AL 2

o) NzRle AR vwels A5G E
Aol AHg 3 & gleh BAE ARG W = A
942 o 37 or] cAFo] ALgHE OTP7} ol
A Bl AAA gA @ 5 ek ATk
QRIE=E so = & 3l 8

A A1) 18 e 2
OOB(out-of-band) ALz A}-&3}o] HOF|E %7|
A= MVSee 7]%S Aoratarl? Aot 7)o

& Exe A% 04 $40Man In The Middle
Attack)e] ti-&al= Aotk OOB Ad-e WI-Fir} 2=
Ei"ﬂ‘* AREhE 71 A the Y, 2, 1% 5

wo] B4 WA oJn g,

%n@@

(1) Press (2) Place phone (3) Wait for a (4) Car prompts
START on ina glove box few seconds SUCCESSFUL
phone and car message

(a) Strong OOB Channel (light)

& Sy

(1) Press (2) Phone and car exchanges beeps (3) Car prompts
START on with each other. User verifies that no SUCCESSFUL
phone and car other devices beep. message

(b) Weak OOB Channel (sound)

32 2. OOBifHZ wnt A2E ALBSHE MVSec
Fig. 2. MVSec using light and sound as
0OO0OB channels

713 20 vhebdl 243, 0 00B AdE AHgdhe
: el 7

=
f:D}E%z wa

43 00Bek €el 4
glon kgt OOBE 494
ge dole Fa8s e 2

Z27) AR TREZS AAdofdit)

- 15 -



Secure Configuration Scheme for Internet of Things using NFC as OOB Channel

3 4ol NFCE ol g3 Aelo] Al g2 5e)
HIF PSKAA 7148 AR ]

T, AHARE Aol FAE ol §3tel ] 55/913/7]
A4 AN T TS R 5] %k A 5o A

Algal shere e Sl

.
2
i
e
=
ol
N
~
i

¥ 1. AJAE miajo|g
Table 1. System Parameter

Parameter Context
1D, A= ie] 2Azk (32bit identifier)
A1)k AZMH(AS)7F A S A=A}
AN RNy s (128hit)
75, TS, EREN-ES
TID EdAA Adizh
NS 9 A A7)
1K
: (128bit h3471)
AogA1g} Q15 M E $g
K
ey 128bit A1417]
A9t 1% Aee)
IRV 128bit Pre-Shared key
Sock; A ¢] IP, PORT A1
Sock .y HES 9 7]E Ao|Ego] AR
VT PSKe] #27]%HValid Time)

719 38 AjkslE 7lEo] FAFEE AlEl A o
£ yehdith Algksls 27] A4 Ve T E79 Ald
(%, two-channel)& At A=<} 20144
b BAL NFCE AHE3ta Aol 9h 5w, At
AB] 7+ BA1e WiFi U Zighee & S1EU

E : DTLS
©
New Device \
ey TLs
NFC 2 >

Controller

y—3 —

New Device .

-

Authentication
Server

DTLS e

a3 3. AlAY 1NE
Fig. 3. System Configuration

- 16 -

1

(S

A e et 2 (19 4

jatl

H2).

ANZE FA7F MEYZ A8 T AofgA&
NFCE ol&3ate 29t X9 ID,, BN, IK, &
Holeth Ao|gA R AnfEE|L} AnlE I

s} o] o]o] fold FA7 A 5 v,

Aoy = A 2HE W& D, IK, RN, 37}
Sock;, TID, TSy AHE SK & 53} gfo] B
ok ] AH(1F Aol dEect 17 4o
AlEAEO§rE 5% 455 FAl ATEHE
authenticated encryption &2 ISO/IEC 19772:
2009¢ F3stE ¢hs m=ub SSI/TLS, SSHe
A8E HAS AR Ak A E SK B
ol g3te] Bosle 5 IDE Ve B RN, &
AAETL o]F, RN, 4 ()& 43ty
PSKE A3 3t

PSK; = Ey. (RN RN, ;) )

A% N PSKSt RN, 2 IK 2 asksin
EAAPS TR 5 9= TID, TS,9
2 tastate] AlogA ol Mgk

Ao A= Age e SK,
Itk TID, TS, = EdAA] 1454 eiokas
gelstar 3)gel A astet AL, (PSK RN, )
# vENZ AA AEA Sock;, Sockqy=
NFC HdE o]-gate] AlqtgdAlol dEdet 2t
A= IKZ R38lsto] PSKOF RN, gk 891
ataL, Ale) g7t A ghow AdsE IP 749
PORT W&z &4 273 MAET -, el ¥
M ESE AEE delge] $418 ti7] gtk

NS AMel= Ao A 2 5E W2 Sock, 4EE ©]
B3 At Aol A NS ek At A
o} AH Atolofl QIEYl F4l Azle] WA= Q15
MWE ID, RN, VIS PSKZ ¢t33late] A
T+ Aol AEeeh D9} RN = A5F3A17) 2}



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 16, No. 3, pp.13—19, Jun. 30, 2016. pISSN 2289—-0238, elSSN 2289-0246

=0 22| A
HFEH () Hoi 3 5&8/95 75
11D, RN, IK,
;752
RN, &4
2. AEgy, (TID, TSy, 1D;, RN;, IK; , Sock; ) PSK o, B
[
3. AEgy,, [TID, TSy , AEy, ( PSK;, RNy )]
4. A (PSK;, RNy ) Network 25 &8 (Sock;, Sockgy)
HEEH A5 S
PSE; ZOI ‘
Sack:[37]
5. AEpsy, (ID;, RN;  VT;) e
1D; K BEEN
PSE; BY
6. AE gy, (1D;, RNys )
a3 4. PSK M%S 98t S 2HY
Fig. 4. Proposed system flow about PSK configuration
o] wul ghak AAsFEA Hlste] 1% AuE AFAHE AEne g Bustelel PSKE A4
AZwL FeH2E5-3 19). ATFEANA A & PSK, RN,

& IK 2 J35stetal TIDSE 75,02 ¢ ¥ v st

6) Alit gA= mAR AAE PSER BEHSA goy e mejo) ) gk 529 29, Ao 4]

>

Aol Hzol 2 Dok ANZF S A B 2 gpwe g Bastsiel KR GES g AT

3l QT AMWE JAFSH. olF AlFEAE= Ao ALTH2T5-29] 39),

PSKE ID,% RN, 5= ¥3.3tst] Q15Afule] A AT = Bastsle] PSKE 91 3 5 vy
FAh ol® FAF ATAME Al AT 519 30), 0% ] Arlo] AAEY AZAH
RN,F oA SIS 99400 7HES8 3 = Aol A58 99 ke Adste] AEA )

1. ol 5=

2 HoM= A Al2gE st AE @ A 9)e) AR 27 AA A e s glEAQ
& 7le¥h NFCE &3 00B A2l 3% $AE 342 AdS 34, 9% 54, T3 3490 disl wet
Assl7] A3l tERol= FAE AMEGEFATE PSK A 2AS s
e 1% TP a9 59 Ak

z71474e] F8d W AdR= 195-19 19 gt - ZHEE 24
& NFCE ©]-&3to] Alo]gx|ol Al g3}, Aol d=& AT A=A 9} Ao] A Abo]= NFC e AFe-8},
AFAANZEE A5Re 3 27144 ad e Arexpt FHe TAAE &9l o T vAR] AE S A
Uetlis 28 529 19 #2 dsstete] JISAHE  zelog wax] Zt2aA7)7) o). web A &
AFd. o] 7F5dh TRk Ao FA|sk A% AW Abelelt. F

- 17 -



Secure Configuration Scheme for Internet of Things using NFC as OOB Channel

- IP :/203.252.219.181
- ID I: 12345678

R ve D from Device + TS + Sock - RN _I: 7£39f8317fbdbl98Befich2Bebal2591
12345678 12345678#7139f8317fbdb1988ef4c628ebal2591 41111 - IK: 1111111111111111

-
@/ Contoller

71391831 7bdl19886f4c628eba02591 111111111111#20151201084756#203.252.219.161499 - 150: 20151201084756
LARRRRRRRRRRRANY] 90 - DIP: 203.252.219.161
- DEORT: 9980
203.252.218.14#9991 4BX6YWid00pi1 4pHp-+taMNU1 wEpSoJa 1. PSK: fffedefizéiidesd
S RIE s NTIVEHUAYDaBnHisaNoume ok REER) - PSKERN LS :fffedc832688dc54464209207D79421734881b53e1e1b1806
€03Es+gamw== =
1CXnogBUaZ0jkbOyIXmFEHRGQB3UjbuogsiHeNJyIniFp - IK(PSK,RN-A5): BXEYWid0OpilipHp+taMNUIWEDSodawZ FEamJE+UtTI1/BEngVDgevEI2chdus
3eTYrJTXgGbSuTHNobgdzIWxmyvidBP w3bMgjJbJrvw5Bl
iMwyKOgbJKTTEQSFZWIZ+nuTZPUApSE JdWiulK/ =03Es+ggmi==
urigkzGSDnt21JdWcHps43XY7DksPwIQjyg==
fifedc832683dc5: 1734881b53e1e] b1 8 2 aS-controller Send data: ICXnogBUaZ0jkbOyTXmFEERQQS3UjbuogsIBeNJyInrfp3eT¥rd?
HgGbSuTHNobgdzlWxrmvidBP

BXYWIAODpI! 4pHpHaMNUIWERBo aWZFPXMJEHUTI 1MwyKOGDIKTTEq6FZRGZ +nu T ZEU4pSEIdWI uTK /ur TgkzG3Dnt 2T Jdkchpsad 3XY TDkeBwIg  yo—

12345678#713918317(bdb1988ef4c628eba02591 /BHuqVDBwHIBoNdufvsbMgjJbJrvGBI
e03Es+g0mws== - AS-Device Send data: S5QzKraomUxQgCB2cd/qlyZE80zRvEAEAOCHMJUSVSsXY6&cxutdupBeMRe
PRecPYhao
§: Port 9991 Connecting...
3. ID_i,RN_as: 12345678642e92efp79421734881b53elelblibe
=
5-1 M EA 5-2 I O18A] 5-3 QIS MH

a3 5. F®ot AJAR SE Al
Fig. 5. system operational test

A7k 208k I AM AFE= AEE 7L sl

]
r
%0
o

~
N
[
-0,
%
s
3

ke A9 Tx} RN X 45015
g AL wEel AdE FH m% @ 4 sk WA E 5 e g Baastel DelA <4l
ol A% ID, RN, 37t 2eA) Glat, gro] 2}
- oY B Q% ANE % & S 9 szﬂ 6)«% 52
AR Alwle) P4 R AT AR, Aol R, @ @& BEssel 9), Mol FEsetel AT RN,
83 Q1T AWE FAEER ZF PR s T of e glolw AlERE o= 5= 9t}
A& BAII
- 52 B
(D) ATFFAZ 9 ABAIN TSP NFCE & a1 e1zan] Abolo] FAR} Eaat 2= 9]
3 g glol= A0l offat 10em HolSl & gqmg) gy v Aet A3k 1% HHM Aw
owg FAA} AFEAR A95HE A hg
& % 9luk
3 ) _ V.43 2
@ AcIFAR A4 AR} AoNA 2 $135}ed 2=

zﬂowm A% MW7 AR Bty
K, o 4 q7) wiel 230l 4 Lule o
55 g AFAWe) A5 5 ¢tk £ 71D
o 75, 752 SaAHel 9 ke

0_1.4

B o=RoAe 2ok AuaEA, FAA, 714
Al Algstr] s vhEA] s oof sk

Het A V1EE AW EIT 59, Aol AR A
el A 71710l #ol #8d Aom o=
goke AI AFshs

2
E

gl g 4 sl PSKe] oFd 3 qu/zﬂmg u
] ﬂEe NFCZ OOB xH 28319] A1) AT
-0 —'— L O~
2 A ASAMA A SHE NI g qunn 4 g wateld), A9 e A8
o)y 2= A=H é_ul—£7%r_r"_“ :j_l— -
Sho &) AERE RE[IAL a9y w2, 300 A9 As £ oA,
T 9o AEFHAA AENAR DS B Tyo-Channel 7148 Bodtel BEAES AT,



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 16, No. 3, pp.13—19, Jun. 30, 2016. pISSN 2289—-0238, elSSN 2289-0246

(1]

(2]

(3]

(4]

(5]

[6]

[7]

8]

(9]

References

Gartner, http://www.gartner.com/newsroom/id/
2905717, Nov. 2014.

Namhi Kang, "Survey on standard technologies
for Internet of Things security,” Information and
Communications Magazine, Vol.31, No.9, pp.
40-45, 2014.

Jeongin Kim, Namhi Kang, "Secure Configuration
Scheme of Pre-shared Key for Lightweight Devices
in Intermet of Things,” The Journal of the Institute
of Intermet, Broadcasting and Communication,
Vol.15, No.3, pp.1-6, 2015.

Jive Park, Saemi Shin, Namhi Kang, "Mutual
Authentication and Key Agreement Scheme
between Lightweight Devices in Internet of
Things,"The journal of KOREAN Institute of
Communication and Information Science,” Vol. 38,
No. 9, pp. 707-714, 2013

P. Eronen, H Tschofenig, “Pre-Shared Key
Ciphersuites for Transport Layer Security (TLS)”,
IETF Standard, RFC 4279, 2005.

Myny, Kiris, et al. "Flexible thin—film NFC tags,”
IEEE Communications Magazine, Vol.53, No.10,
pp.182-189, 2015.

Atzori, Luigi, Antonio lera, Giacomo Morabhito,
"The internet of things: A survey,” Computer
networks, Vol.b4, No.15, pp. 2787-2805, 2010.
Kortvedt, Henning, and S. Mjolsnes. "Eavesdropping
near field communication.” The Norwegian
Information Security Conference (NISK). Vol. 27.
2009.

C. Jennings, “Transitive Trust Enrollment for
Constrained Devices,” IETF Internet Draft,
draft-jennings—core—transitive - trust —enrollment—01,
2012.

[10] Han, ], Lin, Y. H, Perrig, A, & Bai, F, "MVSec:

Secure and Easy-to-Use Pairing of Mobile
Devices with Vehicles,” CMU White Paper, CMU-
CyLab-14-006, 2014.

[11] Jiye Park, Namhi Kang, “Design of Smart Service

based on Reverse-proxy for the Internet of
Things,” The Journal of the Institute of Internet,
Broadcasting and Communication, Vol.14, No.06,
pp.1-6, 2014.

[12] Yong-Soon Im, Eun-Young Kang, Jae-Pyo Park,

“Security of Image Information using Steganography
and QR Code in IoT,” The Journal of the Institute
of Internet, Broadcasting and Communication,
Vol.15, No.02, pp.31-37, 2015.

XXp AT

+ 20154 29 © Sl Aot tix)g
vle)ojsta} 24

- 15~ EA S AekaL Tl
grlelojsta) Al

<R VEYD B AR
Hyl Heb>

" 3(339)
1999 24 ¢ AL TEAL
<2001 24 ¢SSt SERAL

* 2004\ 12€ : University of Siegen,
kAL
< 20001 3¥~AA) © gzt

R ERECE R

JNELEAL UIEHA Bl AlE<lE

4

% 2 ei7s NoiRiham 2015HE mUHTE] XIRo] olsh $=IUS

19 -



