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Abstract :

Indoor zone-based services have continuously become popular by increased prevalence

of smartphones. Bluetooth and ultrasound can be used for zone detection. However, bluetooth

does not guarantee precise zone detection if the signal degrades due to the obstacles. Ultrasound

can be easily forged by recording sound on the smartphone. For that reason, zone detection

based on ultrasound has a security hole. To remedy each limitation, we propose an advanced

zone detection method, that combines bluetooth and ultrasound. An authentication server issues a

one-time password to the user over bluetooth. The user generates an ultrasound signal that

encodes the password. In this manner, the proposed method ensures secure and accurate zone

detection.
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Fig. 2 Ultrasonic pattern recognition concept for commercial zone detection service
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